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Cyber security threats continue to evolve and threaten businesses of all sizes. All businesses have
information that criminal hackers are attempting to exploit. The information criminals are after can
be employee data, banking information, client information, intellectual property, or the contact
data contained within your email client.

Baird Holm attorneys provide businesses with the legal services and tools needed for protection
from cyber threats. Led by an attorney who is also a former FBI Special Agent with more than 27
years of experience conducting investigations, our feam has the knowledge to assist with white
collar investigations, cyber investigations, accounting forensics, and computer forensics, having
responded to hundreds of breach notifications on behalf of clients and insurance carriers.

Proactive Preventative Measures

Choosing the Framework (NIST, ISO, PCI DSS, HIPAA)
* Developing relevant and useful policies
e Developing a cyber breach response plan

Cybersecurity Insurance Assessments
* Policy review and adjustment

e Definitional or endorsement review
* Policy coverage review

Employee Policy and Employment Agreements
* Employee theft

Fraud prevention and training

Trade secrets

Bring Your Own Device policy

Vendor, Supplier, or Third-party Contract Review

e Limitation on use, sharing, distribution of information
Indemnification agreements

Implementation controls and remediation agreements
Negotiation of Cloud and SaaS agreements

Regulatory Compliance Review

* HIPAA

*  Gramm-Leach-Bliley Act

* CCPA and other state privacy laws

¢ New York Department of Financial Services Cybersecurity Requirements for Financial Services
Companies

e GDPR

Website and Online Presence Review
* |dentify and draft necessary disclosures
* DOJ ADA Web Content Accessibility Guidelines (WCAG)
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Incident Response

Providing Counsel for Cybersecurity attacks
Ransomware

Phishing emails

Malware

Business Email Compromise (BEC) scams

yber Breach Investigations
Coordinating Interaction with Federal and state agencies (e.g., FBI, DOJ, FTC, SEC, FCC, FDA)
National Security and Law Enforcement Investigation
Cyber, financial, fraud investigation
Data security prevention, breaches, investigation, response, litigation

00000

Data Breach Notification

* |dentification of the relevant federal or state statues or regulations
e Nofification preparation

* Response coaching to minimize liability

Fraud Investigations

Baird Holm LLP has provided these services to many different industries including:
e Construction

Hospitals

Banking

Insurance

Real Estate and Development

Technology

Our partnership will include periodic touchpoints for review of policies and plans to incorporate new
threats, identify gaps, provide education and training, table-top exercise, and other identified services.
We will also form a cohort with general counsel, IT staff, vendors, and contractors and actively work to
identify, recruit, and incorporate new personnel to be part of the cohort.
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