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Threat Landscape Evolution 
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Ransomware Evolution 
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Motivation: Return per Infection 

  Spam bot     $  

  Banking Trojan   $$  

  Crypto-ransomware     $$$
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Jan 2016 Regional Ransomware Outbreaks 
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CryptoWall: Number of clicks on malicious URLs per hour on day of outbreak - June 2015 
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Infection Chain 



Recent Crypto Activity 
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Jan 2016 - Ransomwares 

MODE OF PAYMENT 

SPAM 

2 BTC 

KEYS ARE GENERATED 
LOCALLY AND DELETED PUBLIC KEY  

FROM C&C 

ENCRYPTION KEY IN THE 
SERVER 

DB FILES 

need to email malware 
author to get payment 

instructions 

SPAM SPAM SPAM SPAM SPAM 

13 BTC 0.5 BTC 1 BTC 0.1 BTC 

NO RANSOM 
NOTE 

SPN DETECTION HITS 

INFECTION VECTOR 

ENCRYPTED DATA 

DB FILES 

PERSONAL FILES PERSONAL FILES 

NO ADDITION 
TO PERSONAL FILES 

KEYS ARE GENERATED 
LOCALLY 

KEYS ARE GENERATED 
LOCALLY 

PRIVATE KEY IN THE 
SERVER 

ENCRYPTION 

SELF-DESTRUCT 

DB FILES DB FILES 
WEB PAGES DB FILES 

+ 

KEYS ARE GENERATED 
LOCALLY 

CRYPNISCA CRYPRITU CRYPRADAM CRYPJOKER LECTOOL EMPER 
MEMEKAP 

NO  NO  NO  NO  NO  NO  NO  

LECTOOL EMPER CRYPRADAM 
MEMEKAP 

CRYPNISCA CRYPJOKER CRYPRITU 

DISGUISED AS  
PDF ATTACHMENT 
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Feb 2016 - Ransomwares 

SPN DETECTION HITS 

ENCRYPTION 

SELF-DESTRUCT 

ENCRYPTED DATA 

PERSONAL FILES PERSONAL FILES 

LOCKY CRYPHYDRA 

EXPLOIT KIT 

SYNC MANGER 
LOGGER 

INVOICE SPAM DISGUISED AS  
PDF ATTACHMENT 

SPAM SPAM 

1 BTC 0.5 - 1 BTC 2 BTC 
536 GBP 

1.505 BTC 0.8 BTC 
$350 

400 DOLLARS with 
instruction  from author 

how to pay 

DB FILES 

NO ADDITION 
TO PERSONAL FILES 

WEB PAGES 

+ NO ADDITION 
TO PERSONAL FILES 

KEYS ARE GENERATED 
LOCALLY 

KEYS ARE GENERATED 
LOCALLY 

KEYS ARE GENERATED 
LOCALLY ENCRYPTION KEY FROM 

C&C 
PUBLIC KEY  
FROM C&C 

PUBLIC KEY  
FROM C&C 

DB FILES 
CODES 

WALLET 

MODE OF PAYMENT 

INFECTION VECTOR 

MADLOCKER CRYPDAP CRYPZUQUIT CRYPGPCODE 

MACRO OR JS 
ATTACHMENT 

NO  NO  NO  NO  NO  

CRYPGPCODE CRYPHYDRA CRYPDAP CRYPZUQUIT MADLOCKER LOCKY 
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March 2016 - Ransomwares 

SPN DETECTION HITS 

INFECTION VECTOR 

ENCRYPTION 

SELF-DESTRUCT 

ENCRYPTED DATA 

PERSONAL FILES PERSONAL FILES 

KeRanger 

MACOS 
FILES 

GAMES 

CRIPTOSO 

1.18 – 2.37 BTC 
$500 - $1000 

TEAM VIEWER 

OVERWRITES MBR 
& BSOD 

0.99 – 1.98 BTC 
$431 - $862 

1 BTC then 
increases by 1 BTC 

daily 

US TAX 
RETURN FILES 

COVERTON 

1 BTC  

EXPLOIT KIT SPAM 
TERMS-OF_SERVICE 

(TOS) SPAM 
MACRO DOWNLOADER 

ATTACHMENT 

JOB APPLICATION 
WITH DROPBOX 

LINK 

MACRO OR JS 
ATTACHMENT EXPLOIT KIT 

+ 

1.24-2.48 BTC 1 BTC 1.3 BTC 

DB FILES DB FILES 

1.4 – 3.9 BTC 
$588 - $1638 

0.5 to 25 BTC 

DB FILES 
CODES 

GAMES WALLET 
ACCOUNTING/ 
FINANCE FILES 

PUBLIC KEY 
FROM C&C 

AES KEY GENERATED 
LOCALLY PUBLIC KEY  

FROM C&C 

5 KEY PAIRS  
GENERATED LOCALLY 

1 KEY REQUIRES RSA KEY 
PRIVATE KEY IS OBTAINED 

AFTER PAYMENT 
PRIVATE KEY IS OBTAINED 

AFTER PAYMENT 

PRIVATE KEY IS OBTAINED 
AFTER PAYMENT PRIVATE KEY IS OBTAINED 

AFTER PAYMENT 
PRIVATE KEY IS OBTAINED 

AFTER PAYMENT 

MODE OF PAYMENT 

It speaks!! Power shell  
script 

<under 
reversing> 

<under 
reversing> 

<under 
reversing> 

<under 
reversing> 

<under 
reversing> 

<under 
reversing> 

TESLA 4.0 CERBER 
CRYPAURA PETYA MAKTUB SURPRISE 

Powerware 

with customer case 

NO  NO  NO  NO  NO  NO  NO  

CERBER 
CRYPAURA 

KERANGER 
TESLA 

MAKTUB SURPRISE PETYA POWERWARE 
CRYPTOSO 

COVERTON 

APPSTORE 

CRYPTOHASU 

PRIVATE KEY IS OBTAINED 
AFTER PAYMENT 

NO  

CRYPTOHASU 

1 BTC  
$300 

Increased /day 

KIMCIL 

NO  

Website files 

Targets 
Magento 

eCommerce 

1 BTC  
$140 

NO  

KIMCIL 

HACK 

MRAWARE 

MIRAWARE 

<under 
reversing> 

<under 
reversing> 

<under 
reversing> 

<under 
reversing> 

SPAM 

SCRIPTS & 
PROGRAMS 

<under 
reversing> 

Tax fraud 
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April 2016 - Ransomwares 

SPN DETECTION HITS 

ENCRYPTION 

SELF-DESTRUCT 

ENCRYPTED DATA 

PERSONAL FILES PERSONAL FILES 

CRYPSALAM 

EXPLOIT KIT 

1 BTC 
increased by 1 

periodically 

0.35 BTC 

NO ADDITION 
TO PERSONAL FILES 

KEYS ARE GENERATED 
LOCALLY 

MODE OF PAYMENT 

INFECTION VECTOR 

CRYPTOHOST 

with customer case 

NO  NO  YES  

CRYPSAM CRYPSALAM CRYPTOHOST 

CRYPSAM 

HACK 

1 BTC 

SPAM 

KEYS ARE GENERATED 
LOCALLY 

Password protected 
 RAR archive 

0.5 BTC 

JIGSAW 

JIGSAW 

$150 

Files are 
deleted w/o pay 

DB FILES SCRIPTS & 
PROGRAMS 

KEYS ARE GENERATED 
LOCALLY 

NO  

XORBAT 

XORBAT 

JS ATTACHMENT 
 

SCRIPTS & 
PROGRAMS 

KEYS ARE GENERATED 
LOCALLY 

YES  

WALTRIX ZIPPY 

<under 
reversing> 

<under 
reversing> 

<under 
reversing> 

<under 
reversing> 

<under 
reversing> 

<under 
reversing> 

JBOSS 
CVE 
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Locky Ransomware – Malicious Macros 

Ransom_LOCKY is requesting 0.5 
Bitcoin ransom ($209.27) 
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Petya Ransomware – Overwrite MBR 
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CERBER Ransomware – Talk to Me 
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Maktub Ransomware – Graphic Artists? 
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SamSam Ransomware – Threat to Servers 
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Jigsaw Ransomware -  
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 Data Exfiltration as a 2nd Extortion Request 

If you don’t pay your private data, which 
include pictures and videos will be 

published on the internet… 
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Use of Compromised Sites 

• Infection Vector – Distributes Malware 

• Redirect Site – Embedded URLs connect to 
these sites, which redirect to malicious servers 

• Command & Control Sites 

• Captcha Sites  

22 Copyright 2016 Trend Micro Inc.      

CTB-Locker for Websites 



Protection Best Practices & Solutions 
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 Protecting Against Ransomware 

Employee Education on Phishing 
Awareness, best practices, 
simulation testing 

Improve Security Posture 
Follow best practices for current 
solution, additional technology 

Don’t Pay the Ransom 
Pay-off encourages further attacks, 
no guarantee of data recovery 

Keep Current with Patching 
Minimize exploits of  
vulnerabilities 

Access Control 
Limit access to business critical data 
& shared drives 

Back-up and Restore 
Automated: 3 copies, 2 formats, 1 
air-gapped from network 
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 Trend Micro Protection Against Ransomware 
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Research and Development 

• Active data scientists & threat researchers work to enhance 
capabilities (based on the campaign data and malware/URL 
samples we are collecting) 

– Smart patterns 

– Machine Learning 

– Advanced Detection Analytics 

– Behavioral analysis 

– Correlating the Threat Lifecycle 
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Ransomware Targets 

Servers 

Fewer attacks against 
servers BUT, may be 
more destructive 
 
Most ransomware 
targets known 
vulnerabilities 
 
Can spread via lateral 
movement 

Vulnerability Shielding 
against unknown threats 

Blocks lateral movement 
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Networks 

Servers 

Ransomware Targets 

Possible point of entry 
 
Malware spreads to 
other users and servers 
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Users 

Networks 

Ransomware Targets 

Servers 

Endpoints are most 
common target 
 
Web and 
spearphishing the 
most common 
attack vectors 
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Malware 
Sandbox 

Vulnerability 
Shielding 

Application  
Control 

Web Gateway 

Email Gateway Ransomware
Behavior 

Monitoring 

Network Traffic 
Scanning Spear phishing 

Protection 

IP/Web 
Reputation 

Malware 
Sandbox 

Vulnerability 
Shielding 

Endpoint Network Server 

Lateral 
Movement 
Prevention 

Lateral 
Movement 
Prevention 

IP/Web 
Reputation 

Webserver 
Protection 

Web Security 
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Most ransomwares can be 
stopped on gateway level 

The last defense is Anti-Ransomware 
feature to proactively detect & block 
ransomware execution 

Effective Layered Protection 
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100% of the 
top 10 automotive 

companies. 

96% of the top 
50 global 

corporations. 

100% of the 
top 10 telecom 

companies. 

80% of the top 
10 banks. 

90% of the top 
10 oil companies. 

5000+ Employees in 50+ Countries  

 

 

 

 

 

 

 

 

 

Founded 

Headquarters

2013 Sales 

Customers 

1988, United States 

Tokyo, Japan 

$1.1B USD 

500,000 businesses, 
Millions of consumers 

A world safe for exchanging digital information 

 

 

 

 

 

 

 

 

 

 

A major pure-play security software company  
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Next Steps – Contact Trend Micro 

• Determine if your security strategies address today’s 
threats by speaking with a Trend Micro 
representative today.  

• Contact Sales – access this link by clicking on 
the attachments tab. 

• Or call 1-888-762-8736 

• Or email sales@trendmicro.com  
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