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ESG Whitepaper, Leveraging the Agility of DevOps Processes to Secure Hybrid Clouds, 2018
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Figure 5. Top Six Most Important Application Container Security Capabilities

With respect to container security specifically, which of the following are the most important
capabilities to protect your organization’s production containerized applications? (Percent of

respondents, N=427, three responses accepted)

Software vulnerability scanning and remediation

Attack protection via the detection and prevention of the
lateral movement

Software vulnerability detection
Access controls for inter-container communication
Container monitoring and anomaly detection

Container registry monitoring and protection
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Jenkins Pipeline =&}

®  ® G jenkins jefisbooks [ master | x datt

€ C @ 34.234.143.68:8080/blue/organizations/jenkins/jeffsbooks/detall/master/77/pipeline QA @ gV [- -]

X jeffsbooks 77 Pipeline Changes Tests Artifacts S A 0 3

Branch: master 3 @ 44s Changes by jeff.thorne

Commit: 7e2@bda ® 18 minutes ago Push event to branch master

Package Docker Push Docker Initiate Trend
Start Checkout Image Imag... Micro SmartChe... Deploy to EKS End

Initiate Trend Micro SmartCheck Container Image Assurance Scan - 32s Z !

b8 v python3 /home/ubuntu/jenkins_plugin.py Shell Script 32s

[jeffsbo

+ python3 / lump.ﬂlbumu.fjenklns plugln

Starting Container Im A 7385286 .dkr.ecr.us st-2.amazo com/jeffsbooks/jeffsbooks:latest
SCAN ID: 377-

OUTCOME: S FAILED
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CVE-2017-12132 (©debian

Name CVE-2017-12132

Description The DNS stub resolver in the GNU C Library (aka glibe or libc8) before version 2.286,
— ‘when EDNS support is enabled, will solicit large UDP responses from name servers,
Vulnerabilities: potentially simplifying off-path DNS spoofing attacks due to P fragmentation.
Legend: Source GVE (at NVD; GERT, LWN, oss-sec, fulldisc, bugtraq, EDB, Metasploit, Red Hat,
aQ Fi ilable i . Ubuntu, Gentoo, SUSE bugzilla/GVE, Mageia, GitHub code/issues, web search, more)
puavs s clniewepaerson NVD medium (attack range: remote)
« Fixed in a subsequent layer severity
Debian 870650
Bugs
Package Severity Vulnerabilities
) CVE-2014-9761, \ CVE-2017-1000366, CVE-2017-1000408, CVE-2017-16997, CVE-2017-8804, CVE-2018-1000001
high CVE-2018-6485 The table below lists information on source packages.
Source Package Release Version Status
medium CVE-2016-10228, CVE-2017-1000409, CVE-2017-12132, CVE-2017-12133
eglibc (PTS) wheezy 2.13-38+deb7ul0 vulnerable
libc wheezy (security) 2.13-38+deb7ul2 vulnerable
g AR low CVE-20155180, CVE-2017-15670, CVE-2017-15671, CVE-2017-15804, CVE-2018-11236, CVE-201811237 glibc °TS) |essio (sscuriy), Jessie 2 19-184debBU10 inerabe
i stretch 2.24-11+deb9u3d wulnerable
negligible CVE-2010-4051, CVE-2010-4052, CVE-2010-4756, CVE-2015-8985 stretch (security) 2:24-11+deboul vunerable
buster, sid 2.27-3 fixed
unknown 17-1 The information below is based on the following data on fixed versions.
Package Type  Release Fixed Version Urgency Origin  Debian Bugs
high W, CVE-2017-10684, 9, CVE-2017-10685 eglibc source  (unstable) (unfixed) medium
glibc source  (unstable) 2.25-1 medium 870650
ncurses o 9\, CVE-2017-11112, %, CVE-2017-11113, %, CVE-2017-13728, 9, CVE-2017-13729, %, CVE-2017-13730, %\, CVE-2017-13731 glibe source  experimental  2.25-Oexperimentalf  medium
I
5.9+20140913-1 9, CVE-2017-13732, 9 CVE-2017-13733, W\ CVE-2017-13734, CVE-2017-16879
low CVE-2018-10754 [stretch] - glibc <no-dsa> (Minor issue)
[jessie] - glibc <no-dsa> (Minor issue)
[wheezy] - eglibc <no-dsa> (Minor issue)
https://sourceware.org/bugzilla/show_bug.cgi?id=21361
https://sourceware.org/git/gitweb.cgi?p=glibc.git; h=e14a27723cc3al54d67£3£26e
https://arxiv.org/pd£/1205.4011.pdf
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Unknown threats detected and stopped over
time by Trend Micro. Created with real data
by artist Brendan Dawes.




