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Hybrid Cloud Security
How to protect your physical, virtual or cloud servers
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Agenda

• Evolution and Strategy

• What’s New in Deep Security

• Solving Server Zero-Day Threats

• Wrap-up
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Evolution and Strategy
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Public
Cloud

Virtual 
Servers

Virtual 
Desktops

Hybrid 
Environments

Every journey to the cloud different

Physical
Servers

Containers
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Public
Cloud

Virtual 
Desktops

Hybrid 
Environments

Landscape keeps growing

Physical
Servers

Containers

Virtual 
Servers
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Changing Threat Landscape



Copyright 2017 Trend Micro Inc.8 Copyright 2017 Trend Micro Inc.8

How easy is to get access to attack resources:



Copyright 2017 Trend Micro Inc.9 Copyright 2017 Trend Micro Inc.9



Copyright 2017 Trend Micro Inc.10 Copyright 2017 Trend Micro Inc.10

Threat Sophistication

Evolving Infrastructure

Speed of App Changes

IT Dynamics

Hybrid Cloud Security Challenges

Customer Concerns

Lack of resources, need to 
simplify

Threat protection & Compliance

Application performance across 
hybrid cloud 

Deep Security

10
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What’s new in Deep Security 10
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Trend Micro 
Deep Security 10 Signature Matching

Integrity 
Monitoring

Intrusion 
Prevention

Log 
Inspection

Web Reputation

Host 
Firewall

NEW!

NEW!

Behavioral
Analysis

Sandbox 
Analysis

NEW!

Network 
Security

Anti-
Malware

System 
Security

Application 
Control

Detect Unknown 
Malware

Block Unknown 
Software
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Deep Security vs. Point Solutions over the 
Evolving Server Threat Landscape

Firewall

Intrusion 
Prevention

Application Control

Sandbox Analysis

Web Reputation

Log 
Inspection

Anti-Malware

File Integrity

Virtualization 
Optimized

Machine Learning

“History has clearly shown that no single approach will be successful for thwarting all 

types of malware attacks. Organizations and solution providers have to use an adaptive 

and strategic approach to malware protection.”  - Gartner EPP MQ 2016 quote 

SOON!
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Anti-Malware & Web Reputation

Intrusion Prevention (IPS) & 

Firewall 

Integrity Monitoring & Log 

Inspection

Application Control

Safe files & 

actions allowed
Malicious files 

& actions 

blocked

L
E

G
E

N
D

Known 
Good

Known 
Bad

Unknown 

Machine Learning

Behavioral Analysis 

(optional) Custom Sandbox 

Analysis

Cross-generational Blend of 
Threat Defense Techniques

SOON!

NEW!

NEW!

NEW!
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Visibility into Complex Environments

• Visual enhancements
• Modern color palette
• Updated graphics

• Carry-forward of familiar 
proven workflows
• Intuitive multi-service 

configuration mgt
• Customizable quick-view 

widgets

• New Ransomware widgets
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Adding Cloud Accounts

• Adding protection to new Cloud workloads

• Predefined ”Cloud Connectors” enable 3-click integration

• Connectors enable visibility and synchronization of all cloud workloads
– Mitigates the need for manual administration of variable cloud workloads

1. Select “Add"

2. Choose Cloud provider

3. Authenticate

• Cloud Connector can be created even if Agents 
have already been deployed onto cloud workloads
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Auto-organize Computers and Workloads

Automatic placement of servers into 

infrastructure grouping

Single-view for Data Center and Cloud

Seamless 

inclusion of new 

Cloud Accounts 

and Workloads
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Customized views with Smart Folders
• Different teams have different requirements

• The security team is responsible for protecting 
the computers within that infrastructure

• The infrastructure team is usually responsible for deploying computers 
and ensuring the infrastructure remains stable and reliable

• Deep Security Smart Folders allow Security Administrators to arrange computers in a way that 
makes sense from a security perspective – regardless of where the infrastructure team has 
provisioned them

• Security Administrators can specify criteria that will dynamically populate the smart folder
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Customized View of Computers and Workloads
1. Create your Smart Folder 2. Define filter rules based on Computer Properties

3. Custom organized 

system-wide view of 

Data Center and Cloud 

workloads
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Assistance when you need it
Is this feature or configuration supported on both 

Agent and Agentless?

What does this feature do?  I’d like to learn more

Is this feature or configuration supported 
on both Windows and Linux?

Do I need to consider resource impacts 
before I enable this feature?

Contextual



Copyright 2017 Trend Micro Inc.21 Copyright 2017 Trend Micro Inc.21

Refreshed Help Center for Deep Security 10
Deep Security for Data Center, AWS, and Azure

• New Deep Security 10 Content 

• Google-searchable

• Task-centric workflows

• New articles every week

• Contextual landing from DSM

• Installation, Administration 
and Best Practice Guides

• DSM Embedded version for 
air-gapped deployments



Copyright 2017 Trend Micro Inc.22 Copyright 2017 Trend Micro Inc.22

Flexible Summary Report Generator

Single or 
Recurring

Predefined Reports

PDF or RTF report can 
be PW protected
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Extend security to Docker containers
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NEW!
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VMware continuity to NSX

• DS 10 Supports Agentless deployments with 
NSX 6.2.4 or higher

– Agentless AM-only requires 
• NSX for vShield Endpoint license, or

• Standard license

– Agentless ”All Controls” requires
• NSX Advanced license, or 

• NSX Enterprise license

• Alternatively Agents can be deployed where 
“All Controls” are required
– Agent deployments do not require NSX 

1.With the built-in NSX firewall, the Deep Security firewall will normally not be used 

and should not be focused on for pure NSX deployments

2.Agent-based functionality in combined mode with Agentless

Deep	Security
vSphere	with	NSX

(Agentless)
vSphere

(Agent-based)

NSX	for	
vShield Endpoint (Free)	

or	NSX	Standard
NSX Advanced NSX	Enterprise

Anti-Malware ✅ ✅ ✅ ✅

Web	Reputation ☑ ✅ ✅ ✅

Firewall ☑ ✅ ✅ ✅

IPS	/	VP ☑ ✅ ✅ ✅

Integrity Monitoring ✅ ✅ ✅ ✅

Log Inspection ☑ ✅
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Solving Server zero-day Threats
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To Pay or Not to Pay
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Ransomware Attack Sequence
Find Hosts Connect with 

Control Server

Modify (encrypt) files Present Ransom 
Note

• Passive and 
Active 

techniques
• Multiple hosts

• Lateral 
movement

• Polymorphic 
propagation

• File shares and 
servers

• Phone home
• Confirm success

• Create 
“Customer” ID
• Generate 
encryption keys
• Private key 
stored on control 

server

• Public key used 
to encrypt local 

files
• Strong AES 

encryption
• File name hash
• Targeted file 

types
• Delete Backups

• Pay for 
decryption key?
• Restore from 

backup?
• Do nothing?
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 Application Control

Deep Security 10: The Industry’s Most Comprehensive 
Server Protection against Ransomware Threats

Find Hosts Connect with 
Control Server

Modify (encrypt) files Present Ransom Note

 Firewall

 Intrusion Prevention

 Intrusion Prevention (Heuristics)

 Behavior Monitoring  File Recovery

 Anti-Malware  Sandboxing SPN Updates

 Connected Threat Defense
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Stop Ransomware from moving to Protected Servers 
from an Infected Machine

• Minimize server attack surface using IPS Vulnerability Shielding

• Smart rules monitor and prevent Lateral movement of threats including Ransomware

• Heuristic analysis catches unknown variants exhibiting characteristic Ransomware behavior

X X X

Intrusion 
Prevention
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Block unknown software from running 
on Protected Servers

• When enabled, Application Control will scan 
servers and create a whitelist of approved 
software 

• Administrator defined rules can block all 
unknown software (not included in the whitelist) 
until explicitly allowed

– Effectively “locks down” servers to 
significantly reduce its attack surface

• Real-time protection against unknown software 

• Included with the System Security License (along 
with Integrity Monitoring and Log Inspection)

Application 

Control

Many ways for malware to install on your servers

• Intrusions

• Lateral Movement

• Human Error

• Authorized users installing custom/personalized tools

NEW!
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Administrator Control
See how many unknown 
software events occurred 

hourly, daily, monthly or in 
total

Customize view by File or 
Computer

Lockdown Servers across 
the Hybrid Cloud even 
when workloads are 

elastic

Choose ”Allow” to add software 
to whitelist

Choose ”Block” to exclude from 
whitelist

List view of all unknown 
software events

Share rulesets with 
other computers

Detailed view shows who 
changed the file

NEW!
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Turning Unknown threats into Known Threats!

OfficeScan

Mail Gateway

Web Gateway

Trend Micro 
Control Manager

Analyzer Deep 
Security

• Suspicious Object detected and sent to 
Deep Discovery Analyzer for 
confirmation

• TMCM notified of new malware and 
sends signature and policy to Deep 
Security

Real-Time Scanning

Full System Protection with Trend Micro Connected Threat Defense

NEW!
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Trend Micro Control Manager

Detect, analyze and contain suspicious document files

ANALYZE DETECT

PREVENTRESPOND

Insight & Control

Deep Security

Deep Security receives updated signature 
and policy (eg. Quarantine)

Suspicious files are detected by 
Deep Security and submitted to 

Deep Discovery Analyzer

Sandbox analysis results are sent to 
Trend Micro Control Manager where 

remediation actions are set

Suspicious objects are analyzed in a 
closed sandbox environment – to confirm 

Ransomware attack

Deep Discovery Analyzer

NEW!
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Stop Ransomware Attack by blocking 
Command and Control Traffic

Command and 

Control server

Other ServersFile Servers

These Rules Detect 
and Block C&C traffic

Intrusion Prevention
Smart Rules

Known Types

Likely Behavior of 
Unknown Types

• Many Ransomware attacks are 
rendered harmless if the malware 
can’t connect to its Control Server 
(eg. to receive encryption key)
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Detecting and Terminating Ransomware 
attacks with IPS Smart Rules

Ransomware 

Infects 

End users

EndPoints have 

mounted file shares

Ransomware encrypts

files on shares even

though the server is

not infected

File Server

- Windows or Linux

Rule 1007596 - Identified Suspicious File 

Extension Rename Activity Over Network 

Share:

- Detects renames to 50 ransomware 

related extensions.

- Provides early detection 

Rule 1007598 - Identified Suspicious Rename 

Activity

Intrusion Prevention
Smart Rules

• When Unknown Ransomware 
attempts to modify files, this 
rule will detect and prevent 

the attack 

Known Types

Likely Behavior of 
Unknown Types



Copyright 2017 Trend Micro Inc.36 Copyright 2017 Trend Micro Inc.36

Intelligent Detection and Protection against 
Ransomware attacks

Deep Security Anti-
malware is 
protecting server

Anti-malware
Behavior Monitoring

Unknown 
Ransomware finds 
server host and 
starts legitimate 
looking process

Deep Security detects and 
monitors suspicious 
behavior and begins backing 
up files

Deep Security determines behavior 
to be a Ransomware Attack > Stops 
process and quarantines file

Deep Security restores 
original unencrypted files to 
directory and logs event

Ransomware begins 
encrypting files

NEW!
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Ransomware Protection by Platform

Ransomware Protection New in DS10? Windows Linux

Agent Agentless Agent Agentless

IPS Smart Rules 9.x Yes Yes Yes Yes

Application Control New 10.0 Planned No Yes No

Connected Threat Defense New 10.0 Yes Yes Yes Yes

Anti-Malware Behavior Monitoring New 10.0 Yes No No No

Document Back-up and Restore New 10.0 Yes No No No
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Eliminate security silos with central visibility
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Wrap up
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Anti-malware

Anti-malware

Web Reputation

Behavioral analysis

Sandbox integration

Network

Intrusion Prevention 
(IPS)

Firewall

Enterprise
Anti-malware (all)

Intrusion Prevention (IPS)

Firewall

Application Control

Integrity Monitoring

Log Inspection

System

Application Control

Integrity Monitoring

Log Inspection

Deep Security Protection Packages

NEW!

NEW!

NEW!

NEW!

Deep Security for SAP
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Gartner Magic Quadrant for
Endpoint Protection Platforms
January 2017

"The breadth of coverage supplied by Deep 
Security across endpoints and the data center, 
with optimized support for VMware, Microsoft 
Azure and AWS, is appealing to organizations 
looking to consolidate vendors." 

This graphic was published by Gartner, Inc. as part of a larger research document and should be 
evaluated in the context of the entire document. The Gartner document is available upon request 
from https://resources.trendmicro.com/Gartner-Magic-Quadrant-Endpoints.html

Gartner does not endorse any vendor, product or service depicted in its research publications, and 
does not advise technology users to select only those vendors with the highest ratings or other 
designation. Gartner research publications consist of the opinions of Gartner's research organization 
and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or 
implied, with respect to this research, including any warranties of merchantability or fitness for a 
particular purpose.

Confidential © 2017 Trend Micro Inc.

https://resources.trendmicro.com/Gartner-Magic-Quadrant-Endpoints.html
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CONNECTEDOPTIMIZEDSMART

10Deep Security
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Thank You


