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Lets start with a few stats…  



• “Of the 15% that reported a security breach in 2015, 42% have been hit with ransomware, 10% 

reported ‘significant disruption to systems’ and 11% said they’d lost data” 

InfoSecurity Magazine Survey, January 2016 

 

• Fake technical support scams rose by 200% and crypto-based ransomware attacks grew by 35% 

BBC April 16 

 

• CryptoWall Ransomware Cost Users £225M in 2015, Lavasoft November 2015  

Lavasoft November 2015 

 

• In 2015, there were 9 breaches that exposed more than 10 million records. By contrast, in 2014 

only four breaches were this severe 

BBC April 16 

 

 

 

 

 



Infosecurity Magazine: 
31% of organisations admit paying a ransom 







Ransomware is a type of malware that 

holds to ransom an infected computer 

system in some way, and demands that the 

user pay a monetary ransom to the malware 

operators in order to remove the 

restrictions. 
 

 



Example of  

CryptoRansomware 

 



Crypto-Ransomware is an extremely 

malevolent type of malware that encrypts 

the infected computer system’s data in 

some way, and demands that the user pay a 

ransom to the malware operator in order to 

receive a decryption key. 
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Work flow Summary  

Pay Ransom 



Are your ransomware  

defences  

ready? 



Recommendations 

AV 
Control the Bad 

Device Control 
Control the Flow 

Media Encryption 
Control the Data 

Application Control 
Control the Gray 

Patch and Configuration Management 
Control the Vulnerability Landscape 

Endpoint Defense-in-Depth 

Successful risk mitigation starts with a 

solid vulnerability management 

foundation, augmented by additional 

layered defenses which go beyond 

the traditional blacklist approach. 



Recommendations 

AV 
Control the Bad 

Device Control 
Control the Flow 

Media Encryption 
Control the Data 

Application Control 
Control the Gray 

Patch and Configuration Management 
Control the Vulnerability Landscape 

Patch & Configuration 

Management 

• Eliminates the attackable surface 

area that hackers can target 

• Central configuration of native 

system security controls such as 

firewalls and OS protections 

(e.g., ASLR, DEP, etc.) 

• Improves endpoint performance 

and stability 



Recommendations 

AV 
Control the Bad 

Device Control 
Control the Flow 

Media Encryption 
Control the Data 

Application Control 
Control the Gray 

Patch and Configuration Management 
Control the Vulnerability Landscape 

Application 

Whitelisting 

• Extremely effective against zero-

day attacks 

• Stops unknown, targeted 

malware payloads, regardless of 

delivery mechanism 

• Low performance impact on 

endpoints 



Recommendations 

AV 
Control the Bad 

Device Control 
Control the Flow 

Media Encryption 
Control the Data 

Application Control 
Control the Gray 

Patch and Configuration Management 
Control the Vulnerability Landscape 

Data Encryption 

• Protects data in cases of theft or 

accidental loss  

• Makes lateral data acquisition 

more difficult for APTs 

• Required by almost all regulations 



Recommendations 

AV 
Control the Bad 

Device Control 
Control the Flow 

Media Encryption 
Control the Data 

Application Control 
Control the Gray 

Patch and Configuration Management 
Control the Vulnerability Landscape 

Device / Port Control 

• Can prevent unauthorized devices 

from delivering payloads 

• Can stop specific file types from 

being copied to host machines 

• Stops a common delivery vector for 

evading extensive physical and 

technologic security controls 



Recommendations 

AV 
Control the Bad 

Device Control 
Control the Flow 

Media Encryption 
Control the Data 

Application Control 
Control the Gray 

Patch and Configuration Management 
Control the Vulnerability Landscape 

Antivirus 

• Stops “background noise” malware 

• May detect reused code and evasion 

techniques 

• Will eventually clean payloads after 

signatures are developed 



Ransomware Preparedness Checklist  

User Education  
It all starts with users. Make them aware of the prevalence of ransomware. Share 

information about suspect emails, safe browsing practices, and malvertising. 

 

Security Reporting System  
Leverage your ITSM system to create a way for your users to report, and learn 

about, phishing attempts that might lead to ransomware attack. 

 

Incident Response Plan 
Update your IR plan to cover a ransomware attack, and practice it from detection to 

recovery to ensure all components of the procedure work 

 

Data Backup Plan 
Implement a 3-2-1 Data Backup Plan. 3 copies of every file – the original and 2 

backups. Backups should be on 2 different media, and 1 copy must be kept offsite  

 

  



Ransomware Preparedness Checklist – Contd.   

Application Control  
In a whitelisted environment, unapproved and untrusted programmes such as 

ransomware are not able to execute from a file on a disk  

 

Memory Injection Protection  
Some ransomware variants inject themselves into legitimate processes without 

using a file on a disk. Memory Injection Protection monitors legitimate processes for 

such suspicious activity, and terminates the process when it has been compromised 

 

Centralised Patch Management  
Operating systems, native and third-party applications, plug-ins and add-ons all 

need to be patched to current levels. Ransomware needs a vulnerability to exploit. 

The fewer available which exist in your environment, the more secure it is 

 

Secure Browser Settings  
Enforce a restrictive but reasonable browser configuration for Internet Explorer, 

Chrome, Firefox, Safari and any other browsers in your environment. 

 

 

  



Recommendations 

Network Defences 
 

Endpoint Defense-in-Depth 

 Patch and Configuration Management 

 Application Whitelisting 

 Data Encryption 

 Device Control 

 Antivirus 
 

 

  

Preparation  
 

 Back-ups  

 Staff Training 

 User Training 

 

Post Event 

 Configuration Restoration 

 Forensics 

 Infrastructure Changes 

  

 
 

 

  



HEAT Software 

Endpoint Security CESG CPA 

version 
 
Communications Electronics Security Group –  

Commercial Product Assurance 

 

 
 



Thank You  
 

 

www.heatsoftware.com 

@HEAT_Software  


