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Expanding Attack
Surface

Business dynamics and AI 
adoption are growing the 
attack surface

Consolidation
Projects
Shift to vendor consolidation, 
tech stack simplification,
and centralized visibility

Adversarial Activity
and Cyber Insurance
Increased fraud, ransomware and 
exfiltration activity influencing the 
need for proactive strategies to 
obtain cyber insurance

AI-Driven Cyber
Risk Remediation
Anticipate user needs and 
proactively serve insights, risk 
mitigation recommendations,
and automations

Demand for Automation
and Prioritization

Strained teams require integration, 
automation, and prioritization to 
achieve security outcomes Regulatory

Landscape

Regulatory frameworks aligning 
to ‘Zero Trust’ frameworks to 
inform best practice

Why Does AI Matter?



Adversarial AI in
2024 and Beyond
Building modern threat models in the AI era
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Managing AI Risk in 2024 and Beyond…

Rogue AI Scaling Fraud Data & Privacy
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Subverted

Rogues

LLM operates against 

intended use via attacker

Rogue Three — Defining “Rogue” AI

Malicious 

Rogues

Deployed by attackers to 

steal computing resources

Accidental

Rogues

Created by human error or 

technology limitations
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Contending with Fraud Effectiveness and Scale

• AI can help improve quality 
and personalize phishing & 
fraud emails

• Even greater effectiveness

• Even harder for employees 
to identify

Hi John,

It was great catching up with 

some of your co-workers at 

last week’s “Lawyers in Tech” 

meetup. I saw you weren’t 

able to make it… See this link 

for some fun photos from the 

event! See: “The Future of Whaling Attacks: AI-Powered Harpoon 
Whaling”, Trend Micro Forward Threat Research, 2023

AI-Driven
Phishing Effectiveness
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Automating Highly Personalized Phishing
at Scale with AI
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Giving ChatGPT instructions on 
the phishing campaign
Asking ChatGPT to help plan 
the steps required 
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Targeting the marketing 
department
Scripting to identify marketing 
employees



16 | ©2023 Trend Micro Inc.

Scripting to identify marketing 
employees
Scraping LinkedIn post histories 
for target employees
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Profile the target employee 
based on their Linkedin posts
Identify target’s recent events 
and contacts they met there
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Export a list of target’s relevant 
contacts & talking points
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Get ChatGPT to generate some 
plausible phishing links
Buy a useful domain name…
Generate personalized phishing 
emails based on post history
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Contending with Fraud Effectiveness and Scale

Synthetic Media
Deepfake and Audiofake
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Gathering model training 
material from social media
Training the deepfake model 
from gathered videos
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Writing the script for the 
deepfake video call

Generating the deepfake videos 
and script ahead of the live call
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Writing a phishing email to get 
target employee onto live call
Setting up virtual camera to 
push deepfakes into Zoom call
Various deepfake clips ready 
for conversation possibilities
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Two deepfake 
videos and one real 
target employee
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Employee packaging data as 
requested by fake executives
Uploading requested data to 
the attackers
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Data Compromise
Employee packages 
and uploads 
transaction data

Reconnaissance
Social media mining 
and investigation

Download Media
Download social 
videos for training

Model Training
Train model based on 
publicly available 
media

Phishing Email
Build phishing 
meeting request email 
with ChatGPT

Push Deepfake
Push media using 
virtual camera to live 
call

Customization
Build deepfake and 
scripting
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An alternate ending: 
Employee is trained and empowered to 

challenge the “executives”
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Another alternate ending: 
Security software detects the deepfakes, 

warns the employee
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What’s in our
field guide?



F I E L D  N O T E S

AI SURVIVAL GUIDE
PEOPLE

Modern and creative attack simulations and training

Zero Trust approach to identity and content



F I E L D  N O T E S

AI SURVIVAL GUIDE
PROCESS

Reimagine verification processes for financial and 
data transfers, contracts

Formalize communication protocols with infosec

Verify identities and continue searching for anomalies

Develop bespoke AI policy



F I E L D  N O T E S

AI SURVIVAL GUIDE
TECHNOLOGY

Email and AI-driven detection innovation — going 
beyond gateways

Deepfake Detection to alleviate burden on staff

Inspect content



Securing the AI 
Transformation
Combining visibility and governance
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Executive Team Expectations
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Policy
Violations

Sensitive Data 
Exposure

Insecure Outputs

Model Denial
of Service

Misalignment

Excessive 
Agency

Shadow AI & 
Unsanctioned Use

Prompt Injection 
& Jailbreaks
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Governance | Securing Enterprise AI Adoption

User attempts to use an 
unsanctioned AI service

AI Gateway blocks access
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Data Protection | Securing Enterprise AI Adoption

User prompts an 
AI service

AI Gateway monitors and 
blocks response if in violation 

of defined rules
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Integrated AI Mesh 
for the SOC
Solving challenges with novel methods
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Predict and visualize multiple potential attack paths based 
on risk events present in the environment. Identify and 
surface top priority mitigation recommendations.

AI Attack Path Mapping 

Remediate High Impact “Choke Point”

Protect Multiple Assets 
with a Single Remediation



46 | ©2023 Trend Micro Inc.

Evaluate multiple attack paths and recommend 
remediation actions for most vulnerable chains

AI Intelligent Remediation Guidance
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AI UI surfaces compliance status and necessary actions.

AI Compliance Inferencing and Reporting
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Traditional AI

vs. Agentic AI
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User Experience

Traditional AI Agentic AI

Ensemble of problem-specific tools, 
panes and windows

Narrow experts capable of 
prediction based 
on similar patterns in specific features

Pulling data from chatbots tied 
to backend information retrieval 
systems

Goal-driven solution assistant, capable 
of cross-domain problem solving

Custom automations from user 
goals and environment, pushing any 
required approvals

Proactive planning for continuous 
improvement
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Threat Defense

Traditional AI Agentic AI

Anomaly Detection

Malware, Script and Content 
Classification

Templatized mitigations and reporting

Vendor inter-inoperability

Explanatory analytics

Automated detection patterns

Environment-
specific playbook generation

User directed multimodal reporting

Schema-free telemetry ingestion
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Risk Mitigation

Traditional AI Agentic AI

Asset and identity behavioral anomalies

Event chain (un)likelihood

Formulaic impact assessment

Continuous attack surface assessment 
and attack planning

Reasoning about novel telemetry

Cost benefit analysis for mitigation 
prioritization



Key Takeaways
The field guide for AI worries and woes
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Before walking into the AI woods

Embrace the 

Transformation

AI is reshaping the way we 

live and work – embrace 

the change to stay 

competitive and innovative

Be Prepared 

for Rogue AI

Proactively develop 

strategies to combat rogue 

AI and other associated 

risks and threats

Platform-wide 

AI Mesh

AI Mesh will accelerate 

security outcomes and 

build greater resilience for 

SOC teams
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Some Levity
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