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Trend Micro Security Assessment Service est un service d’évaluation
convivial qui offre une visibilité sur les menaces présentes sur les
segments d’une entreprise. Ce service aide les prospects a mesurer
'efficacité de leur solution actuelle de sécurité des Endpoints et de
I'email. Ce service permet aux partenaires d'aider leurs prospects a :

e Veérifier les menaces par email sur Microsoft 365
* Rechercher des menaces sur des Endpoints

* Proposer un rapport final en PDF a l'intention des décisionnaires

Accompagner les partenaires pour étre reconnus en tant qu’acteur de
confiance vis-a-vis de leurs clients, aider les clients a évaluer leur

environnement et générer de nouvelles opportunités de vente
© 2020 Trend Micro Incorporated. @ IB E Q e
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% Trend Micro Security Assessment Services - Introduction

\»—

 Ce service d’évaluation de la sécurité identifie les menaces sur I'ensemble des segments des entreprises.

* Les comptes email de Microsoft 365° et les Endpoints sont analysés a la recherche de menaces ayant
contourné les fonctions de sécurité native.

 Ce service met en avant les avantages des solutions email, Endpoint et XDR de Trend Micro.

 Unrapport détaillé au format PDF est généré et mis a disposition pour indiquer toute menace présente au

sein des environnements de clients.
G a e | ~ < \
B } Mise a disposition du client

avec les clients
Connexion a M365 pour
analyser les emails

Exécution de

Notification par email lorsque le rapport est prét
I'outil Endpoint

Lien vers un portail sécurité pour le télécharger
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https://www.youtube.com/watch%3Fv=doSwSVFs124

Trend Micro Security Assessment Services propose les atouts suivants :

Marketing Email pour tous les partenaires : utilisez les modeles d’email pour
inviter les prospects et clients a utiliser ce service d'évaluation. Le modele est
proposé en co-branding, avec le logo de votre entreprise et vos informations de
contact aux cotés de ceux de Trend Micro. Le modele d’email est disponible
depuis le menu Marketing Email du portail partenaires.

Page Web du service d’évaluation, en marque blanche pour nos partenaires Top-
Tier. Trend Micro offre un service d’évaluation de la sécurité, proposé en marque
blanche a nos partenaires. La page Web est proposée en co-branding, avec le logo
du partenaire. Nos partenaires Tier-One peuvent demander la création de cette
page en marqgue blanche sur le portail partenaires via le menu Customer Success -
> Trend Micro Security Assessment — White-label Request Form.

i ' TREND
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Email Marketing

This is a self-service tool to help you reach your customers and prospects by leveraging Trend Micro email templates.

Here are the Trend Micro pre-defined email templates:

Please email your logo to partnersupport@trendmicro.com with and we will help to upload your logo within two business days. (Please make
sure the logo size is smaller than 99x50)

GDPR Compliance: We will delete the customer email after it gets sent. No customer data will remain in the system.

Email Template History
EDM SUBJECT DATE UPLOADED LANGUAGE
1 Tre nd M I cro Secu rlty 2020-02-09 English Preview 1
. r
Assessment Services -
2 Hybrid Cloud/Cloud One - Cloud Workload Security Leader 2020-02-09 English Pre
3 Hybrid Cloud/Cloud One - Conformity 2020-03-26 English Pre . .
Email Preview
4 Hybrid Cloud/Cloud One - Conformity Free Trial 2020-03-26 English Pre

) TReENe Logo
5 Hybrid Cloud/Cloud One - Conformity's Knowledge Base 2020-03-26 English Pre Pa rte n a I re

|

. Trend Micro
Security Assessment Service

Utilisez les modeles d’email pour inciter les prospects Get a detailed view of threats found across

et clients a évaluer leur sécurité. Le modele est
proposé en co-branding, avec le logo et le contact de

segments of your organization.

In our quest to assure everyone is optimally protected against the latest threats, we’'d like

votre entreprise aux catés de ceux de Trend Micro. Le to invite you to be one of the first to use our Trend Micro Security Assessment Service.
modele d’email est disponible dans le portail
partenaire (Marketing Portal -> Email Marketing). Trend Micro Security Assessment Service lets you:

6|
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Q‘ « Scan Microsoft® Office 365® email inboxes and key

andnainte tn find thraate that mav hava avadad avictinn

Send to Customers

Send Sample Email to Me

Download Email in HTML

|

Send Test will be sent to
testpartneremail@testpartner.com.

Subject
Hybrid Cloud/Cloud One - Webinars Complete Series

Description

Upload Date
2020-02-09

Language
English

Close
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Trend Micro

Logo
Partenaire

Security Assessment Service
Get a detailed view of threats found across

segments of your organization. | = / :

In our quest to assure everyone is optimally protected against the latest threats, we'd like
to invite you to be one of the first to use our Trend Micro Security Assessment Service.

Trend Micro Security Assessment Service lets you:
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Scan Microsoft® Office 365® email inboxes and key
endpoints to find threats that may have evaded existing
protections and could impact your organization.

Receive a report of your security posture to inform you on how
well you are protected against ransomware, phishing threats,
business email compromise (BEC), and more.

Gain insights into vulnerabilities in your security strategy and
learn how you can implement alternate solutions to fill gaps.

Delete your data from the service immediately after the
assessment is finished, leaving you in complete control of your
data.

N
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Welcome to the Trend Micro Security
Assessment Service

Do you want to know how well your current email and endpoint security is really performing? Run our
free Security Assessment Service to see if you are effectively protected agaihst the advanced threats
that are impacting organizations today.

|
Our quick and easy-to-run security assessment provides a detailed view of threats found across
segments of your organization.

Here's how it works: !

« Your email inboxes and endpoints are scanned to find any threats that may have evaded existing
protections
We provide a snapshot of your security posture in the form of a deta’ report, so you can see how
well you are protected against threats out there today
You are invited to speak with a security expert at Trend Micro to learn more about the vulnerabilities
in your security strategy and about new solutions that may help fill the/gap

Want to learn more?
Check out our video which goes into more detail about our free service and how it works.

Already registered? \

|
\

\

If you are experiencing any problems with
Technical Support team.

service or have any guestions, sgase contact our

] \

L'email redirige vos prospects et clients
vers le site Web suivant :
https://resources.trendmicro.com/security
-assessment-service-us.htm| pour évaluer
la sécurité email et des Endpoints. Merci
de consulter I'annexe pour une
présentation étape par étape du service
d’évaluation.

Sign up today
and get started with your free security assessment

First Name:

Last Name:

Email Address:

Phone Number:

Company:

Number of Employees:

Job Title:

Country:
Select...

®  |agree to the



https://resources.trendmicro.com/security-assessment-service-us.html
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. kPa\ge d’accueil en ma rq ue ® .Genes LLC Security Assessme X +

blanche du service
d’évaluation

Try it Now

Welcome to the Zones LLC
Security Assessment Service

Le service d’évaluation de la
sécurité est proposé en marque
blanche a nos partenaires. La page  [eHeviiopioimammamn
dla CC u e | | ESt p ro pOSée e n CO_ protected against the advanced threats that are impacting organizations today.

. . Our quick and easy-to-run security assessment provides a detailed view of threats found
b ra n d | ng’ avec Iogo d u pa rte n a | re . across segments of your organization.

Here's how it works:

1. Your Microsoft® Office 365® email inboxes and endpoints are scanned to find any
threats that may have evaded existing protections

Nos partena ires Tier-One peuvent 2. We provide a snapshot of your security posture in the form of a detailed report, so you
. can see .ho?v well you are r.;rotactod a.gamst threats out lhfzre today
demander la creéation de cette page RN
en marque blanche dans le portail 5
. . Want to learn more?
p a rte n a I resl VI a | e m e n u C u Sto m e r Check out our which goes into more detail about our free service and how it works.
Success -> Trend Micro Security

Assessment — White-label Request Exemple Branding Aoy rogloterod?

Form. partenaire

8 | © 2020 Trend Micro Incorporated.



Validation de la demande Envoi des
Demande effectuée par Trend Micro informations du
via le portail (Validation automatique partenaires a intégrer
partenaire pour les partenaires Tier- sur la page en marque
One) blanche

Partenaire Top-tier : Platinum/Gold/Silver,
NCP, Intégrateur systemes, Distributeur

9 © 2020 Trend Micro Incorporated.

Demande de Page Web en marque blanche

L'URL de la page est
fournie au partenaire,

avec le logo, avec

redirection vers le

partenaire
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Informations du formulaire de demande

© 2020 Trend Micro |

Trend Micro Security Assessment Service - White-label Landing
Page

Please fill in the website information below. The information will be displayed on the white-label
website with URL: https://<PARTNER>-assessment.xdr.trendmicro.com

Your application will be reviewed, and the team will reply to you in 3 business days.

* Company Name (The name display in the White-label website and URL)
* Country
us v
Customer Enquriy Email (f not provided, we will use assessment@trendmicro.com)
Sales Contact Email (i not provided, we will use https://www.trendmicro.com/en_us/business/get-info-form_html)

Apex One URL (if not provided, we will use https://www.trendmicro.com/product_trials/service/index/us/165)

Cloud App Security URL (if not provided, we will use https://www.trendmicro.com/product_trials/service/index/us/155)

Cancel Submit for Approval




Tableau de bord de I'utilisatign' desz

. . 5\
services pour les partenaires avees
page Web en marque blanche
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d'utilisation

Chaque partenaire dispose de
son propre tableau de bord. Il
accede aux clients enregistrés
et aux rapports d’évaluation a
partir de son site en marque
blanche.

Page du tableau de bord

https://admin.assessment.trendmicr

o.com/#/partner

12 © 2020 Trend Micro Incorporated.
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https://admin.assessment.trendmicro.com/

Zones LLC Security Assessment Service

&3 Email

Summary

1109

otal Mailboxes

199931

Total Email Messages

Top Possible Affected U

1 Most at risk
2 Most at risk
3 Most at risk
4 Most at risk
5
6 Most at risk

The relative risk level reflects the

Top

1 alex bryan"<bryan

alex oryan' <

3 alex bryan“"<b

Top Email Recipients

n.alex@navicenthealth.o

Asim.Khan@xentit.com

Jeffery@xentit.com

Tom@xentit.com

rkadakia@xentit.com

GrantJ@xent

user's exposure to f

Email Recipients

alex@navicenthealth.org>

n.alex@navicenthealth.org>

Business

sim.khan@xentit.com

sim.khan@xentit

ym@xentit.com

cadakia@xentit.c

antj@xentit.com

mariat@xentit.com

ve threat categories in relation to

report

Request from CEO

Request

Sales Manager

Sales Manager

Sales Manager

T manager(IT

Department)

Finance

ner users in the

LAPTOP-IARSQLVS

ergent and Advanced Spam threats

shing, Emergent, ¢

*hishing and Advance

same environment

5 2020-03-18 00:37:13
5 2020-03-18 00:37:13

8 00:37:13



Top Email Recipients

Recipient Subject Detections Last Detected

1 "christopher bryan" Weekly Report 24 2020-03-18 00:37:13

<bryan.christopher@navicenthealth.org>

2 "delladonna.michael" Log Finding 1 2020-03-18 00:37:13
<delladonna.michael@navicenthealth.org>

K] “paul r. johnson"<pjohnson@xentit.com> Microsoft account 1 2020-03-18 00:37:13

4 "robert jones" Weekly Report 1 2020-03-18 00:37:13

<jones.robertO2@navicenthealth.org>

A We have noticed certain email threats have made it past your existing security solutions

U
@ We have noticed certain email threats have made it past your existing security solutions. Rap - '3&65
Threats keep evolving to bypass security solutions. Trend Micro is continuously innovating and evolving our email security solutions to keep up wij @i& thireats.
Ideal for cloud email and collaboration services, Trend Micro™ Cloud App Security is equipped to keep your organization safe. Trend Micr pp Security offers advanced threat and data

protection to secure email in Microsoft® Office 365®, Gmail™, and across cloud file-sharing services like Box and Dropbox™. CAS combines machine learning, document exploit detection, and
behavior analysis to uncover unknown threats such as ransomware and business email compromise (BEC).
Learn more about Trend Micro™ Cloud App Security

4, Download PDF Report Start Endpoint Assessment > @ Restart Assessment

© 2020 Trend Micro Incorporated.
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Zones LLC Security Assessment Service

Endpoint Assessment (

You can deploy the endpoint assessment tool using any of the following methods.

(4
Send Download Link

g
Copy Download Link

The service sends a download link and
deployment instructions to specified users.

Endpoints with Collected Data

1 EC2AMAZ-HCPPBUT

2 LMT-01
3 PC02
4 DB-01

Stop Assessment and Generate Report >

Send a download link and deployment
instructions to users using your preferred
application.

i

-

Download Assessment Tool

Download and run the tool on endpoints
using your preferred system utility.

2020-03-12 16:54:01

2020-03-12 17:25:01

2020-03-13 08:31:01

2020-03-12 11:25:01




CJ Endpoint

@ Malicious: O Malicious:0

® Suspicious: 21 ® Suspicious: 1

Total Endpoints

2 P920 | IP address: 192.168.0.110 | Operation system: 88 Windows 7 6.1.7601
Malicious Threats (0) ® Suspicious Threats (5)

C:\Program Files\MiniTool Partition Wizard 11\updatechecker.exe
C:\temp\oABDMb.tmp

C:\Program Files (x86)\Zyxel\Zyxel One Network Utility\tftpd32_svc.exe
C:\Program Files (x86)\QNAP\Qfinder\QfinderPro.exe

C:\Program Files\E-MailRelay\emailrelay-service.exe

] LUK-06 P address: 192.168.0.111 Operation system: B8 Windows 7 6.1.7601

Malicious Threats (0) ® Suspicious Threats (4)

C:\Program Files (x86)\ouMb.tmp
C:\windows\local\temp\eicar.exe
C:\windows\local\temp\checker.exe

C:temp\afcdstc\Osfm-00000157.bin

GJ LUK-01 P address: 192.168.0.112 | Operation system: 88 Windows 7 6.1.7601

Malicious Threats (0) ® Suspicious Threats (5)

C:Atemp\local.tmp
C:Atemp\afb872bx.exe

C:\temp\cgec.exe

C:\temp\ou67Mb.tmp .
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g;;c Evaluation
Microsoft 365
Exemple de rapport

17 © 2020 Trend Micro Incorporated.

Zones LLC Security Assessment Service

Scan time: (20200317 162438 - 20200317 19:56:31) (UTC+00)

'
5 =2 56 1 52 167
s
Top Possible Affected Users
Job Tite
Relative Risk Lovel User Email Addross A dE L
(Department)
1 ® Mom ASIm KhanG ventt oo a5im Ahan@ venn con Jales Manager PC-MAK Most at risk for Phishing
2 o rigk Jetlery@rentt com than@rentk con Sales Manager PC-MAK M risk for Advanced Spam
threats
3 ® Most at rigk Tom@ sentit. oo Tom@eentit com PCY Most a2 risk for Phishing
4 a readabla@centt J rkadakia@xentk com VWRCT APTOPIARSOLY or Emergent
am threats
) ® Most at risk GramJ@uentst, com g etk com T managee(IT AP TOP-RUK THAAS
Department) P am
o ® Most at risk Macia T @xente. com manat@xente com finance GJCQ5E st risk for Phahing and
Advanced Spam threats
The relative risk level reflocts the user's exposure 10 fve threal Categories in relation 10 oTher users in The same efrvironment
Top Business Email Compromise (BEC) Email Recipients
Reciplent Subject Detections Last Detocted
slex beyan’sboyan ake@navcerthealth orgs Business report 5 20200317 163713 (UTC#X
akx@navicertheath org Request from CE s 0317 163713 (UTC
an’«<bryan alex@ navicerthealth 3 Hequest s 20200 7163 (UTCe0C
Top Phiahog Email Recipients
Recipent Swbject Detections Last Detocted
Weebly Report 24 20200317 163713 (UTC#O(
navicenheat™ org»
Techae Log Finding n 2020-( 7163 § (UTCo X
2@ navcerthesth orgs
pault phnson'«pohesond xeme coms Mecrcasct account 11 20204 63 (UTC0
‘ obert jones <jones robertd2 @navicentheakh org> Weebly Report n C 63713 (UTC#0(

A We have noticed certain emal theeats have made i past your existing security sokuticns.

@ We have soticed certain emal threats have made & past your ex
Trend M

Threats keep evolving to

Idead for cloud emal and colls!

data protection 1o secure emal in Mcrosof ®

detection, and Behavicr ana

Learn more about Jzend Mire ™ Closd

53 security solutions

uncover uskne

wn

\ sarvices, Trend M

1g secur fy schuticns

Is conth

sty knovat

nd evolving cur emad security sokitons to keep up wih the latest threats

pafe. Trend Ve

Secwr By I8 equie Loep yOUr Crganizat * Cloud App Secwrity offers advanced threat and

1088 choud ke $ha1ng services e Box and

CA

", o obax s machne waineg, 4z

veats such as ransomware and business emal comgromise (BEC)
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or

G2 Endpoim

5 2

Total Endpoints

I QIP9201 IP address: 192.168.0.110| Op system: 88 Wind

® Mabcous Threats (0)

I QILUKO6 | WP address: 192.168.0,111 | Operation system: 8§ Windows 7 6.1.7601

® Mabkoous Threats (0)

I QILUK-02| P address: 192.168.0.115| Operation system: 88 Windows 7 6.1.7601

® Mabcous Threats (0)

I QILUK-Q3 | WP address: 192.168.0,118 | Operation system: 88 Windows 7 6.1.7601

® Mabcous Threats (0)

@ Wehave noticed that some endpoint threats have made t past your existing security solutions. We know that threats continue 1o evolve, that's why Trend Micro consistently adapts to
help protect against the atest evolution of advanced threats, Trend Micro Apex One™ provides avtomated, insightful, and allin-cne protection for endpoints across your organization, We
utiize a blend of advanced threat protection techniques to elminate security gaps across any user activity and endpoint, while offering integrated add-on capabilties for advanced

endpoint and emall investigations
Learn mare about Trend Micro Apex One™

@ Trend Micro™ XOR for Users Is a comprehensive SaaS bundie that combines endpoint protection via Trend Micro Apex One™ as a Service, emad protection via Trend Micro™ Cloud App
Secwrity and advanced investigation capabilties through integrated detection and response capabiities, ideal for customers looking for one offering to meet all ther endpoint detection,

emall detection, and nvestigation requirements.
Learn more about Trend Micro™ XDR for Users

® Malcious: 0
® Suspiious: 21

® Makcous 0
® Suspiclous: 1

® Suspicious Threats (5)

CAProgram Fles\MiniTool Partition Wizaed 11\updatechecker.exe

le: CAtemp\oABDMD. tmp
o CA\Program Fles (x86)\Zyxeh\Zyxel One Network Utiity\tftpd32_svo exe

CAProgram Fies (xB86)\QNAP\Qfinder\Qfinder Pro.exe

e CAProgram Fies\E MailRelay\emaikclay service. exe

® Suspicious Threats (4)

CAProgram Fles (x86)\ouMb tmp

File Chwindows\iecal\temp\sicar exe

CA s\iecal\temp\checker exe

e CMtemp\afod stc\Osfm-00000157 bin

® Suspicious Theeats (6)

» CA\Program Flles\MniTool Partition Wizard 11 \wpdatechecker exe

Chwindows\local\termp\elcar exe
C\temp\updater exe

+ Ch\temp\fadc99822dogew2\0sfm-000002r defd7 bin
« C\temp\Osfm-00000127 bin

CA\temp\Osfm-00000138. bin

® Suspicious Theeats (4)

CA\Program Files\ved09e exe
C\temp\eicO09ar.bin
CA\temp\SVHOst exe
Chwindows\termp\wipaf7 bin

D,
R O



Enregistrez |'offre via le portail partenaire et indiquez « Security
Assessment » pour obtenir une remise supplémentaire une fois approuve.

Additional Information

* Opportunity Source

$ /’ Channel Marketing T
' Campaign Comments

Security Assessment

Register a Deal

Code campagne AMEA Deal Registration to TM : 2020AMEAO365SAC

19 | © 2020 Trend Micro Incorporated. " TREN D
MICRDO
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- Ressources de support

R  Vidéo : Trend Micro Security Assessment Service - vidéo

e Présentation client
e Vidéo : Utilisation des campaghes marketing Trend Micro via le portail partenaires

e Base de connaissances : Trend Micro Security Assessment Service est désormais
disponible

e Base de connaissances : Recueil des données dans le cadre de Trend Micro
Security Assessment Service

e Base de connaissances : Nouvelles fonctionnalités de Trend Micro Security
Assessment Services

* Fiche solution : Fiche solution sur les évaluations et bonnes pratiques Trend Micro

e Support par email : partnersupport@trendmicro.com

20 | © 2020 Trend Micro Incorporated. ,‘ TREN D
MICRDO



https://www.youtube.com/watch%3Fv=doSwSVFs124
https://www.youtube.com/watch%3Fv=UdRnhRiheRQ
https://success.trendmicro.com/portal_kb_articledetail%3Fsolutionid=000241978&refURL=http:/success.trendmicro.com/solution/000241978-Trend-Micro-Security-Assessment-Service
https://success.trendmicro.com/solution/000237109-Trend-Micro-Security-Assessment-Service-Data-Collection-Disclosure
https://success.trendmicro.com/solution/000247350-New-features-of-Trend-Micro-Security-Assessment-Service
https://community-trendmicro.force.com/Partner/GlobalSL_DownloadPage%3FId=0694T000001P3WJQA0
http://trendmicro.com

Menaces sur les Endpoints détectées et
neutralisées dans le monde en 2018 par Trend
Micro. Créé avec des données réelles par |'artiste

y
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Inscription au processus d’évaluagion, 7
étape par étape
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Welcome to the Trend Micro Security Sk b tocey
A ment s .w and get started with your free security assessment

First Name:
Rachel

Do you want to know how well your current email and endpoint security is really
performing? Run our free Security Assessment Service tosee if you are
effectively protected against the advanced threats that are impacting
organizations today. !

Last Name:

Our quick and easy-to-run security assessment providn#s a detailed view of

threats found across segments of your organization. = | Email Address:

rachel_jin@trendmicro.com

Here's how it works: |

« Your Microsoft™ Office 365" email inboxes and endpoints are scanned to find
any threats that may have evaded existing protections

« Wae provide a snapshot of your security posture in thd form of a detailed
report, so you can see how well you are protected against threats out there
today

« You are invited to speak with a security expert at Trepd Micro to leam more
about the vulnerabilities in your security strategy andiabout new solutions that

may help fill the gap !
Want to learn more? “
Check out our video which goes into more detail about our free service and how
it works.

Phone Number:
86-13655177974

Company:
Trend Micro

Number of Employees:

7000

Job Title:
Already registered?

If you are experiencing any problems
please contact our Technical Support t

Product Manager

/ Country:
United States

State:
™

-

% |agree to the



:&‘ S Your Security Assessment Service credentials

S C Connect Today at 13:57
fﬁ‘: To: Rachel Jin (PM-CN)

I

= A -

(@) IREND
SECURITYASSESSMENTSERVICE

Read more about The Art of Cybersecurity

Dear Rachel,

Thank you for signing up to the Trend Micro™ Security Assessment Service. Please find
below your unique link and confirmation code required to access this free service. Keep

this information handy as it may be required for future log-in.

Email: rachel_jin@trendmicro.com

Confirmation code: ilsFHG

Trend Micro Security Assessment Service
Sincerely yours, ‘

The Trend Micro Team

24 © 202¢
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Présentation pas a pas

V4

Evaluation de la sécurité de Microsoft 365

25 | © 2020 Trend Micro Incorporate d. 0 TR EN D
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¢/ Trend Micro Security Assessment Service

Select an assessment plan for your organization.

Recommended

Office 365 Mailboxes and Potentially
Compromised Endpoints

Next > %

Potentially Compromised Endpoints Only




¢/ Trend Micro Security Assessment Service

Trend Micro Security Assessment Service needs permission to access mailboxes for assessment scanning. If you are a global administrator of this Office 365
domain, click "Grant Permission" to open the Office 365 permissions page, and then click "Accept".
Important:

@ Trend Micro does NOT access and store your Office 365 credentials.
(@ Clicking "Accept" on the Office 365 page temporarily grants the application the permissions required to complete the assessment.

Grant Permission

© 2020 Trend Micro Incorporated.




a Sign in to your account X

#& login.microsoftonline.com/

-

B Microsoft

Sign in

rachel_jin@TrendCASDemo.onmicrosoft.com
No account? Create one!
Can't ac /our account?

Sign-in options

Terms of use  Privacy & cookles




2 Sign in to your account X
It g Y

#& login.microsoftonline.com

-

" Microsoft

¢ rachel_jin@trendcasdemo.onmicrosoft.com

Enter password

sssnsene

Forgot my password

Terms of use

Privacy & cookies




s Sign in to your account X

#& login.microsoftonline.com

+

B Microsoft

rachel_jin@trendcasdemo.onmicrosoft.com

Permissions requested
Accept for your organization

Trend Micro Cybersecurity Assessment Service
assessment.xdr.trendmicro.com
This app would like to:

Read all administrative units

Read directory data

Read all groups

Read mail in all mailboxes

Read all users’ full profiles

Sign in and read user profile

If you accept, this app will get access to the specified resources
for all users in your organization. No one else will be prompted to
roview these permissions

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement, The publisher has not provided links to their terms
for you to review. You can change these permissions at
hitps//myapps.microsoft.com. Show details

-

Terms of use

Privacy & cookles




¢’ Trend Micro Security Assessment Service

Permission granted successfully.

Assessment Scope
A All Office 365 users in your environment.
] Messages sent and received in the last 7 to 30 days (including spam)

( Depending on the complexity of your environment, the email assessment may take between a few hours and a few days to complete. The results will be sent
to your mailbox for review.

Start Email Assessment =

© 2020 Tren®




¢/ Trend Micro Security Assessment Service

Email Assessment In Progress

Scanned email messages: 68
Scanned mailboxes: 5/1109

Depending on the complexity of your environment, the email assessment may take
between a few hours and a few days to complete. The results will be sent to your mailbox
(rachel_jin@trendmicro.com) for review.

You can close the Assessment Portal.

Learn more about




Trend Micro Security Assessment Service - Email Assessment Completed ),

@ Trend Micro Security Assessment Service <no-reply@assessment.xdr.trendmicro.com> Today at 14:41
To: Rachel Jin (PM-CN)

™

This message was sent from outside of Trend Micro. Please do not click links or open attachments unless you recognise the source of this email and
know the content is safe.

@ Trend Micro Security Assessment Service

Dear Rachel,

The email assessment has been completed Xlick the link below to view the report.

Started: 2020-04-07 06:20:29(UTC+00)

Completed: 2020-04-07 06:40:39(UTC+00)
Scanned messages: 199931
Confirmation number: ilsFHG

Portal: Trend Micro Security Assessment Service

Trend Micro.
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¢’/ Trend Micro Security Assessment Service

1 Email

Summary

1109

otal Mailboxes

199931

Total Email Messages

Top Possible Affected U

1 Most at risk
? ‘-‘("-[ atr L
3 Most at risk
4 Most at risk
5
6 Most at risk

The relative risk level reflects the

Top

1 alex bryan"<bryan

alex oryan' <

3 alex bryan"<b

Top Email Recipients

n.alex@navicenthealth.o

A

Asim.Khan@xentit.com

Jeffery@xentit.com

Tom@xentit.com

rkadakia@xentit.com

GrantJ@xent

user's exposure to f

Email Recipients

alex@navicenthealth.org>

n.alex@navicenthealth.org>

ve thre:

Business

sim.khan@xentit.com

sim.khan@xentit

ym@xentit.com

cadakia@xentit.c

antj@xentit.com

mariat@xentit.com

it categories in relation to

report

Request from CEO

Request

Sales Manager

Sales Manager

Sales Manager

T manager(IT

Department)

Finance

ner users in the

LAPTOP-IARSQLVS

ergent and Advanced Spam threats

shing, Emergent, ¢

*hishing and Advance

same environment

5 2020-03-18 00:37:13
5 2020-03-18 00:37:13

8 00:37:13



Top Email Recipients

Recipient Subject Detections Last Detected

1 "christopher bryan" Weekly Report 24 2020-03-18 00:37:13

<bryan.christopher@navicenthealth.org>

2 "delladonna.michael" Log Finding 1 2020-03-18 00:37:13
<delladonna.michael@navicenthealth.org>

K] “paul r. johnson"<pjohnson@xentit.com> Microsoft account 1 2020-03-18 00:37:13

4 "robert jones" Weekly Report 1 2020-03-18 00:37:13

<jones.robertO2@navicenthealth.org>

A We have noticed certain email threats have made it past your existing security solutions

U
@ We have noticed certain email threats have made it past your existing security solutions. Rap - '3&65
Threats keep evolving to bypass security solutions. Trend Micro is continuously innovating and evolving our email security solutions to keep up wij @i& thireats.
Ideal for cloud email and collaboration services, Trend Micro™ Cloud App Security is equipped to keep your organization safe. Trend Micr pp Security offers advanced threat and data

protection to secure email in Microsoft® Office 365®, Gmail™, and across cloud file-sharing services like Box and Dropbox™. CAS combines machine learning, document exploit detection, and
behavior analysis to uncover unknown threats such as ransomware and business email compromise (BEC).
Learn more about Trend Micro™ Cloud App Security

4, Download PDF Report Start Endpoint Assessment > @ Restart Assessment

© 2020 Trend Micro Incorporated.
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¢/ Trend Micro Security Assessment Service

Select an assessment plan for your organization.

Recommended

Office 365 Mailboxes and Potentially
Compromised Endpoints

Next >

Potentially Compromised Endpoints Only

%7




]

!

¢’ Trend Micro Security Assessment Service

Endpoint Assessment ( )

You can deploy the endpoint assessment tool using any of the following methods.

= a
Send Download Link Copy Download Link
The service sends a download link and Send a download link and deployment
deployment instructions to specified users. instructions to users using your preferred

application.

Endpoints with Collected Data

If deployec ly, the assessment tool automatically collects and uploads data to the service.
J

i

-

Download Assessment Tool

Download and run the tool on endpoints
using your preferred system utility.

Wheneve sessment tool uploads ng table displays a timestamp and the service sends a notification to the registered email address.

Possible Compromised Endpoint

No Data

Stop Assessment and Generate Report >

Data Uploaded




]

!

Endpoint Assessment (

| ¢ Trend Micro Security Assessment Service

You can deploy the endpoint assessment tool using any of the following methods.

(4
Send Download Link

g
Copy Download Link

The service sends a download link and

deployment instructions to specified users.

Endpoints with Collected Data

1 EC2AMAZ-HCPPBUT

2 LMT-01
3 PC02
4 DB-01

Stop Assessment and Generate Report >

Send a download link and deployment
instructions to users using your preferred
application.

i

-

Download Assessment Tool

Download and run the tool on endpoints
using your preferred system utility.

2020-03-12 16:54:01
2020-03-12 17:25:01
2020-03-13 08:31:01

2020-03-12 11:25:01




Trend Micro Security Assessment Service - Final Report Generated ),

@ Trend Micro Security Assessment Service <no-reply@assessment.xdr.trendmicro.com> Today at 14:52
To: Rachel Jin (PM-CN)

™

This message was sent from outside of Trend Micro. Please do not click links or open attachments unless you recognise the source of this email and
know the content is safe.

@ Trend Micro Security Assessment Service

Dear Rachel,

Iick the link below to view and download the report.
Generated: 2020-04-07 06:52:09(UTC+00)
Expiration: 2020-05-07 06:52:09(UTC+00) (Please download the report before this date.)
Confirmation number: ilsFHG

Portal: Trend Micro Security Assessment Service

Trend Micro. | Contact Trend Micro Sales

40 T/ avav TTCliuvIIvI v vt
VUICILCU-
l -

el



CJ Endpoint

@ Malicious: O Malicious:0

® Suspicious: 21 ® Suspicious: 1

Total Endpoints

2 P920 | IP address: 192.168.0.110 | Operation system: 88 Windows 7 6.1.7601
Malicious Threats (0) ® Suspicious Threats (5)

C:\Program Files\MiniTool Partition Wizard 11\updatechecker.exe
C:\temp\oABDMb.tmp

C:\Program Files (x86)\Zyxel\Zyxel One Network Utility\tftpd32_svc.exe
C:\Program Files (x86)\QNAP\Qfinder\QfinderPro.exe

C:\Program Files\E-MailRelay\emailrelay-service.exe

] LUK-06 P address: 192.168.0.111 Operation system: B8 Windows 7 6.1.7601

Malicious Threats (0) ® Suspicious Threats (4)

C:\Program Files (x86)\ouMb.tmp
C:\windows\local\temp\eicar.exe
C:\windows\local\temp\checker.exe

C:temp\afcdstc\Osfm-00000157.bin

GJ LUK-01 P address: 192.168.0.112 | Operation system: 88 Windows 7 6.1.7601

Malicious Threats (0) ® Suspicious Threats (5)

C:Atemp\local.tmp
C:Atemp\afb872bx.exe

C:\temp\cgec.exe

C:\temp\ou67Mb.tmp .




CILUK-02 | IP address: 192.168.0.115 | Operation system: 88 Windows 7 6.1.7601

Malicious Threats (0) @® Suspicious Threats (6)

C:\Program Files\MiniTool Partition Wizard 11\updatechecker.exe
C:\windows\local\temp\eicar.exe

C:\temp\updater.exe
C:\temp\fadc99822dcgew2\0sfm-000002rdefd7.bin
C:\temp\Osfm-00000127.bin

C:\temp\Osfm-00000138.bin

CJLUK-03 | IP address: 192.168.0.118 | Operation system: 88 Windows 7 6.1.7601

Malicious Threats (0) ® Suspicious Threats (4)

C:\Program Files\vcd09e.exe
C:\temp\eicO09ar.bin
C:\temp\SVHOst.exe
C:\windows\temp\wtpaf7.bin

@ We have noticed that some endpoint threats have made it past your existing security solutions. We know that threats continue to evolve, that’s why Trend Micro consistently adapts to help (fSt ® @ e latest evolution of advanced threats. Trend Micro Apex
One™ provides automated, insightful, and all-in-one protection for endpoints across your organization. We utilize a blend of advanced threat protection techniques to eliminate security gap: 0Ss any user activity and endpoint, while offering integrated add-on
capabilities for advanced endpoint and email investigations.

Learn more about Trend Micro Apex One™

@ Trend Micro™ XDR for Users is a comprehensive Saa$S bundle that combines endpoint protection via Trend Micro Apex One™ as a Service, email protection via Trend Micro™ Cloud App Security and advanced investigation capabilities through integrated detection
and response capabilities, ideal for customers looking for one offering to meet all their endpoint detection, email detection, and investigation requirements.
Learn more about Trend Micro™ XDR for Users

© Contact Expert @© Try Apex One™ @ Try Cloud App Security £ Download PDF Report @ Restart Assessment * I

© 2020 Trend Micro Incorporated.




,,,,,
‘,,;,‘w‘ N W o = o f e f el

N, p———

Présentation pas a pas
Rapport final

43 | © 2020 Trend Micro Incorporated. " TREN D
MICRO



I"F‘% a
¥ Trend Micro Security Assessment Service £ Contact I

Evaluation

Sumeary Scan time: (20200317 162438 - 20200317 19:5631) (UTC+00)

Microsoft 365 O i e O Be

F& Top Possible Affected Users

Exemple de = = =T

1 ® Most at risk Asim Khan@ xentt com asim khan@wenti com Sales Manager PC-MAK Most at risk for Phishing
2 ® Most at rigk Jettery @ wenta com asim khan@xenth com Sales Manager PC-MAK Most at risk for Advanced Spam
threats
3 ® Most at rigk Tom@ sentit com Tom@sentit com Sales Manager PCY Most a risk for Phishing

risk riadakis @xentk com T

OPHARSQLYS Most at rigk for Emergent and

Advanced Spam thrests

S e fisk GramJ@xentt. com I acaB xente com T LAPTOP-RUK TRAAS Most at risk for Phishing,
epactment) Emergent, and Advanced Spam
threats
6 ® Most at risk Macia T @xente. com manat @ xerte f nance GJCQSS Most at risk for Phishing and

Advanced Spam thrests

The relative risk level reflocts the user's 10 fve threat PQOries I 1elanion 10 OTher users in The same errvironment
Top Business Email Comp (BEC) Email Reciph
Recipient Swbject Detections

eyan’sbryan alee®navcentheslth org - Busiress report 5

2 slex beyan’<bryan. alx@navicenthealth org> Reguest from

3 ‘alex bryan’<bryan. akx@navicerthealth org> Request )
Teop Phiahiog Email Recipients
Heciprent Swbject Detections Last Detocted

Weebly Repert 24 20200317 163713 (UTC+00

an christopher @navicentheat®

2 ‘defladonna michael Findng n 00317163713 (UTC+00
«deladonns merad® naveetheath orge

3 paul ¢ ohnson'«pohason@ xentt coms Mros n 0-03-17 163713 (UTC#00

4 ‘robert jones <ones. robertd2 @ navicentheakh org> Weekly Report 11 20200317 163713 (UTC

A We have noticed certan emal theeats have made R past your existing security solutions

n emal thres!

o We have noticed cer
Threats keoep evolving to Bypass secur ity soltions. Trend Micro Is continuously nnovating and evolving cur emad security solstions to keep wp wih the latest threats

ave made & past your exating secur ity schutions

1ol for cloud emall and collaboration services, Trend Micro™ Cloud Agp SecurRy Is equipped 10 keep your crganization safe. Trend Micro™ Cloud App Secwrty offers advanced threat and

data prOTECTion 1o sex emal in Mcro

detection, and behavicr

o1 ® Office 3658, Gmal™, and across choud file sharing services lke Box and Dropbox

CAS combines machine leaming. document explon

nalysis 10 uncover usknown theeats such as ransomware and business emal comgreomise (BEC)

44 © 2020 Trend Micro Incorporated. Lot L S L
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Evaluation des

Endpoints -
Exemple de
rapport

45 © 2020 Trend Micro Incorporated.

G2 Endpoim

5 21

Total Endpoints .

I QIP9201 IP address: 192.168.0.110| Op system: 8 dows 7 6.1.7601

® Mabcious Threats (0)

I LUK-06| WP address: 192.168.0.111 | Operation sy 8 Wind 76.1.7601

® Mabkoous Threats (0)

I QDILUK-O2| WP address: 192.168.0.115| Operation system: 88 Windows 7 6.1.7601

® Mabcious Threats (0)

I QILUK-O3 | 1P address: 192.168.0.118 | Operation system: #8 Windows 7 6.1.7601

® Makcious Threats (0)

@ Wehave noticed that some endpoint threats have made it past your existing security solutions. We know that threats continue to evolve, that's why Trend Micro consistently adapts to
help protect against the atest evolution of advanced threats, Trend Micro Apex One™ provides avtomated, insightful, and allin-cne protection for endpoints across your organization, We
utiize a blend of advanced threat protection techniques to elminate security gaps across any user activiy and endpoint, while offering integrated add-on capabilties for advanced

endpoint and emall nvestigations
Learn more about Trend Micro Agex One™

(] Trend Micro™ XDR for Users Is a comprehensive SaaS bundle that combines endpoint protection via Trend Micro Apex One™ as a Service, emad protection via Trend Mcro™ Cloud App
Seowrity and advanced investigation capabilities through integrated detection and response capabiities, ideal for customers looking for one offering to meet all ther endpoint detection,

emai detection, and nvestigation requirements.
Learn more about Trend Micro™ XDR for Users

® Malcious: 0
® Suspicious: 21

® Suspicious Threats (5)

File CAProgram Fles\MiniTool Partition Wizaed 1 1\updatechecker. exe

File CAtemp\oABDMD tmp

Fde CAProgram Files (xB6)\ZyxehZyxel One Network Utilty\tftpd32_svo exe
Fie CAProgram Files (xB6)\ONAP\Qfinder\QfinderPro exe

File CAProgram Fles\E-MaiRelay\emaikclay service. exe

® Suspicious Threats (4)

le: CAProgram Fles (x86)\ouMb. tmp
File Chwindows\local\temp\sicar exe

Process: CA\ Nemp\checker exe

Fle CAtemp\afod stc\Osfm-000001 57 bin

® Suspicious Theeats (6)

Fle CA\Program Flles\MiniTool Partition Wizard 11 \updatechecker exe
le Chwindows\local\termp \eicas exe

lo Chtermp\updater. exe

e Ctemp\fadc99822d0gew2\0sfm-000002r defd7 bin
fe CA\temp\Osfm-00000127 bin

fo CA\temp\Osfm-000001 38 bin

® Suspicious Theeats (4)

lo C\Program Files\ved09e exe
le C\temp\eicO09ar.bin
Fle CAtemp\SVHOst exe
Fle Chwindows\termp\wipaf7 bin

® Makcious0
® Suspiclous: 1

D,
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Suppression des données
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Cloud App Security v XDR v Core Tech v  Product Manager v  Trend Micro v  Industry Reading v  Microsoft v  Useful Links v

Trend Micro Cybersecurity Assessment Service
O Endpoint

2 Malicious (0) Malicious (0)

” 0 ”
Hosts Scanned ® Suspicious (0) e @ Suspicious (0)

O PC-TEST-05 | IP address: 10.204.232.4 | Operation System: 88 Windows 10 10.0.17134 | User:

Malicious Security Threat (0) @ Suspicious Security Threat (0)

O NJ-HONGYING-YU1 | IP address: 172.17.175.209;10.64.162.83 | Operation System: 85 Windows 10 10.0.16299 | User:

Malicious Security Threat (0) @ Suspicious Security Threat (0)

(® Your current security measures have successfully kept threats out of your organization at this time. However, this scan only assessed a segment of your endpoints. You may still have certain threats
impacting additional endpoints. Threats keep evolving to bypass security solutions. Trend Micro is continuously innovating and evolving our endpoint security solutions to keep up with the latest threats.
Apex One™ provides automated, insightful, and all-in-one protection for endpoints across your organization. We utilize a blend of advanced threat protection techniques to eliminate security gaps
across any user activity and endpoint, while offering integrated add-on capabilities for advanced endpoint and email investigations.

(® Trend Micro™ XDR for Users is a comprehensive SaaS bundle that combines endpoint protection via Trend Micro Apex One™ as a Service, email protection via Trend Micro™ Cloud App Security and

advanced investigation capabilities through integrated detection and response capabilities, ideal for customers looking for one offering to meet all their endpoint detection, email detection, and
investigation requirements.

Check more information of Trend Micro Apex One™

(© Contact Expert ®© Try Apex One™ © Try Cloud App Security 4. Download PDF Report




(N N ¢’ Trend Micro Cybersecurity Ass X +

& —> C @& assessment.xdr.trendmicro.com/#/report2?taskld=e653415a-6f95-4c0a-a161-1d16f9e86da7

Delete Data
All collected data and assessment results will be permanently deleted.
You will no longer be able to view and download the report.

If you wish to continue, specify your confirmation number and then click
"Confirm."
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(N N ©’ Trend Micro Cybersecurity Ass X -+

& = & @& assessment.xdr.trendmicro.com/#/info?infoid=1

¢’ Trend Micro Cybersecurity Assessment Service

Q J Data Deleted

Thank you for using the Trend Micro Cybersecurity
Assessment Service. All your data has been deleted.




