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Our Risk Assessment Service is designed to provide your customers with a comprehensive
understanding of their cybersecurity posture.

The goal is to help businesses identify vulnerabilities, assess their risk levels, and take actionable
steps to mitigate potential threats.
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Available Assessments

What to expect?
A Trend Micro technical advisor will give you an overview of each assessment

You can select one or multiple assessments

No sensor installation required for most assessments




Cloud Posture Assessment

No sensor installation required.
Discovers misconfigurations and corresponding risk levels in the cloud assets.

Scans organization's cloud infrastructure to identify misconfiguration, compliance,
and security risks based on common standards and practices.

External Attack Surface Assessment

No sensor installation required.
Discover risks hiding in customers’ internet-facing assets by Simply entering the
organization's domain.

Provides visibility of vulnerabilities, insecure connections, and unexpected
services/ports within customers’ environment.

Exchange Online Mailbox/Gmail Assessment

Read-access only.

Discovers BEC messages, phishing messages, ransomware, malicious files, and
malicious URLs.

Scans all messages sent and received in the last 15 to 30 days for all cloud mailbox
users in customers’ environment.

Cloud Posture Assessment """
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Failed

Assessment status: @ Completed

View Report

Phishing Simulation
Assessment
Run phishing attack simulations to identify
employees who require additional security
awareness education, and get detailed reports to.
protect your organization from real threats.

Assessment status: Ready

Start Assessment
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View Report
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View Report
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Phishing Simulation Assessment
Online service. No sensor installation required.

Simulates a phishing attack and gain insight into the human risk that exists within
their organization.

Allows users to choose a phishing email template, select their employees, launch
their simulation, and monitor the results.

Vulnerability Assessment (Available by Request)
Sensor deployment needed.

Delivers custom tools to address new, specific common vulnerabilities and
exposures (CVE).

Scans endpoints and/or server applications for the recent OpenSSL 3.x, Samba or
Log4j (Log4Shell) CVEs.

At-Risk Endpoint Assessment (Available by Request)

Sensor deployment needed.

Cloud Posture Assessment """

3671207

Failed

Assessment status: @ Completed

View Report

Phishing Simulation
Assessment
Run phishing attack simulations to identify
employees who require additional security
awareness education, and get detailed reports to.
protect your organization from real threats.

Assessment status: Ready

Start Assessment

External Attack Surface
Assessment "

01z

At-risk assets

Assessment status: @ Completed

View Report

At-Risk Endpoint Assessment

4

At-risk endpoints

Assessment status: @ Completed

View Report

Exchange Online Mailbox/
Gmail Assessment

40

Risky emall messages

Assessment status: & Completed

View Report




Assessment Guides and Report Samples

Click the links below to access each assessment’s step-by-step guide and report samples:

1. Cloud Posture Assessment

2. External Attack Surface Assessment

3. Exchange Online Mailbox/Gmail Assessment
1. Office 365
2. Gmail

4. Phishing Simulation Assessment
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Cloud Posture Assessment

Step-by-Step Assessment Walkthrough




* Click “Start Assessment”
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Trend Vision One™ | cyver Risk Assessment

Start an assessment to evaluate your organization’s Cyber Risk Assessment History (0)

Find out if your endpoints are vulnerable to any recent global threats.

" I @ U
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Cloud Posture Assessment”~ External Attack Surface
P
Scan your organization's cloud infrastructure to Assessment
nsksb;sed o = ; 'mmwan“:sr‘:: ! -facng e
on rules compil widely 5 b e
ot s ‘connections, and risks within your envi

Assessment status: Ready

Assessment status: Ready

e N
‘\ Start Assessment /‘ Start Assessment
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Phishing Simulation Assessment i At-Risk Endpoint Assessment
Run phishing ions to i ployees high. ints for ile-based threat
i i it i from global intellige

and get detailed reports to protect your organization
from real threats.

Assessment status: Ready

Start Assessment

to uncover malicious activity.

Assessment status: Ready

Start Assessment

[

L 4
Exchange Online Mailbox/
Gmail Assessment
Scan all messages sent and received in the fast 15 to
30 days for all Exchange Online/Gmail users in your

environment. Trend Micro does not access or store:
your domain credentials.

Assessment status: Ready

Start Assessment v
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End to End Steps

Trend Vision One™ Cyber Risk Assessment > Cloud Posture Assessment 72"/e%

Important: This is a "Pre-release" feature and is not considered an official release. Please review the Pre-release Disclaimer before using the feature.
{ Back
Assess your cloud infrastructure's compliance with the most common standards
and frameworks

Rapidly analyze your cloud infrastructure's compliance posture, identifying security standard and framework violations and providing you insight
on how to improve your organization's compliance.

Add an AWS cloud account with a new read-only stack to get started, or go to Cloud Account Management to connect an account.

AWS account
Azure subscription

Google Cloud project
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Click “Add Cloud Account”
Choose between “AWS Account”, “Azure
Subscription” and “Google Cloud Project”
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Cloud Posture Assessment
AWS Account

Step-by-Step Assessment Walkthrough




End to End Steps — AWS Account

Trend Vision One™ Cyber Risk Assessment > Cloud Posture Assessment 772"/e%

Important: This is a "Pre-release" feature and is not considered an official release. Please review the Pre-release Disclaimer before using the feature. o Choose AWS a CCO u nt

< Back * Enter Account name

Assess your cloud infrastructure's compliance with the most common standards
and frameworks * Click ‘Launch Stack’

Rapidly analyze your cloud infrastructure's compliance posture, identifying security standard and framework violations and providing you insight
on how to improve your organization's compliance.

Add an AWS cloud account with a new read-only stack to get started, or go to Cloud Account Management to connect an account.

AWS account

» Account Settings
Azure subscription
. Account Name: Description:
Google Cloud project

Test Account

Launch CloudFormation Template

1. In a new browser tab, sign in to your AWS account.
Select a region for deploying the CloudFormation template resources.

US East (N. Virginia) us-east-1 v

3. Click Launch Stack to launch a CloudFormation template in the AWS console.

Launch Stack &, Download and Review Template Cancel
11 | ©2023 Trend Micro Inc.

* Select CloudFormation Template region
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End to End Steps — AWS Account

> Create stack

Quick create stack

Template

Template URL

https://vision-one-cloud-accounts-staging- 53.us-east-1.amazonaws.com/templates/aws/cloud-account-management-activation-role.template

Stack description

This template creates necessary resources to grant access to Trend Micro Vision One

* AWS CloudFormation stacks page launches
* Review the information and scroll down

Stack name

Stack name

Vision-One-Cloud-Account-Management

Parameters

Parameters are defined in your temp youto input custom vals n you create or update a stack

Warning: Do not modify the fields below. Modifications will cause your deployment to fail.

VisionOneRegion
jon One account region.

Cloud Account Management Parameters.

VisionOneBootstrapToken

Check this link for the full steps if needed:

) TREND?
3
=

12 | ©2023 Trend Micro Inc. J =


https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-aws-account

End to End Steps — AWS Account

VisionOneAPIKey

OrganizationlD
Tt

D of the AW

The

‘ Test Account

CloudAccountDescription

e Confirm that checkbox
highlighted is checked
¢ Click ‘Create Stack’

1AM role - optional
Choose the IAM role for CloudF 0 operations performed on th

1AM role name -name
Capabilities

The following resource(s) require capabilities: [AWS:IAM:Role]

This template contains Identity and Access Management (IAM) resources that might provide entities access to make changes to your AWS account. Check that you want to create each of these resources and that they have the minimum required permissions. Learn more [

1 acknowledge that AWS CloudFormation might create IAM resource:

Cancel Create change set

Check this link for the full steps if needed:

TREND?
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https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-aws-account

End to End Steps — AWS Account

Filter status
Active v | @ View nested

1

Vision-One-Cloud-Account-
Management
2023-11-21 08:59:33 UTC.

© CREATE_COMPLETE

Check this link for the full steps if needed:
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Vision-One-Cloud-Account-Management

Stack info Events | Resources

Events (59)

Timestamp
2023-11-2109:00:47 UTC-0600
2023-11-2109:00:44 UTC-0600
2023-11-2109:00:44 UTC-0600
2023-11-21 09:00:31 UTC-0600
2023-11-2109:00:30 UTC-0600
2023-11-2109:00:25 UTC-0600
2023-11-2109:00:24 UTC-0600
2023-11-2109:00:23 UTC-0600
2023-11-2109:00:23 UTC-0600
2023-11-2109:00:22 UTC-0600
2023-11-2109:00:22 UTC-0600
2023-11-2109:00:21 UTC-0600
2023-11-2109:00:21 UTC-0600
2023-11-2109:00:12 UTC-0600
2023-11-2109:00:07 UTC-0600
2023-11-2109:00:06 UTC-0600
2023-11-2109:00:06 UTC-0600
2023-11-2109:00:06 UTC-0600
2023-11-2109:00:06 UTC-0600

2023-11-21 09:00:06 UTC-0600

Parameters | Template | Change sets

Logical ID
Vision-One-Cloud-Account-Management
customCloudAccount
customCloudAccount
customExchangeToken
customExchangeToken
customGetTemplateType
customGetTemplateTy,
customCloudAccount
customExchangeToken
customGetTemplateType
AWSCloudAccountLambdaExecutionPolicy
‘TokenServicel ambdaExecutionPolicy
GetTemplateTypeLambdaExecutionPolicy
VisionOneRole

CloudAccountLogGroup
CloudAccountLogGroup
ExchangeTokenLogGroup
AWSCloudAccountLambdaExecutionPolicy
‘TokenServicel ambdaExecutionPolicy

ExchangeTokenLogGroup

Status
© CREATE_COMPLETE
© CREATE_COMPLETE

® CREATE_IN_PROGR!
© CREATE_COMPLETE
© CREATE_IN_P

© CREATE_COMPLETE

® CREATE_IN_PRC

® CREATE_IN_PRO

® CREATE_IN_PR(

(® CREATE_IN_PROGRESS

© CREATE_COMPLETE

© CREATE_COMPLETE

© CREATE_COMPLETE
IPLETE

® CREATE_IN_PROGRESS

© CREATE_COMPLETE

© CREATE_IN_PROGRES

© CREATE_IN_PROGRESS

‘ Delete ‘ Update

Status reason

Resource creation Initiated

Resource creation Initiated

Resource creation Initiated

Resource creation Initiated

Resource creation Initiated

Resource creation Initiated

Resource creation Initiated

Stack actions ¥

@

X

Create stack v

When stack shows

‘CREATE_COMPLATE,” head back

to our assessment page

TREND?


https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-aws-account

End to End Steps — AWS Account

- s : .
©  Trend Vision ONe™ cyber risk Assessment > Cloud Posture Assessment == (©2023-11-211503 M @ BEJohnRossUSSTGStev ([
[9] important: Thiss a *Pre-release" feature and is not considered an official release. Please review the Pre-release Disclaimer before using the feature.

1
@ < Back

& Assess your cloud infrastructure's compliance with the most common standards
s and frameworks

) Rapidly analyze your cloud infrastructure's compliance posture, identifying security standard and framework violations and providing you insight
on how to improve your organization's compliance.
(1] e e e e et o e ] e 1 e e e et
0
¢ Click the ‘Refresh’ butt
&% Q o ic e ‘Refres utton
& Name AWS account ID Connection status Last sync time . .
e  Withth t selected, click
s I I € account selectead, clic
{ A 7’
= Start Assessment
X

» Start Assessment Total:1  Operpage ~ 1 /1

& TREND:
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Cloud Posture Assessment

Azure Subscription

Step-by-Step Assessment Walkthrough




End to End Steps — Azure Subscription

Trend Vision One™ Cyber Risk Assessment > Cloud Posture Assessment ”¢//*"

Important: This is a "Pre-release" feature and is not considered an official release. Please review the Pre-release Disclaimer before using the feature. L E nte r S U bS C rl pt I 0 n I D

{ Back

Assess your cloud infrastructure's compliance with the most common standards

and frameworks

Rapidly analyze your cloud infrastructure's compliance posture, identifying security standard and framework violations and providing you insight Sc ri pt

on how to improve your organization's compliance.

Add an AWS cloud account with a new read-only stack to get started, or go to Cloud Account Management to connect an accoj

AWS account
Azure subscription

Google Cloud project

Check this link for the full steps if needed:
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Connect Azure Subscription

Subscription ID: [NETH

00000000-0000-0000-0000-000000000000

Description:

Server & Workload Protection instance:* @

Server and Workload Protection Manager - 102743638804 v | ®

. Download the Azure resource creation script.

. In , use the following command to create a deployment folder and access the folder:
mkdir & cd (P

. Upload the resource creation script to your Azure Cloud Shell and use the following command to move
the resource creation script to the deployment folder:

mv ~/cloud-account-management-terraform-azure.tf ./cloud-account-management- 2
terraform-azure.tf

. Use the following command to run the resource creation script in Azure Cloud Shell:

terraform init && terraform apply [P

* Choose Azure Subscription

* Specify a Name for the subscription which
appears in the Cloud Accounts list.
* Click Download Azure Resource Creation

) TREND?


https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription
https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription

End to End Steps — Azure Subscription

Connect Azure Subscription

Subscription ID: Name:

00000000-0000-0000-0000-000000000000

Description:

Server & Workload Protection instance:*®

Server and Workload Protection Manager - 102743638804 v | ®

. Download the Azure resource creation script.

. In , use the following command to create a deployment folder and access t

mkdir && cd (3

the resource creation script to the deployment folder:

mv ~/cloud-account-management-terraform-azure.tf ./cloud-account-management-
terraform-azure. tf

. Use the following command to run the resource creation script in Azure Cloud Shell:

terraform init && terraform apply [P

. Upload the resource creation script to your Azure Cloud Shell and use the following command

* In Azure Cloud Shell, access the command line
interface.

* Create a new directory for the deployment
folder and then access the folder.

* Copy the command or type mkdir
[directoryName] && cd [directoryName]

O Restart  Gd Manage files 5 N 0 ? Editor [ Web preview €33 Settings @ Help

Requesting a Cloud Shell.Succeeded.
fonnecting terminal...

velcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

our Cloud Shell session will be ephemeral so no files or system changes will persist beyond your current session.

mohamed [ ~ 1$ [LCHgRIR]

Check this link for the full steps if needed:

18 | ©2023 Trend Micro Inc.



https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription
https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription

End to End Steps — Azure Subscription

* Upload the resource creation script to your Azure Cloud Shell. Azure Cloud Shell uploads the resource creation script to the root
directory.

Microsoft Azure Search resources, services, and docs (G+/) N & @ &

2 Switch to PowerShell  C' Restart Manage files z New session 7 Editor [ Web preview £03 Settings (?) Help v

Requesting a Cloud Shell.Su T Upload
Connecting terminal...

J Download
Welcome to Azure Cloud Shel

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

Your Cloud Shell session will be ephemeral so no files or system changes will persist beyond your current session.

mohamed [ ~ ]$ (GRS |

Check this link for the full steps if needed:

NGEDE
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https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription

End to End Steps — Azure Subscription

* Move the resource creation script to the deployment folder: Copy the command or type mv ~/cloud-account-
management-terraform.tf ./cloud-account-management-terraform.tf

Microsoft Azure L Search resources, services, and docs (G+/) Q @ @

&
Y

2 Switch to PowerShell ' Restart Manage files ~ [ § New session Editor

[»> Web preview Settings v (3) Help v

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help"™ to learn about Cloud Shell

IYour Cloud Shell session will be ephemeral so no files or system changes will persist beyond your current session.
uCLHENCC RS E Wy ~/cloud-account-management-terraform-azure.tf ./cloud-account-management-terraform-azure.tf

Check this link for the full steps if needed:

20 | ©2023 Trend Micro Inc.
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https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription

End to End Steps — Azure Subscription

* Initiate Terraform and apply the resource creation script: Copy the command or type terraform init && terraform apply

L Search resources, services, and docs (G+/)

o

Restart (» Manage files > [ Newsession 7 Editor [» Web preview £33 Settings

& Switch to PowerShell

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

Your Cloud Shell session will be ephemeral so no files or system changes will persist beyond your current session.

(CLEL RN E W terraform init & terraform apply

Check this link for the full steps if needed:

NGEDE
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https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription

End to End Steps — Azure Subscription

Connect Azure Subscription

* Inthe Trend Vision One console, in the Connect

Subscription ID: Name:

00000000-0000-0000-0000-000000000000 Azure Subscription screen, click Done.
Description:

* The connection process might take a few

Server & Workload Protection instance:* @ moments tO Complete. YOU can refresh the

Server and Workload Protection Manager - 102743638804 v | ®

Cloud Accounts screen to check the status of

. Download the Azure resource creation script. y0U r added SUbSCFiptiOﬂ.
. In , use the following command to create a deployment folder and access the folder:

mkdir && cd (P

. Upload the resource creation script to your Azure Cloud Shell and use the following command to move
the resource creation script to the deployment folder:

mv ~/cloud-account-management-terraform-azure.tf ./cloud-account-management- ®
terraform-azure.tf

. Use the following command to run the resource creation script in Azure Cloud Shell:

terraform init && terraform apply [P

Cancel

Check this link for the full steps if needed:

) TREND?
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https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription

Cloud Posture Assessment

Google Cloud Project

Step-by-Step Assessment Walkthrough




End to End Steps — Google Cloud Project

Trend Vision One™ Cyber Risk Assessment > Cloud Posture Assessment 772"/e%

Important: This is a "Pre-release" feature and is not considered an official release. Please review the Pre-release Disclaimer before using the feature.

{ Back

Assess your cloud infrastructure's compliance with the most common standards

* Choose Google Cloud Project.

* Specify a Name for the project which appears
in the Cloud Accounts list.

* Click Download Resource Creation Script.

and frameworks

Rapidly analyze your cloud infrastructure's compliance posture, identifying security standard and framey
on how to improve your organization's compliance.

Add an AWS cloud account with a new read-only stack to get started, or go to Cloud Account Management to conne:

AWS account
Azure subscription

Google Cloud project

Check this link for the full steps if needed:

24 | ©2023 Trend Micro Inc.

Connect Google Cloud Project

Name: Description:

. Download the Google Cloud resource creation script.

. In , use the following command to select the project ID where you want to deploy the
resource creation script:

gcloud config set project [PROJECT ID] [

. Use the following command to create a new folder for the resource creation script and access the new
directory:

mkdir [PROJECT ID] && cd [PROJECT ID] [P

‘ Upload the resource creation script to your Cloud Shell and use the following command to move the
resource creation script to the deployment folder:

mv ~/cloud-account-management-terraform-gcp.tf ./cloud-account-management-terraform- 0
gecp. tf

. Use the following command to run the resource creation script in your Cloud Shell:

terraform init && terraform apply [

Cancel
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https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-google-cloud-project
https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-google-cloud-project

End to End Steps — Google Cloud Project

In Google Cloud Shell, access the command line interface.
* Access the project you want to connect: Copy the command or type gcloud config set project [project ID] where [project ID] is the
Project ID you want to connect.

$ gcloud config unset project

steve@cloudshell:~ (uk-playground)$ gcloud config set project uk-playground
Updated property [core/project].

steve@cloudshell:~ (uk-playground)$ [j

Create a new directory for the deployment folder within the project you want to connect, then access the folder: Copy the command
or type mkdir [Project ID] && cd [Project ID]

steve@cloudshell:~ (uk-playground)$ mkdir uk-playground && cd uk-playground
steve@cloudshell:~/uk-playground (uk-playground)S$ l

Check this link for the full steps if needed:

NGEDE
3
=
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https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-google-cloud-project

End to End Steps — Google Cloud Project

Upload the resource creation script to your Google Cloud Shell. Google Cloud Shell uploads the resource creation script to the root

directory.

To set your project, rua:

$ g9cloud config set project PROJEC
Or to umset it, run:

§ gcloud cont inset project
(uk-playground) $ gclowd config set project uk-playground

[core/project].

stevelcioudshelli~ (uk-playground)s$ is
REAIME-cloudshell.txt
stevelcloudshell:~ (uk-playground)$ mkdir uk-playground &6 cd uk-playgrousd
stevelcloudahell:~/uk-playgre 4 (uk-playground)$ la
S s Sy s

Move the resource creation script to the deployment folder: Copy the command or type mv ~/cloud-account-management-terraform-
gep.tf ./cloud-account-management-terraform-gcp.tf

steve@cloudshell:~/uk-playground (uk-playground)$ mv ~/cloud-account-management-terraform-gcp.tf ./cloud-account-management-terraform-gcp.tf
steve@cloudshell:~/uk-playground (uk-playground)$ ls

cloud-account-management-terraform-gcp.tf

steve@cloudshell:~/uk-playground (uk-playground)s$ I

Check this link for the full steps if needed:
® TREND!
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https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-google-cloud-project

End to End Steps — Google Cloud Project

* Initiate Terraform and apply the resource creation script: Copy the command or type terraform init && terraform apply

* Inthe Trend Vision One console, in the Connect Google Cloud Project screen, click Done.

* The connection process might take a few moments to complete. You can refresh the Cloud Accounts screen to check the status of

your added project.

Check this link for the full steps if
needed:

27 | ©2023 Trend Micro Inc.

Connect Google Cloud Project
Name Description
GCP UK Playground GCP UK Playground - Ducky GCP
0 Download the Google Cloud resource creation script.
& Download Resource Creation Script

0 In GCP Cloud Shell, use the following command to select the project ID where you want to deploy the
resource creation script:

gcloud config set project [PROJECT ID] (D

0 Use the following command to create a new folder for the resource creation script and access the new
directory:

mkdir [PROJECT ID] && cd [PROJECT ID] [

0 Upload the resource creation script to your Cloud Shell and use the following command to move the
resource creation script to the deployment folder:

mv ~/cloud-account-management-terraform-gcp.tf ./cloud-account-management-terraform- ®
gcp. tf

0 Use the following command to run the resource creation script in your Cloud Shell:

terraform init & terraform apply (9

Cancel Done

) TREND?
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End to End Steps

1

&

L

Cloud Posture Assessment

Preview

Scan your organization's cloud infrastructure to
identify compliance, misconfiguration, and security
risks based on rules compiled from the most widely
used standards and practices.

Assessment status: (3 In progress

< View Progress >

28 | ©2023 Trend Micro Inc.

Cloud posture assessment in progress

Depending on the complexity of your environment, the assessment may take a while to complete. Results o
& j
will also be sent to you by email.




Cloud Posture Assessment Sample Report

Cloud Posture Assessment Scan time: 2023-11-08 22:01:65 | Download Report || Start New Assessment

AWS cloud account: SM-Test-AWS ID: 377110105003

Compliance Summary
Rule checks performed @ compliant A\ Noncompliant

1,207 840 (70%) 367 (30%)

70%

coniany @ Extreme risk © Very high risk ® High risk @ Medium risk @ Lowrisk

0 (0%) 1 (0%) 52 (a%) 244 (20%) 70 (6%)

Compliance percentage is based on the P N
number of rule checks passed across | View details > |
more than 750 Cloud Posture rules. —

Compliance with Common Standards and Frameworks —
T —
‘ 70% AS% ‘ 71% ‘ 71% ‘ 71% ‘ 70%
Compliant Compliant Compliant Compliant Compliant Compliant
AWS Well-Architected CIS Amazon Web Services 1S0O 27001:2022 PCIDSS System and Organization NIST 800-53
Framework Foundations Benchmark Controls 2 (SOC 2)

Cloud Posture calculates your compliance percentage across more than 30 standards and frameworks. View the full list.

Top Checked Rules with Noncompliant Resources

Rule Risk level Noncompliant checks Service Cloud provider Rule category Remediation steps
> 1 S3Bucket Public Access Via Policy Very High o1 s3 aws security | View | ®

> 2 CloudTrail Enabled High Q7 CloudTrail aws. security, sustainability | View J
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Cloud Posture Assessment

AWS cloud account: SM-Test-AWS ID: 377110106003

Compliance Summary

0 Compliant

840 (70%)

Rule checks performed

1,207

A\ Noncompliant

367 (30%)

Total number of rule checks
done in customer’s cloud

70% 5
copart @ Extreme risk Very high risk @ High risk @ Medium risk @ Low risk
0 (0%) 1 (0%) 52 (4%) 244 (20%) 70 (6%)

A 4

account, then drill down to
compliant and noncompliant.

Compliance percentage is based on the
number of rule checks passed across
more than 750 Cloud Posture rules.

View details >

Compliance with Common Standards and Frameworks

‘ 70% ,38%

Compliant Compliant

AWS Well-Architected
Framework

CIS Amazon Web Services
Foundations Benchmark

‘ 71%

Compliant

1SO 27001:2022

Cloud Posture calculates your compliance percentage across more than 30 standards and frameworks. View the full list.

Top Checked Rules with Noncompliant Resources
Rule Risk level
> 1 $3 Bucket Public Access Via Policy

> 2 CloudTrail Enabled High

Noncompliant checks
91
Q1

Service

s3

CloudTrail

‘ 71%

Compliant

PCIDSS

Cloud provider

aws

aws

Of the total noncompliant rule

checks performed, we
categorize the rule checks into

\ 4

5 risk levels.
‘ 71% ‘ 70%

Compliant Compliant
System and Organization NIST 800-53
Controls 2 (SOC 2)

Rule category Remediation steps

security View

8

security, sustainability View

) TREND?
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Cloud Posture Assessment

AWS cloud account: SM-Test-AWS ID: 377110105003

Compliance Summary

Rule checks performed @ Compliant

1,207 840 (70%)

70%

A\ Noncompliant

367 (30%)

compliant @ Extreme risk Very high risk

0 (0%) 1 (0%)

Compliance percentage is based on the
number of rule checks passed across View details >
more than 750 Cloud Posture rules.

® High risk

52 (4%)

® M

24

dium risk

I (20%)

@ Low risk

70 (6%)

\ 4

This section shows compliance
percentage against common
standards and frameworks.
Moreover, if customers would
like to see the full list, the link
takes user to our Trend Micro
docs site and introduce what
detailed reports Vision One
Cloud Posture can provide.

Compliance with Common Standards and Frameworks

‘ 70% ,38%

‘ 71%

‘ 71%

‘ 71% ‘ 70%

Compliant Compliant Compliant Compliant Compliant Compliant
AWS Well-Architected CIS Amazon Web Services 1SO 27001:2022 PCIDSS System and Organization NIST 800-53
Framework Foundations Benchmark Controls 2 (SOC 2)
Cloud Posture calculates your compliance percentage across more than 30 standards and frameworks. View the full list.
Top Checked Rules with Noncompliant Resources
Rule Risk level Noncompliant checks Service Cloud provider Rule category Remediation steps
> 1 S3Bucket Public Access Via Policy o1 s3 aws security View ®
w
> 2 CloudTrail Enabled High Q7 CloudTrail aws security, sustainability View

) TREND?



70% 38% 71%

Compliant Compliant Compliant
AWS Well-Architected CIS Amazon Web Services 1S0O 27001:2022
Framework Foundations Benchmark
Cloud Posture your i across more than 30 standards and frameworks. View the full list.

71%
Compliant
PCIDSS

\ 4

This section shows the top
checked rules, order by risk level,
with the noncompliant resources
and details, so customers can

take remediation steps

accordingly.

Top Checked Rules with Noncompliant Resources

Want to view more at-risk resources? Go to Cloud Posture in Risk Insights to see the full list.

> 2 CloudTrail Enabled High Q17
> 3 Root MFA Enabled High o1
> 4 AWSIAM Users with Admin Privileges High Q1
> 5 Hardware MFA for AWS Root Account High Q1
> 6  IAMPolicy Changes Alarm High Q1
> 7 RootAccount Usage Alarm High Q1
> 8  EBS Volumes Attached To Stopped EC2 Instances High o1
> 9 Valid IAM Identity Providers High Q2
> 10  AWS Config Enabled High @ 16

Rule Risk level Noncompliant checks
v 1 S3 Bucket Public Access Via Policy [}
Status @ Failed
Status duration 2 months
Message Bucket sm-testing-websitebucket2019 has [s3:GetObject] permissions granted to everyone via bucket policies
Account SM-Test-AWS
Region ap-southeast-2
Resource sm-testing-websitebucket2019
Tags o

Service

s3

CloudTrail

1AM

1AM

1AM
CloudWatchLogs
CloudWatchLogs
EBS

1AM

Config

Cloud provider

aws

Rule category

security

security, sustainability
security
security
security
security

security

cost-optimisation, operational-ex...

security

security, sustainability

Remediation steps

View

View

View

View

View

View

View

View

View

View
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Cloud Posture your

Top Checked Rules with Noncompliant Resources

33 | ©2023 Trend Micro Inc.

70%

Compliant

AWS Well-Architected

Framework

CIS Amazon Web Services
Foundations Benchmark

across more than 30 standards and frameworks. View the full list.

71%
Compliant
PCIDSS

\ 4

Customer can click on the arrow on
the left to view each failed rule in

details, including number of

resources, service, cloud provider,
and rule category (we show max of 2
resources, then encourage customer
to activate cloud posture to view

more).

Rule Risk level Noncompliant checks Service Cloud provider Rule category Remediation steps
1 S3Bucket Public Access Via Policy o1 s3 aws security View

Status @ Failed

Status duration 2 months

Message Bucket sm-testing-websitebucket2019 has [s3:GetObject] permissions granted to everyone via bucket policies

Account SM-Test-AWS

Region ap-southeast-2

Resource sm-testing-websitebucket2019

Tags o

Want to view more at-risk resources? Go to Cloud Posture in Risk Insights to see the full list.
2 CloudTrail Enabled High Q17 CloudTrail aws security, sustainability View
3 Root MFA Enabled High o1 1AM aws security View
4 AWS IAM Users with Admin Privileges High o1 1AM aws security View
5 Hardware MFA for AWS Root Account High 1 1AM aws security View
6 1AM Policy Changes Alarm High Q1 CloudWatchLogs aws security View
7 Root Account Usage Alarm High Q1 CloudWatchLogs aws security View
8  EBS Volumes Attached To Stopped EC2 Instances High Q1 EBS aws cost-optimisation, operational-ex... | View
9 Valid IAM Identity Providers High Q2 1AM aws security View
10 AWS Config Enabled High Q6 Config aws security, sustainability View

) TREND?



Framework Foundations Benchmark
Cloud Posture your across
Top Checked Rules with Noncompliar For each rule that contains

noncompliant resources, the _ .

Rule rvice Cloud provider

1 53 Bucket Public Acoess Via Paliey customer can click on the View ”
<

status © Falled button on the right to see

Status duration 2 months . .

Message sucketsmtesting-webstd - remediation steps they can take on

Account SM-Test-AWS

o ogostionst the Trend Micro docs site.

esource sm-testing-websitebucket]

Tags -

Want to view more at-risk resources? Go to Cloud Posture in Risk Insights to see the full list.
> 2 CloudTrail Enabled High Q17 CloudTrail aws
> 3 Root MFA Enabled High 0 1 1AM aws
> 4 AWS |AM Users with Admin Privileges High [<R] 1AM aws
> 5 Hardware MFA for AWS Root Account High [N 1AM aws
> 6  IAMPolicy Changes Alarm High o1 CloudWatchLogs aws
> 7 RootAccount Usage Alarm High Q1 CloudWatchLogs aws
> 8  EBS Volumes Attached To Stopped EC2 Instances High Q1 EBS aws
> 9 Valid IAM Identity Providers High Q2 1AM aws
> 10  AWS Config Enabled High DIRT Config aws

34 | ©2023 Trend Micro Inc.

AWS Well-Architected

70% 38% 71%

Compliant Compliant Compliant

CIS Amazon Web Services 1SO 27001:2022

71%
Compliant
PCIDSS

71%

Compliant

System and Organization

Controls 2 (SOC 2)

Rule category

security

security, sustainability

70%
Compliant
NIST 800-53

security
security
security
security

security

cost-optimisation, operational-ex..

security

security, sustainability

Remediation steps

View

View

View

View

View

View

View

View

View

View

) TREND?



End to End Flow
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Cloud Posture Assessment

AWS cloud account: SM-Test-AWS ID: 377110105003

Compliance Summary

Rule checks performed @ Compliant

1,207 840 (70%)

Scan time: 2023-11-08 22:01:I5

Download Report | Start New Assessment I

A\ Noncompliant

367 (30%)

70%

compliant @ Extreme risk Very high risk

0 (0%) 1 (0%)

Compliance percentage is based on the
number of rule checks passed across View details >
more than 750 Cloud Posture rules.

Compliance with Common Standards and Frameworks

‘ 70% ‘38%

Compliant Compliant
AWS Well-Architected CIS Amazon Web Services
Framework Foundations Benchmark

@ High risk

52 (4

@ Medium risk @ Lowrisk Y

¢

To view a pdf version of the report the user can
click on the Download Report button to view a
printable version.

If the customer would like to start a new
assessment, they can trigger that from here.
Historic assessments can be found on the top
right of the Cyber Risk Assessment landing page

‘ 70%

Cloud Posture calculates your compliance percentage across more than 30 standards and frameworks. View the full list.

Top Checked Rules with Noncompliant Resources
Rule Risk level
> 1 3 Bucket Public Access Via Policy

> 2 CloudTrail Enabled High

c Compliant
1S0O 2| NIST 800-53
T T
Noncompliant checks Service Cloud provider Rule category Remediation steps
o1 s3 aws security View ®
Q7 CloudTrail aws security, sustainability View

) TREND?



External Attack Surface Assessment

Step-by-Step Assessment Walkthrough
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Trend Vision One™ | cyper Risk Assessment

-:} © 20231121 1629 ‘Q. Bt @

Start an assessment to evaluate your organization's Cyber Risk ( Assessment History ©) )

Find out if your endpoints are vulnerable to any recent global threats.

~_" [_@7 "
L L L 4
Cloud Posture Assessment External Attack Surface Exchange Online Mailbox/
P
e e SIS o Assessment Gmail Assessment
TG TR insecure 510
the most widely ‘connections, 30. for lr L
used standands and practices. e
your domain credentials.
( Start Assessment ) ( Start Assessment ) ( Start Assessment v )
r /0 71 | p—
LD LEJ
Phishing Simulation Assessment Jed At-Risk Endpoint Assessment
ishi Smulations to identi ‘Scan high. i R
i from giobal i
and il rganizati to uncover
from real threats.
= [ e —




End to End Flow

Trend Vision One™ Cyber Risk Assessment > External Attack Surface Assessment “ =

aimer before using the feature.

Platform Directory ‘Pre-release” feature and is not considered an official release. Please review the Pre

&
{ Back

External Attack Surface Identify your external attack surface in one step.
Assessment
e Assess your domain "rte.ie” for internet-facing assets and potential risks

connections, and risks within your environment.

Get the details about your external attack surface and recommended actions to mitigate risk.

To view, add, or modify domains, go to Attack Surface Discovery.

B Start Assessment

* After entering the EAS Assessment, the customer’s email domain is

automatically added.
* Additional domains cannot be added from within the assessment.
* |f the customer would like to add additional domains, this can be done

from the Attack Surface Discovery app.
* Note: Customers will need to assign credits or start a trial to

access the ASD app.

) TREND?
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End to End Flow

External Attack Surface Assessment in progress...
Depending on the complexity of your environment, the external attack surface assessment might take

between a few minutes and a few hours to complete. Once the assessment completes, the results are sent to
your mailbox (johnross_hunt@trendmicro.com) for review.

Learn more about Trend Micro External Attack Surface Solutions

39 | ©2023 Trend Micro Inc.

Depending on the complexity
of the customer’s environment
and the number of assets
discovered the scan could take
some time to complete.

The user will receive an email
notification once the results
are ready.




EAS Assessment Report

External Attack Surface Scan time: 2023-09-27 19:21:05 | Download Report ] l Start New Assessment
Summary
Discovered Assets Aligmly-aplmmﬁqucvamum mmmlmmmm @mlmms«m

IP addresses Hosts

489 176 191 View details > 43 View details > 3 View details >

A Top Highly-Exploitable Unique CVEs

Vulnerability ID Global exploit activity cvss score Host. Published
1 CVE-2019-0211 High 78 2 2019-04-08 7
2 CVE-2021-40438 High 9 E] 2021-09-16 —
3 CVE-2004-0174 Medium 5 1 2004-05-04 B
4 CVE-2004-0942 Medium 5 1 2005-02-09 :
5 CVE-2004-2343 Medium 72 1 2004-12-31

[J Top Insecure Connection Issues

Issues Hosts.
1 SSL/TLS Certificate Using Weak or Deprecated Protocols 23
2 SSL/TLS Certificate Expired 12
3 SSL/TLS Certificate Lifespan Exceeding the Limit 6
4 SSL/TLS Certificate is Self-Signed 2

& Top Unexpected Intemet-Facing Services/Ports

Public service Port Public service type

Unique public IP addresses

40 | ©2023 Trend Micro Inc. /



External Attack Surface

Summary
Discovered Assets
IP addresses Hosts

489 176

A\ Highly-Exploitable U

191

A Top Highly-Exploitable Unique CVEs

Vulnerability ID

CJ Top Insecure Connection Issues

Issues

1 SSL/TLS Certificate Using Weak or Deprecated Protocols

2 SSL/TLS Certificate Expired

3 SSL/TLS Certificate Lifespan Exceeding the Limit

4 SSU/TLS Certificate is Seif-Signed

Top Unexpected Internet-Facing Services/Ports

Public service

41 | ©2023 Trend Micro Inc.

Global exploit activity
Medium

Medium

Medium

Port

Total number of internet facing
assets associated with the
domain of the customer

Public service type

Host

View details >

Unique public IP addresses

Scan time: 2023-09-27 19:21:05 Download Report Start New Assessment

@ Unexpected Internet-Facing Services/Ports

3 View details >

Published

2019-04-08
2021-09-16
2004-05-04
2005-02-09

2004-12-31

Detected

) TREND?



External Attack Surface

Summary
Discovered Assets
IP addresses Hosts

489 176

A Top Highly-Exploitable Unique CVEs

Vulnerability ID

CJ Top Insecure Connection Issues
Issues
1 SSL/TLS Certificate Using Weak or Deprecated Protocols
2 SSL/TLS Certificate Expired
3 SSL/TLS Certificate Lifespan Exceeding the Limit

4 SSU/TLS Certificate is Seif-Signed

Top Unexpected Internet-Facing Services/Ports

Public service

42 | ©2023 Trend Micro Inc.

A Highly-Exploitable Unique CVEs on Hosts

191

Scan time: 2023-09-27 19:21:05

View details |> j

Global exploit activity

Medium
Medium

Medium

Port

\ 4

cvss score D

Using the power of Trend Micro’s
threat research, these are the
number of potentially significant
vulnerabilities on the organization's
external-facing assets. These
vulnerabilities are considered to be
at high risk of exploitation by cyber
attackers, emphasizing the need for
immediate attention and
remediation to mitigate the
associated security risks

Published

2019-04-08

2021-09-16

2004-05-04

2005-02-09

2004-12-31

Public service type

Unique public IP addresses

Detected

Download Report Start New Assessment

lected Internet-Facing Services/Ports

View details >

) TREND?



External Attack Surface

Summary
Discovered Assets A Highly-Exploitable Unique CVEs on Hosts
IPaddresses  Hosts

489 176 191

A Top Highly-Exploitable Unique CVEs
Vulnerability ID Global exploit activity

2 .
E Medium
4 Medium
5 Medium
CJ Top Insecure Connection Issues
Issues
1 SSL/TLS Certificate Using Weak or Deprecated Protocols
2 SSL/TLS Certificate Expired
3 SSL/TLS Certificate Lifespan Exceeding the Limit
4 SSL/TLS Certificate is Self-Signed
Top Unexpected Internet-Facing Services/Ports
Public service Port

43 | ©2023 Trend Micro Inc.

View details >

cvss score ©

78

Public service type

Scan time: 2023-09-27 19:21:05

D Hosts with Insecure Connection Issues

43

View details > 3

Download Report Start New Assessment

@ Unexpected Internet-Facing Services/Ports

View details >

\ 4

These are hosts with
configuration problems that
make their network
connections insecure

Unique public IP addresses Detected

) TREND?



External Attack Surface

Summary
Discovered Assets
IP addresses Hosts

489 176

A Top Highly-Exploitable Unique CVEs
Vulnerability ID

1 CVE-2019-0211

CJ Top Insecure Connection Issues
Issues
1 SSL/TLS Certificate Using Weak or Deprecated Protocols
2 SSU/TLS Certificate Expired
3 SSL/TLS Certificate Lifespan Exceeding the Limit

4 SSU/TLS Certificate is Seif-Signed

Top Unexpected Internet-Facing Services/Ports

Public service
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A Highly-Exploitable Unique CVEs on Hosts

191

Global exploit activity

Medium
Medium

Medium

Port

g Hosts with Insecure Connection Issues

View details > 43

Scan time: 2023-09-27 19:21:05 Download Report

@ Unexpected Internet-Facing Services/Ports

View details > 3

*_I

cvss score © Hos

Hosts

These are services and ports that
are considered to be potential
security risks because they may
not be part of the organization's
intended external attack surface

Public service type

Unique public IP addresses Detected

Start New Assessment

View details >

) TREND?



External Attack Surface

Summary
Discovered Assets A Highly-Exploitable Unique CVEs on Hosts
IPaddresses  Hosts

489 176 191

g Hosts with Insecure Connection Issues

View details > 43

Scan time: 2023-09-27 19:21:05 Download Report Start New Assessment

View details > 3

|A Top Highly-Exploitable Unique CVEs
Vulnerability ID Global exploit activity cvss score © Host Published
1 H 78 2 2019-04-08
2 g 9 3 2021-09-16
3 Medium 5 1 2004-05-04
4 Medium 5 1 2005-02-09
5 Medium 72 1 2004-12-31
CJ Top Insecure Connection Issues
Issues Hosts ¢
1 SSL/TLS Certificate Using Weak or Deprecated Protocols 23
B 7 . .
P SVSETEsETE : CVE’s will be ranked based on their
3 SSL/TLS Certificate Lifespan Exceeding the Limit 3 Q o g .
s s commnes oS . Global Exploit Activity and severity.
This will enable the customer to
Top Unexpected Internet-Facing Services/Ports . ey . .
, prioritize the remediation of these
Public service Port Public service type

45 | ©2023 Trend Micro Inc.

vulnerabilities

@ Unexpected Internet-Facing Services/Ports

View details >

) TREND?



A Top Highly-Exploitable Unique CVEs

The customer can find more
details and the number and

»
e Sy >
Vulnerability ID Global exploit activity CVSS score @ Host quantity Of assets impacted in
1 CVE-2019-0211 High 78 2 .
2 CVE-2021-40438 High 9 E] these IIStS
3 Medium 5 1 2004-05-04
4 Medium 5 1 2005-02-09
5 Medium 72 1 2004-12-31
J Top Insecure Connection Issues
Issues Hosts
1 SSL/TLS Certificate Using Weak or Deprecated Protocols 23
2 SSL/TLS Certificate Expired 2
3 SSL/TLS Certificate Lifespan Exceeding the Limit 6
4 SSL/TLS Certificate is Self-Signed 2
Top Unexpected Internet-Facing Services/Ports
Public service Port Public service type Unique public IP addresses Detected
1 SMTP 25 Insecure email service 8 2023-09-21
2 - 9443 - 2023-09-21
3 - 4043 - 2023-09-20

46 | ©2023 Trend Micro Inc.
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End to End Flow

External Attack Surface Scan time: 2023-09-27 19:21:05 | Download Report | | Start New Assessment
Summary

Discovered Assets A Highly-Exploitable Unique CVEs on Hosts D Hosts with Insecure Connection Issues @ Unexpected Internet-Facing Services/Ports

IPaddresses  Hosts

489 176 191 View details > 43 View details > 3 View details >

Want to know more?
A Top Highly-Exploitable Unique CVEs

Vulnerability ID Global exploit activity cvss score © Host This feature requires an Advanced Access entitlement. To learn more, see

H 78 2 the online help or contact your sales representative.

Hig 9
- Operations Dashboard:

3 L s « Investigate at-risk users/devices details
4 Medium 5 1  Take recommended mitigation actions
5 Medium 72
Try the Operations Dashboard for 30 days or enable now.
CJ Top Insecure Connection Issues
Issues Hosts Enable Now Start Free Trial
1 SSL/TLS Certificate Using Weak or Deprecated Protocols 23
2 SSL/TLS Certificate Expired 12
3 SSL/ILS Certificate Lifespan Exceeding the Limit \ 4 6

4 SSL/TLS Certificate is Self-Signed

The user can drill down to view more detail by
Top Unexpected ntemet-Facing Services/ports clicking on the hyper linked values or by clicking
. = on View Details. Doing this will take the userto | —
our Attack Surface Risk management trial and

once that is started they can view all the detail

in the Operations Dashboard. @ TREND g
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End to End Flow

External Attack Surface

Summary
Discovered Assets A\ Highly-Exploitable Unique CVES on Hosts
IP addresses Hosts

489 176 191

A Top Highly-Exploitable Unique CVEs

Vulnerability ID Global exploit activity

E] Medium
4 Medium
5 Medium
CJ Top Insecure Connection Issues
Issues
1 SSL/TLS Certificate Using Weak or Deprecated Protocols
2 SSL/TLS Certificate Expired
3 SSL/TLS Certificate Lifespan Exceeding the Limit
4 SSL/TLS Certificate is Self-Signed
Top Unexpected Internet-Facing Services/Ports
Public service Port

48 | ©2023 Trend Micro Inc.

View details >

€VsS score (D

Public service type

g Hosts with Insecure Connection Issues @ Unexpected Internet-Facing Services/Ports

43

Hosts

Scan time: 2023-09-27 19:21:05 I Download Report Start New Assessment I

View details > 3 View details >

To view a pdf version of the report the user can
click on the Download Report button to view a
printable version.

If the customer would like to start a new
assessment, they can trigger that from here.
Historic assessments can be found on the top
right of the Cyber Risk Assessment landing page

Unique public IP addresses Detected

) TREND?



Exchange Online Mailbox/Gmail
Assessment — Office 365

Step-by-Step Assessment Walkthrough




Select Office 365, through “Exchange Online Mailbox/Gmail Assessment”

B

50 | ©2023 Trend Micro Inc.

Trend Vision One™ | cyver risk Assessment

Start an assessment to evaluate your organization's Cyber Risk Assessment History (0)

Find out if your endpoints are vulnerable to any recent global threats. v

- _"
L
Cloud Posture Assessment ™~

Scan your organization's cloud infrastructure to
identify compliance, misconfiguration, and security
isks based on rules compiled from the most widely
used standards and practices.

Assessment status: Ready

F@T [
L L
External Attack Surface Exchange Online Mailbox/

Assessment” Gmail Assessment
facing insecure Scan all messages sent and received in the fast 15 to
‘connections, and r 30 days for nge Onli users in your
‘environment. Trend Micro does not access o store:
your domain credential:

Assessment status: Ready Assessment status: Ready

Start Assessment Start Assessment Start Assessment ~
Office 365
Google Workspace:
r /0 1 [
) - =N
] (I
Phishing Simulation Assessment e At-Risk Endpoint Assessment
Run phish high. for file-based threat
i from global intellig
and get detai organization to uncover malicious activi
from real threats.

Assessment status: Ready

Start Assessment

Assessment status: Ready

Start Assessment

D ommnan: 4”@ me @

™

B \, N

@ TREND!




Select assessment scope and grant permission

2 e

@ o

<

SGXOoQPOIROEEE?>

el
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Trend Vision One™ | cyber Risk Assessment » Office 365 Mailboxes

< Back

@ Scan all mailboxes in your organization

from email accounts, allowing you to identify your most at-risk users.

= . o inis is Office 365 domair

i for ing. If
click “Grant Permission” to open the Office 365 permissions page, and then diick "Accept’.

Important:
@ Trend Micro does NOT access and store your Office 365 credentials.

© Clicking "Accept” on the Office 365 page temporarily

© Scan your mailbox

-}} (© 2023-10-01 0003

‘. @ ETendMico (&)




Trend Micro Vision One™ Cyber Risk Assessment > Office 365 Mailboxes Q@utc a B Trend Micro 0

< Back

DRRO

)

Email Assessment In Progress

Scanned email messages: %number%
Mailbox: %permission_granted_mailbox%

Depending on the complexity of your environment, the email assessment may take between a few minutes
and a few hours to complete. The results will be sent to your mailbox (%user's_email_address%) for review.

Learn more about Trend Micro Email Security Solutions

»

g
s 1
52 | ©2023 Trend Micro Inc. / |




Office 365 Assessment Report

53 | ©2023 Trend Micro Inc.

@

Trend Micro Vision One™ | cyber sk asessvent » Ask Clod alboses Offce 351
< Back

At-Risk Cloud Mailboxes (Office 365)

Guc & Rrmuc @

St 2020.95-10 134639 2020.07-10 13463 | Douriond aport | st e Acessment

e

126

s %212 P ®12 e s
Qs o [, o i oz

N e

Top At s

ot ® v — e e =

e e [

AT e ——— [ T o o
e [ ——— s [ ——

e [ ——— e [ e

s i e et s o [ At

¢ e e st e [ Atk

R e s i rm— Mtk
[ G Explore Options. ]

B2
[sonstrotens
—

52 Top BusinessEmllCompromise (8EC)Ell Raciints

e st bemciors_ o

R S — [ Tem———— + sneos s
B - E—

5 e | oot
e e | oot

s sonasateen sats 1 v otmems
4 Top Phishing Emall Recpients

i o e

| e Errem— o
e s rer—
R st e e—
4 mtndtms o PR
Re— S, P ——
r— e 2 oo e
e e + oo ame
e e + momeoohame

+ e sats 1 ot
o stranasess sass 1 ot

[CRrTRe——

Ransomuare Flerame Detectons  Lsst datcted
1 Raom sLoCCHTOSM prm— 1B MDD s
2 o OCCATOSM prm— PR —
3 o BloCCATOSM pre—— 5O OD s
PR R—— P PR
5 som BOCCATOSM e 3 DD s
6 ansom L0CCATOSM slenmess 2 oD s
& ansom.BLoccaTosm rleNmett 2 v DD s

Rk tatars

Improve your risk visibility

LyeTe———

T




Exchange Online Mailbox/Gmail
Assessment — Gmail

Step-by-Step Assessment Walkthrough




Select Google Workplace, through “Exchange Online Mailbox/Gmail Assessment”

D Re

=

X
&)

&

SH O QOPR

2]

Trend Vision One™ | cyver Risk Assessment
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Start an assessment to evaluate your organization’s Cyber Risk

Find out if your endpoints are vulnerable to any recent global threats.

N F@T
L LN
Cloud Posture Assessment” External Attack Surface
e

Scan your organization's cloud infrastructure to Assessment
identiy compiiance, misconfiguratin, and security et i st for vt
risks based on rules compiled from the most widely B
used standards and practices. connectior ronment.

Assessment status: Ready

Start Assessment

3
2
[

Phishing Simulation Assessment

Assessment status: Ready

Start Assessment

—
I—

At-Risk Endpoint Assessment

Run phishing tions to i ployees

high. i file-based threat

and get detailed reports to protect your organization
from real threats.

Assessment status: Ready

Start Assessment

to uncover malicious activity.

Assessment status: Ready

Start Assessment

[—
L

Exchange Online Mailbox/
Gmail Assessment
Scan all messages sent and received in the ast 15 to
30 days for all Exchange Online/Gmail users in your
environment. Trend Micro does not access or store
your domain credentials.

Assessment status: Ready

Start Assessment

Office 365

Assessment History (0)

>> © 2023-11-21 1632 ‘"o Brest &




Install App

Trend Micro Vision One™ | cyber Risk Assessment > At-Risk Cloud Mailboxes (Google Workspace) @uic A&  ETendMico @

NN ]

< Back

Google Workspace Mailboxes

o)

Perform the following steps to run the assessment:

. Install the assessment app.

To install a Google app in your organization's domain, you must sign in to your administrator account and temporarily grant the service the right to access your domain data.

Install App >

> B

&

’ Sign in with your administrator credentials.

Trend Micro does NOT store your credentials.

@ &

i@
[
|

. Confirm the scope and start the assessment.

i
&

56 | ©2023 Trend Micro Inc. //



G Sign in with Google

Signin

to continue to
Trend Micro Security Assessment Service

Email or phone

Forgot email?

To continue, Google will share your name, email address,
language preference, and profile picture with Trend Micro
Security Assessment Service. Before using this app, you
can review Trend Micro Security Assessment Service’s
privacy policy and terms of service.

Create account m
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@  Trend Micro Vision One™ | security Assessment > At-Risk Cloud Mailboxes (Google Workspace) $L0G0 Quic A  ETendMiao @

D

Q

[} Email Assessment In Progress

Scanned email messages: %number% =
Mailbox: %permission_granted_mailbox% —

&

aig Depending on the number of messages, the assessment may take between a few minutes and a few hours to _———

complete. The resuits will be sent to your mailbox for review.

a
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At-Risk Endpoint Assessment

Step-by-Step Assessment Walkthrough




Select “At-Risk Endpoint Assessment”

©  Trend Vision One™ | cyber Risk Assessment > omznaws A0 @ Bt &
P Start an assessment to evaluate your organization's Cyber Risk Assessment History (0)
B
Find out if your endpoints are vulnerable to any recent global threats. v
X
)
2]
AN [
“ @
(Rl LN L
a8 Cloud Posture Assessment ™~ External Attack Surface Exchange Online Mailbox/
& Scan your organization’s cloud infrastructure to Assessment " Gmail Assessment
~ ;&;g“;mhu;,ﬁmﬁm;h‘"m::"y facing insecure ind received in the last 15 to
< ~ ‘connections, and ris 30 days for nge lir users in your
h TR environment. Trend Micro does not access or store
= your domain credentials.
a
X Assessment status: Ready Assessment status: Ready Assessment status: Ready
@ Start Assessment Start Assessment Start Assessment v
r /0 7 [
) 1
] (I
Phishing Simulation Assessment i At-Risk Endpoint Assessment
high- file-based threat
from giobal intelige
‘and get il ‘organization ‘to uncover i vit
from real threats.
Assessment status: Ready Assessment status: Ready
Start Assessment ‘( Start Assessment )
&
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Select your endpoints to assess

©  Trend Vision One™ | cyber Risk Assessment > At-Risk Endpoints Quc A&  ETendMico @
@ < Back
@

Identify your at-risk endpoints in just 3 steps.

@

‘ Select your endpoints to assess
To better understand your attack surface, assess as many endpoints as possible. &

The assessment tool scans endpoints for threats associated with attack campaigns, file-based indicators, malicious files, and critical vulnerabilities.You can deploy the
assessment tool using your preferred system utility or you can share the download link with users.

I & Download Tool I l Select ints From Inventory

. Check the assessment progress

If deployed correctly, the assessment tool automatically collects and uploads data to the service. Click 'Refresh' to update the data in the table.

Check the status of your endpoints
If deployed correctly, the cyber risk assessment tool automatically collects and uploads data to the service. Click 'Refresh’ to update the data in the table.

Endpoint Status Data uploaded

No endpoints selected. Download the Cyber Risk Assessment Tool and run the Endpoint Assessment.

Download Cyber Risk Assessment Tool

Complete the cyber risk assessment
. Get the details about your at-risk assets and recommended actions to mitigate risk.

The report preview shows a subset of the cyber risk assessment results. If you are satisfied with the preview, generate the report to complete the
cyber risk assessment.

Generate Report

Understand Where to Focus and How to Reduce Your Exposure

@ TrenGMICTo Vison ONe™ sy e - ot ssssret O & Wi @

y | .
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Option 1: select “Download Assessment Tool”

Trend Vision One™ | cyber Risk Assessment - At-Risk Endpoints
< Back

Identify your at-risk endpoints in just 3 steps.

. Select your endpoints to assess

’
>\ To discover greater attack surface, assess as many endpoints as possible. @

’ &, Download Assessment Tool ‘ ‘ Select Endpoints From Inventory

Download and install the Assessment Tool
on your target endpoints. The tool
automatically scans and uploads data back ‘ess
to the Assessment Service app. For more
information, see the Online Help.

Endpoint

@
213
[
(S}
5]
3
X
&

. Generate your detailed report

The assessment tool scans endpoints for threats associated with attack campaigns, file-based indicators, malicious files, and critical vulnerabilities.
You can deploy the assessment tool using your preferred system utility or you can share the download link with users.

| automatically collects and uploads data to the service. Click ‘Refresh’ to update the data in the table.

Status. w»

No endpoints selected. Download th

(oo

Get the details about your at-risk assets and recommended actions to mitigate risk.

You can manually generate the assessment report once all your endpoints have finished the assessment. You can also wait 7 days and allow the

system to automatically generate your report.
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Check the assessment progre

c
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Complete the cyber risk asses

Get the

.>> (© 2023-10:01 0956 ‘B. ETendMico (&)

Cyber Risk Assessment > At-Risk Endpoints

3 steps.

Deploy the cyber risk assessment tool on more endpoints

You can deploy the cyber risk using your pr y: d link with users.

-

8 The cyber isk 2 T

Windows Linux corng seon

View deployment instructions

Download Cyber Risk Assessment Tool | ‘ Copy Download Link Download Cyber Risk Assessment Toal

the assessment
agreement (Giobal | Japan).

mac0s

View deployment instructions

Download Cyber Risk Assessment Tool | | Copy Download Link

agreement (Global | Japa).

stand Where to Focus and How to Reduce Your Exposure

sk visbilty.

Copy Download Link
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Option 2: select “Select Endpoints From Inventory”

©  Trend Vision One™ | cyber Risk Assessment » At-Risk Endpoints 3 Quznoms A @ HiedMao @&
2

. Select your endpoints to assess

To discover greater attack surface, assess as many endpoints as possible. &

D =

The assessment tool scans endpoints for threats associated with attack campaigns, file-based indicators, malicious files, and critical vulnerabilites.
You can deploy the assessment tool using your preferred system utilty or you can share the download link with users.

& Download Assessment Tool | | Sclect Endpaints From Inventory |

If you already manage your endpoints
using Endpoint Inventory, you can select
Check the your ints directly from the app.
a2 If deployed correctly, the assessment tool automatically collects and uploads data to the service. Click ‘Refresh' to update the data in the table.
@ c
o Endpoint Status 1P address Operating system Data uploaded
No endpoints selected. Download the Assessment @ Trend Vision One™ | cyber Risk Assessment » At-Risk Endpoints Quic & Eiendvico @
&
[y — | &
(5]
<
) Select Endpoints From Inventory X
|
2 e You can select a maximum of 1,000 endpoints at a fime.
Q ndpoint name v
X
. [J  Endpoint name 1P address 0S name Endpoint GUID Last connected Isolation status
{3 . Generate your detailed report
_ N . . [ CJ %hostnamess. 96.36.200.148 Windows 10 bf72db62-8542-43ae-972b-1df4c66ac183 Just now (2020-12-25 13:34:34) off
Get the details about your at-risk assets and recommended actions to mitigate risk.
O £ wiilesw 2471833214 Windows Server 2019 bf72db62-8542-43ae-972b-1dfdc66ac183 Just now (2020-12-25 13:34:34) off
You can manually generate the assessment report once all your endpoints have finished the assessment. You can also wait 7 days and allow the _
system to automatically generate your report. O & twiwsvr 20241557.250 Windows Server 2019 bf72db62-8542-43ae-972b-1dfdc66ac183 Just now (2020-12-25 13:34:34) off
O & tweuswr 150220154204 Windows 10 bf72db62-8542-43ae-972b-1dfdc66ac183 Just now (2020-12-25 13:34:34) off
[0 B %hostnamese 146.188.64.187 Windows 10 bf72db62-8542-43ae-972b-1dfdc66ac183 Just now (2020-12-25 1334:34) off
Understand Where to Focus and Hc [J 3 hostnames 64244.45.95 Windows 10 bf72db62-8542-43a¢-972b-1df4c66ac183 5d (2020-12-20 11:34:34) off
[J QI shostnames 11414414141 Windows 10 bf72db62-8542-43a¢-972b-1dfAc66ac183 5d (2020-12-20 11:34:34) off
[J 3 sehostnamese 166.43.201.141 Windows 10 bf72db62-8542-43a¢-972b-1df4c66ac183 5d (2020-12-20 11:34:34) off
18 o 12227, L —— [] 3 sehostnamese 223253208170 Windows 10 bi72db62-8542-43ae-972b-1df4c66ac183 5d (2020-12-20 11:34:34) off
[J 3 shostnamese 23810371212 Windows 10 bf72db62-8542-43ae-972b-1df4c66ac183 5d (2020-12-20 11:34:34) off
- [0 [ %hostnamess. 491122552 Windows 10 bf72db62-8542-43ae-972b-1dfdc66ac183 5d (2020-12-20 11:34:34) off
- — [] O %hostnamess 6613321198 Windows 10 bf72db62-8542-433¢-972b-10lfAc66ac183 12m (2020-12-25 13:22:11) off
o [0 B %hostnamese. 1405180564 Windows 10 bf72db62-8542-43ae-972b-1dfdc66ac183 12m (2020-12-25 13:22:11) off
: [ O3 ehostnamete 147.152185.92 Windows 10 bf72db62-8542-433¢-972b-1f4c66ac183 12m (2020-12-25 1322:11) oft
[J G %hostnamese 24121442.108 Windows 10 bf72db62-8542-43ae-972b-1df4c66ac183 12m (2020-12-25 13:22:11) off
[J G %hostnames 138027212 Windows 10 bf72db62-8542-43ae-972b-1df4c66ac183 12m (2020-12-25 13:22:11) off
[]  CJ %hostnamess. 144.207.85.20 Windows 10 bf72db62-8542-43ae-972b-1df4c66ac183 12m (2020-12-25 13:22:11) off
® [J BB shostname% 150.220.154.204 Windows Server 2019 bf72db62-8542-43ae-972b-1df4c66ac183 Just now (2020-12-25 13:34:34) off
» | Cancal
Total:3000 1000 perpage ¥ | 1 /3| < | > Selected endpoints: 1000 (1000 maximum) @
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Phishing Simulation Assessment

Step-by-Step Assessment Walkthrough
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Trend Vision One™ | cyper Risk Assessment

-:} © 20231121 1634 ‘Q. Bt @

Start an assessment to evaluate your organization's Cyber Risk ( Assessment History ©) )

Find out if your endpoints are vulnerable to any recent global threats.

~_" [_@7 "
L L L 4
Cloud Posture Assessment External Attack Surface Exchange Online Mailbox/
P
e e SIS o Assessment Gmail Assessment
TG TR insecure 510
the most widely ‘connections, 30. for lr L
used standands and practices. e Y o
your domain credentials.
sl e B [ aa————
r /0 71 | p—
LD LEJ
Phishing Simulation Assessment Jed At-Risk Endpoint Assessment
ishi Smulations to identi ‘Scan high. i R
i from giobal i
and il rganizati to uncover
from real threats.
( Start Assessment ) ( Start Assessment )




* Choose and select an email template

* Click “Preview” and then you can edit the template to customize it if needed

1%
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Trend Micro Vision One™  Security Assessment > Phishing Simulation

< Back
Content
Simulation Settings
Language: %Language% N7
Email template %Template name% v Preview
Phishing website template: @ | Preview Payroll Account Issue
Ukraine Donation
Microsoft Teams Collaboration
Outlook Mails On-Hold
Ukraine Donation
Microsoft Teams Collaboration
Next

Ourc

‘ ! Trend Micro @

Edit Settings

) TREND?



Preview how the website would look like if the employees clicked the phishing link in the email template

Trend Micro Vision One™ Security Awareness > Phishing Simulation ®urc a B Trend Micro @
< Back
@ o) 3 4 Edit Settings
Content

Simulation Settings

Language: %Language% N

Email template: v Preview
The website that opens after users fall for the

phishing link located inside the email
template.

Phishing website template @k Preview

Next

) TREND?
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* The first way to include the recipient list is manually
* Choose “Manual entry”, Click “Edit List”, then click “Next”

. Trend Micro Vision One™ Security Assessment > Phishing Simulation Q@utc a B Trend Micro 0

[§j < Back
@

Content Recipients Delivery Follow-up

D

Recipient Data Source

Select the data source for your recipient list.

Data source: ®) Manual entry O csviile O Third-party data source

Recipient List
Add or edit recipients on the recipient list. If your domain is unverified, you can only send the simulation to a maximum of 5 recipients.

Recipients:*

Name Email Department Location
—

%First time user’s name% %First time user’s email% -

Total: 1 25 per page v 1 /1 .

B NO)
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* The “Name” and “Email” fields are mandatory

* The email domain for recipients must be the same as your sign-up account or verified domain
e Click “Add Recipient” to add the information of the second recipient, and so on

* Once finished inserting the data, click “Save”

Recipient List Settings

Recipient 1
Name

%First time user’s name%

Location

Add Recipient
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Email

%pFirst time user's email%

Department:

Recipient List Settings

Recipient1 MM
Name Emai
%First time user's name% %First time user's email%
Locatior
Recipient 2 MM
Name Emai
Locatior

Add Recipient

Save Cancel

Department

Department:

Cancel

) TREND?



* The second way to include the recipient list is using a CSV file

* Choose “CSV file” as a data source, select “Import new CSV file” and then select “Add CSV file”
* Upload the file and click “Next”

* Please note that there is a CSV template for you to download

< Back
‘ — @ 3 4 Edit Settings
Content Recipients

Recipient Data Source

Select the data source for your recipient list.
Data source: () Manual entry CsvVfile () Third-party data source
CSV template: Download

Uploaded files: %Number of file

Recipient List

Add or edit recipients on the recipient list. If your domain is unverified, you can only send the simulation to a maximum of 5 recipients.

Method: () Use previously-uploaded CSV file Import new CSV file
File Add CSV File
© %FileName% (829K) X
Name Email Department Location
%First time user's name% %First time user’s email%
Total: 1 25 per page v 1 /1| <[>
Previous Next

T
fJ’ TREND:
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You can use a previously-uploaded CSV file

< Back
Content Recipients Delivery

Recipient Data Source

Select the data source for your recipient list.
Data source: O Manual entry (&) CSVfile () Third-party data source
CSV template: Download

Uploaded files: %Number of files%

Follow-up

Department

Location

No data to display

Recipient List
Add or edit recipients on the recipient list. If your domain is unverified, you can only send the simulation to a maximum of 5 recipients.
Method: (®) Use previously-uploaded CSV file () Import new CSV file
File:* Select a file v
Name Listitem Email

List item

List item

List item

List item
.

List item

)
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The third way to include the recipient list is using a Third-party data source

< Back
Content Recipients Delivery Follow-up

Recipient Data Source
Select the data source for your recipient list.
Data source: ) Manual entry O csviile @ Third-party data source

Connection status: Azure AD = Active Directory (on-premises) Okta Not configured E]

Allow at least 30 minutes after connecting a third-party data source to start receiving recipient data. |

Recipient List m
Select email addresses to include in the simulation. If your domain is unverified, you can only send the simulation to a maximum of 5 recipients.

Recipients: All v Department: All v Location: All v Q Recipient Recipients included in simulation: 0 —

Name Email Department Location Status

No data to display
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Data source: Azure AD

TippingPoint Security Management System

Zero Trust Secure Access - Private Access

Zero Trust Secure Access - Internet Access

(o]

oO|o|lo|e|O0o|OC|O|(®@|O |0

T g

Detected threats in monitored endpoint traffic

User, application, and web activities, and detected threats on monitored endpoints

Monitor cloud configuration on AWS™, Microsoft® Azure, and Google Cloud™ environments

User, application, and web activities, and detected threats on monitored endpoints
User, application, and web activities, and detected threats on monitored endpoints
Monitor cloud app activity on Office 365 apps

Web activity of monitored devices and users via Trend Micro Web Security

Cloud apps oy mobdle devices and users

Network detection logs and filter rule status
User, device, and internal app activities from your internal network

User, device, and cloud app activities to external networks

Allows access 1o user and device Information and actlvity data

Active Directory (on-premises)
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@  Trend Micro Vision One™  executive bashboara™ = » Data source
@ Trend Micro Vision One Network Sensor
@D Trend Micro Apex One as a Service
3 Trend Micro Cloud One - Conformity

N
T Trend Micro Cloud One - Endpoint & Workload Security
ar

Trend Micro Deep Security

@. Trend Micro Cloud App Security
£2)  Trend Micro Web Security
B Trend Micro Mobile Security
4
&6y

Allows access 1o user and device information from your internal network

(D 2022-08-1218:10 (UTC+08:00) M [ xdir test production .‘

Data Source X

Source:
Azure AD

Requirements:
Grant the following permissions under the same tenant.

Data upload permission:

Grant Trend Micro permission to access your Azure AD data In order to

gain deeper insight regarding the apps and devices your users access, -
and the behaviors that contribute 1o users' risk analyses. Through
Azure AD Integration, you gain access to the following Insightful |
reports: |
- User profi —
- User risk score trends

= Device profiles
Device risk score trends
Cloud app usage (by app)

For details about the data collected, see the Data Collection Notice.




Data source: Active Directory (on-premises)

Trend Micro Vision One™  executive Dashboard™** > Data source

Trend Micro Cloud One - Conformity

Trend Micro Cloud One - Endpoint &
Workload Security

Trond AMinra Nann Canaritie

Network Intrusion Prevention
Preview

Trend Micro Web Security

Trend Micro Mobile Security

TippingPoint Security Management System
Zero Trust Secure Access - Private Access

Zero Trust Secure Access - Internet Access
Third-Party Data Source

Azure AD

Active Directory (on-premises)

Okta
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o

Monitor cloud configuration on AWS™, Microsoft® Azure, and

User, application, and web activities, and detected threats on

User, application, and web activities, and detected threats on
Monitor cloud app activity on Office 365 apps

Web activity of monitored devices and users via Trend Micro \
Cloud apps detected by monitored mobile devices and users
Network detection logs and filter rule status

User, device, and internal app activities from your internal net

User, device, and cloud app activities to external networks

Allows access to user and device information and activity dat:
Allows access to user and device information from your intern

Allows access to user and device information and activity dat:

(©2022-09-15 09:21 (UTC+08:00) M [ Trend Micro ()

Data Source X

Source:
Active Directory (on-premises)

Data upload permission:

Grant Trend Micro permission to access your on-premises Active
Directory data in order to gain deeper insight regarding your internal
user accounts and devices that contribute to risk analyses.

For details about the data collected, see the Data Collection Notice.

Configure Active Directory (on-premises) in Third Party Integration [

® off




Data source: Okta

Trend Micro Vision One™  cxecutive Dashboard”*= > Data source

Trend Micro Cloud One - Conformity

Trend Micro Cloud One - Endpoint &
Workload Security

Trend Micro Deep Security

Trend Micro Cloud App Security

Trend Micro Web Security

Trend Micro Mobile Security

TippingPoint Security Management System
Zero Trust Secure Access - Private Access

Zero Trust Secure Access - Internet Access
Third-Party Data Source

Azure AD

Active Directory (on-premises)

Okta
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o

Monitor cloud configuration on AWS™, Microsoft® Azure, and

User, application, and web activities, and detected threats on

User, application, and web activities, and detected threats on
Monitor cloud app activity on Office 365 apps

Web activity of monitored devices and users via Trend Micro \
Cloud apps detected by monitored mobile devices and users

Network detection logs and filter rule status

User, device, and internal app activities from your internal net

User, device, and cloud app activities to external networks

Allows access to user and device information and activity dat:
Allows access to user and device information from your intern

Allows access to user and device information and activity dat:

© 2022-09-15 09:21 (UTC+08:00) M [ Trend Micro ()

Data Source X

Source:
Okta

Data upload permission:

Grant Trend Micro permission to access your Okta data in order to gain
deeper insight regarding the apps and devices your users access, and
the behaviors that contribute to users' risk analyses. Through Okta
integration, you gain access to the following insightful reports:

- User profiles

- User risk score trends

- Cloud app usage (per app)

- Cloud app usage (by category)

For details about the data collected, see the Data Collection Notice.

Get Okta token [4

Okta URL domain:

companyname.okta.com ‘

API token:

token




* Now you finished the “Recipients” step, and you have your list ready (through one of the three ways that we
mentioned in the previous slides)
* Inthe “Delivery” step, set the end time of your campaign

< Back
. _— . - @ 4 Edit Settings
Content Recipients Delivery

Simulation Duration

Start time:
End time B 2022-08-14 | O 11:30:05
Allow List Settings
To ensure the successful delivery of your simulation emails, follow the instructions below.
Allow list: Settings
Instructions: General Allow List Setup = Microsoft Exchange / Microsoft 365 Google Workspace
Key: X-VisionOneCustom [
Value 0D94PFLV3ZWNOGISW6EB63U7V2TONMSKWTOO4C301 B
Previous Next

) TREND?
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* Allow List Settings
* Thisis a vital step to ensure that the simulation emails are delivered to the inbox
* Check the Instructions links

< Back Allow List Settings &
. ——— . e - - @ 4 Sendm‘g domains:
= mailrelaysrv.com
Content Recipients Delivery S

A ; - « 3.250.207.64/27
Simulation Duration

Simulation URLs:
tarktime: + www.solutionfun.info
« www.onlineservicetec.com
End time B 2022-08-14 | © 11:30:05 « www.onlineservicetech.website
« www.webfun.website
* www.eservicebits.com
« www.e-serviceparts.info

. . » www.onlineservicetec.com
Allow List Settings

To ensure the successful delivery of your simulation emails, follow the instructions below. Note: The simulation URLs need to be updated over time
Allow list: Settings
Instructions: General Allow List Setup =~ Microsoft Exchange / Microsoft 365 = Google Workspace
Key: X-VisionOneCustom [
Value: 0D94PFLV3ZWNOGISW6B63U7V2TONMSKWTOO4C301 &
Previous Next

T
‘J’ TREND:
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In this final step, you can turn on the Follow-up Notification, that will allow the phished recipients to receive an
email with some instructions to avoid any future risks

< Back
. . . @ Edit Settings
Content Recipients Delivery Follow-up

Follow-up Notification

Notify successfully-phished recipients based on simulation response.

Notification . L g

Previous Create Simulation

) TREND?
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Customize the notification email template if needed

Notification Template:

@ Trend Micro Security Assessment Service

< Back
. P were almost phished!
‘ g Preview Notification Template - P
ipi |
Gontent Recipients om Hello, {{recipient_full_name}}!

Security Assessment Service <no-reply@assessment.dr.trendmicro.com> As part of a recent security awareness campaign, we sent out a phishing simulation email
to employees and you were one of the recipients. Unfortunately, you were a victim of the
simulated cyberattack.

Follow-up Notification

Notify successfully-phished recipients based on simulation re

You've almost been phished!

Cybercriminals use phishing emails to trick you into clicking on malicious links or
attachments, and sharing sensitive information such as your email address, password, or

Trend Micro Security Assessment Service

Notification template Preview
other credentials. Sharing this information can put our entire organization at serious risk.
You were almost phished!
To prevent a real cyberattack, watch out for these signs of a phishing email:
Hi, {{recipient_full_name}}
The sender's email address is not legitimate.
As part of a recent security awareness campaign, we sent out a phishing simulation email to employees and you were When you hover over a link in the email, the destination link is unexpected.
one of the recipients. Unfortunately, you became a victim of the simulated attack. Some words in the email subject and/or body are spelled incorrectly.
Cybercriminals use phishing emails to trick you into clicking on malicious links or attachments and sharing sensitive The email explicitly asks for your sensitive details such as password or bank account
information such as your email address, password, or other credentials. Sharing this information can put our entire information.
organization at serious risk There is unnecessary urgency (e.g. "click now,” “urgent matter”).
To prevent a real cyberattack, watch out for these signs of a phishing email: N I " .
« The sender's email address is not legitimate. The email has low quality images, poor formatting style, or odd branding.
« When you hover over the link in email, the destination link is unexpected
« Some words in the email subject and/or body are misspelled. The next time you receive a suspicious email, please think before you click. Help us
protect our organization from cyberattacks.
Edit Close
If you have any questions, please contact {{my_first_name}} {{my_last_name}} at
Previous Create Simulation {{my_email}}.

***This is an automatically generated message. Please do not reply to this email ***

) TREND?
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You can now monitor the simulation progress

Status

Start:
End:

Duration:

Email template:

Name +

2022-08-07, 11:30:05
2022-08-12, 11:30:05
5 days

%Template name%

Email

¥4 Delivered / Total recipients
0% o0

+J Phished ©®
0% o

Monitor the simulation progress after phishing emails have been sent.

Response

i€ Mail opened
0% (20

& Link clicked ©

0 recipients

Delivered time

& Bounced ®

0% o120

[5] Data entered ®

0 recipients

First successful phishing

> %Recipient’s name%

%Recipient’s name%
%Recipient’s name%

%Recipient’s name%

%Recipient’s email%
%Recipient’s email%
%Recipient’s email%

%Recipient’s email%

Initiating
Initiating
Initiating

Initiating
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Expand for more
details about each

recipient
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NEITH

Start:
End:
Duration:

Email template:

Name +

2022-08-07, 11:30:05
2022-08-12, 11:30:05
5 days

%Template name%

Bounced 25%

Initiating 0%

Email

i Bounced ©®

10% cr20)

S Delivered / Total recipients & Mail opened
72% qer32) 50% )

+J Phished @‘ & Link clicked ®
33% @) 6 recipients

Not phished 66%

Response

[Z] Data entered ©®

3 recipients

Delivered time

Data entered

First successful phishing

> %Recipient’s name%

%Recipient’s email%

Delivered, Mail opened, Link clicked, Data entered

2022-07-11, 09:52:30

2022-07-11, 09:52:30

> %Recipient’s name% %Recipient’s email% %Response type% %YYYY-MM-DD hh:mm:ss% %YYYY-MM-DD hh:mm:ss%
> %Recipient’s name% %Recipient’s email% %Response type% %YYYY-MM-DD hh:mm:ss% -
> %Recipient’s name% %Recipient’s email% Bounced - -
> %Recipient’s name% %Recipient’s email% %Response type% %YYYY-MM-DD hh:mm:ss% -
> %Recipient’s name% %Recipient’s email% %Response type% %YYYY-MM-DD hh:mm:ss% %YYYY-MM-DD hh:mm:ss%




< Back Edit Settings Create New Simulation Download Assessment CSV
Status @ Completed 4 Delivered / Total recipients i€ Mail opened & Bounced @
Start: 2022-08-07, 11:3005 2% oz 50% @ 10% cr20)
End: 2022-08-12, 11:30:05
Duration: 5 days +J Phished ® & Link clicked © [ Data entered ®
Enalten e Klemplate name’ 33% (6/18) 6 recipients 3 recipients
Phished 33%
Delfvered 72% I Link clicked

Total recipients

Not phished 66%

Bounced 25%

=== |nitiating 0%

Scan your mailboxes to discover business email compromise (BEC) attempts, phishing attacks, ransomware, malicious files, and URLs in messages sent and received by employees in your
organization.

- Data entered

Scan Mailboxes >

|

Download the assessment
CSV report for the full
simulation results

Filter the results based on
the response type:

Select all

["] Bounced
[[] Delivered
[] Mail opened
+ Link clicked

+ Data entered

|
Department: All v Location: All 7 Response: Link clicked, ... v Q Recipient's name
Name + Email Response Delivered time
> %Recipient’s name% %Recipient’s email% Delivered, Mail opened, Link clicked, Data entered %YYYY-MM-DD hh:mm:ss%
> %Recipient's name% %Recipient’s email% Delivered, Mail opened, Link clicked %YYYY-MM-DD hh:mm:ss%
> %Recipient’s name% %Recipient’s email% Delivered, Mail opened, Link clicked %YYYY-MM-DD hh:mm:ss%

First successful phishing
%YYYY-MM-DD hh:mm:ss%
%YYYY-MM-DD hh:mm:ss%

9%YYYY-MM-DD hh:mm:ss%

Y
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A user can send a phishing

simulation to up to 5 employees Settings X
when first using the phishing Domsin Verfication  Allow List Settings -
SI m u | ato r. Domain Verification

You can only send a phishing e s s e s ey sl e
simulation to employees with the (@ 7 e T recor o the DNS host o the domains you vant o verty

same domain as the Vision One R

user. Waituntil your DNS configuration changes

This could take up to 72 hours to take effect depending on your domain host.

To send a Phishing simulation to

more than 5 employees the user ‘ After ing the DNS ion, return to the Settings screen and click “Verify” on the list
. . P For more assistance, contact your system administrator. (Find a sample email template here.) Never delete the TXT record from your server.
n e ed S to Ve rlfy t h e | r d O m a | n . The TXT record requires regular verification.
CliCk ”Edit SettingS" On the top Domain name Status
right Of yo u r' Scree n a n d fol IOW the trendmicro.com (9 Verification in progress -
instructions to verify your domain e

NGEDE
3
=
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