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About the assessment service
• Our Risk Assessment Service is designed to provide your customers with a comprehensive 

understanding of their cybersecurity posture.

• The goal is to help businesses identify vulnerabilities, assess their risk levels, and take actionable 
steps to mitigate potential threats.



Available Assessments
What to expect? 

• A Trend Micro technical advisor will give you an overview of each assessment

• You can select one or multiple assessments

• No sensor installation required for most assessments



4 | ©2023 Trend Micro Inc.

Available Assessments – Trend Vison One

• Cloud Posture Assessment 
– No sensor installation required.
– Discovers misconfigurations and corresponding risk levels in the cloud assets.
– Scans organization's cloud infrastructure to identify misconfiguration, compliance, 

and security risks based on common standards and practices.

• External Attack Surface Assessment 
– No sensor installation required.
– Discover risks hiding in customers’ internet-facing assets by Simply entering the 

organization's domain.
– Provides visibility of vulnerabilities, insecure connections, and unexpected 

services/ports within customers’ environment.

• Exchange Online Mailbox/Gmail Assessment
– Read-access only.
– Discovers BEC messages, phishing messages, ransomware, malicious files, and 

malicious URLs.
– Scans all messages sent and received in the last 15 to 30 days for all cloud mailbox 

users in customers’ environment.
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Available Assessments – Trend Vison One

• Phishing Simulation Assessment
– Online service. No sensor installation required. 
– Simulates a phishing attack and gain insight into the human risk that exists within 

their organization.
– Allows users to choose a phishing email template, select their employees, launch 

their simulation, and monitor the results.

• Vulnerability Assessment (Available by Request)
– Sensor deployment needed.
– Delivers custom tools to address new, specific common vulnerabilities and 

exposures (CVE).
– Scans endpoints and/or server applications for the recent OpenSSL 3.x, Samba or 

Log4j (Log4Shell) CVEs.

• At-Risk Endpoint Assessment (Available by Request)
– Sensor deployment needed.
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Assessment Guides and Report Samples
Click the links below to access each assessment’s step-by-step guide and report samples:

1. Cloud Posture Assessment
2. External Attack Surface Assessment
3. Exchange Online Mailbox/Gmail Assessment 

1. Office 365
2. Gmail

4. Phishing Simulation Assessment



Step-by-Step Assessment Walkthrough

Cloud Posture Assessment 
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• Click “Start Assessment”
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End to End Steps

• Click “Add Cloud Account”
• Choose between “AWS Account”, “Azure 

Subscription” and “Google Cloud Project”



Step-by-Step Assessment Walkthrough

Cloud Posture Assessment
AWS Account
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End to End Steps – AWS Account
• Choose AWS account
• Enter Account name
• Select CloudFormation Template region
• Click ‘Launch Stack’
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End to End Steps – AWS Account

• AWS CloudFormation stacks page launches
• Review the information and scroll down

Check this link for the full steps if needed: Adding an AWS account | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-aws-account
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End to End Steps – AWS Account

• Confirm that checkbox 
highlighted is checked

• Click ‘Create Stack’

Check this link for the full steps if needed: Adding an AWS account | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-aws-account
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End to End Steps – AWS Account

• When stack shows 
‘CREATE_COMPLATE,’ head back 
to our assessment page

Check this link for the full steps if needed: Adding an AWS account | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-aws-account
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End to End Steps – AWS Account

• Click the ‘Refresh’ button
• With the account selected, click 

‘Start Assessment’



Step-by-Step Assessment Walkthrough

Cloud Posture Assessment
Azure Subscription
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End to End Steps – Azure Subscription 
• Choose Azure Subscription
• Enter Subscription ID
• Specify a Name for the subscription which 

appears in the Cloud Accounts list.
• Click Download Azure Resource Creation 

Script.

Check this link for the full steps if needed: 
Adding an Azure subscription | Trend Micro 
Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription
https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription
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End to End Steps – Azure Subscription 
• In Azure Cloud Shell, access the command line 

interface.
• Create a new directory for the deployment 

folder and then access the folder.
• Copy the command or type mkdir 

[directoryName] && cd [directoryName]

Check this link for the full steps if needed: Adding an 
Azure subscription | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription
https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription
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End to End Steps – Azure Subscription 
• Upload the resource creation script to your Azure Cloud Shell. Azure Cloud Shell uploads the resource creation script to the root 

directory.

Check this link for the full steps if needed: Adding an Azure subscription | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription
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End to End Steps – Azure Subscription 
• Move the resource creation script to the deployment folder: Copy the command or type mv ~/cloud-account-

management-terraform.tf ./cloud-account-management-terraform.tf

Check this link for the full steps if needed: Adding an Azure subscription | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription
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End to End Steps – Azure Subscription 
• Initiate Terraform and apply the resource creation script: Copy the command or type terraform init && terraform apply

Check this link for the full steps if needed: Adding an Azure subscription | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription
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End to End Steps – Azure Subscription 
• In the Trend Vision One console, in the Connect 

Azure Subscription screen, click Done.

• The connection process might take a few 
moments to complete. You can refresh the 
Cloud Accounts screen to check the status of 
your added subscription.

Check this link for the full steps if needed: Adding an Azure subscription | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-azure-subscription


Step-by-Step Assessment Walkthrough

Cloud Posture Assessment
Google Cloud Project
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End to End Steps – Google Cloud Project
• Choose Google Cloud Project.
• Specify a Name for the project which appears 

in the Cloud Accounts list.
• Click Download Resource Creation Script.

Check this link for the full steps if needed: 
Adding a Google Cloud project | Trend Micro 
Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-google-cloud-project
https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-google-cloud-project
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End to End Steps – Google Cloud Project
In Google Cloud Shell, access the command line interface.
• Access the project you want to connect: Copy the command or type gcloud config set project [project ID] where [project ID] is the 

Project ID you want to connect.

• Create a new directory for the deployment folder within the project you want to connect, then access the folder: Copy the command 
or type mkdir [Project ID] && cd [Project ID]

Check this link for the full steps if needed: Adding a Google Cloud project | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-google-cloud-project
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End to End Steps – Google Cloud Project
Upload the resource creation script to your Google Cloud Shell. Google Cloud Shell uploads the resource creation script to the root 
directory.

Move the resource creation script to the deployment folder: Copy the command or type mv ~/cloud-account-management-terraform-
gcp.tf ./cloud-account-management-terraform-gcp.tf

Check this link for the full steps if needed: Adding a Google Cloud project | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-google-cloud-project
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End to End Steps – Google Cloud Project
• Initiate Terraform and apply the resource creation script: Copy the command or type terraform init && terraform apply

• In the Trend Vision One console, in the Connect Google Cloud Project screen, click Done.

• The connection process might take a few moments to complete. You can refresh the Cloud Accounts screen to check the status of 
your added project.

Check this link for the full steps if 
needed: Adding a Google Cloud 
project | Trend Micro Service Central

https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-google-cloud-project
https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-adding-google-cloud-project
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End to End Steps

• Click the ‘Refresh’ button
• With the account selected, click 

‘Start Assessment’



29 | ©2023 Trend Micro Inc.

Cloud Posture Assessment Sample Report
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Cloud Posture Assessment Report
Total number of rule checks 
done in customer’s cloud 
account, then drill down to 
compliant and noncompliant.  

Of the total noncompliant rule 
checks performed, we 
categorize the rule checks into 
5 risk levels.
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Cloud Posture Assessment Report This section shows compliance 
percentage against common 
standards and frameworks. 
Moreover, if customers  would 
like to see the full list, the link 
takes user to our Trend Micro 
docs site and introduce what 
detailed reports Vision One 
Cloud Posture can provide. 
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Cloud Posture Assessment Report
This section shows the top 
checked rules, order by risk level, 
with the noncompliant resources 
and details, so customers can 
take remediation steps 
accordingly.  
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Cloud Posture Assessment Report
Customer can click on the arrow on 
the left to view each failed rule in 
details, including number of 
resources, service, cloud provider, 
and rule category (we show max of 2 
resources, then encourage customer 
to activate cloud posture to view 
more). 
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Cloud Posture Assessment Report

For each rule that contains 
noncompliant resources, the 
customer can click on the View 
button on the right to see 
remediation steps they can take on 
the Trend Micro docs site. 
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End to End Flow

To view a pdf version of the report the user can 
click on the Download Report button to view a 
printable version.
If the customer would like to start a new 
assessment, they can trigger that from here. 
Historic assessments can be found on the top 
right of the Cyber Risk Assessment landing page



Step-by-Step Assessment Walkthrough

External Attack Surface Assessment 
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• After entering the EAS Assessment, the customer’s email domain is 
automatically added. 

• Additional domains cannot be added from within the assessment. 
• If the customer would like to add additional domains, this can be done 

from the Attack Surface Discovery app. 
• Note: Customers will need to assign credits or start a trial to 

access the ASD app. 

End to End Flow
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• Depending on the complexity 
of the customer’s environment 
and the number of assets 
discovered the scan could take 
some time to complete. 

• The user will receive an email 
notification once the results 
are ready. 

End to End Flow
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EAS Assessment Report
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EAS Assessment Report

Total number of internet facing 
assets associated with the 
domain of the customer
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EAS Assessment Report

Using the power of Trend Micro’s 
threat research, these are the 
number of potentially significant 
vulnerabilities on the organization's 
external-facing assets. These 
vulnerabilities are considered to be 
at high risk of exploitation by cyber 
attackers, emphasizing the need for 
immediate attention and 
remediation to mitigate the 
associated security risks
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EAS Assessment Report

These are hosts with 
configuration problems that 
make their network 
connections insecure
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EAS Assessment Report

These are services and ports that 
are considered to be potential 
security risks because they may 
not be part of the organization's 
intended external attack surface
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EAS Assessment Report

CVE’s will be ranked based on their  
Global Exploit Activity and severity. 
This will enable the customer to 
prioritize the remediation of these 
vulnerabilities
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EAS Assessment Report
The customer can find more 
details and the number and 
quantity of assets impacted in 
these lists
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End to End Flow

The user can drill down to view more detail by 
clicking on the hyper linked values or by clicking 
on View Details. Doing this will take the user to 
our Attack Surface Risk management trial and 
once that is started they can view all the detail 
in the Operations Dashboard. 
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End to End Flow

To view a pdf version of the report the user can 
click on the Download Report button to view a 
printable version.
If the customer would like to start a new 
assessment, they can trigger that from here. 
Historic assessments can be found on the top 
right of the Cyber Risk Assessment landing page



Step-by-Step Assessment Walkthrough

Exchange Online Mailbox/Gmail 
Assessment – Office 365
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Select Office 365, through “Exchange Online Mailbox/Gmail Assessment” 
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Select assessment scope and grant permission



52 | ©2023 Trend Micro Inc.



53 | ©2023 Trend Micro Inc.

Office 365 Assessment Report



Step-by-Step Assessment Walkthrough     

Exchange Online Mailbox/Gmail 
Assessment – Gmail
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Select Google Workplace, through “Exchange Online Mailbox/Gmail Assessment” 
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Install App
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Gmail Assessment Report



Step-by-Step Assessment Walkthrough

At-Risk Endpoint Assessment
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Select “At-Risk Endpoint Assessment”
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Select your endpoints to assess
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Option 1: select “Download Assessment Tool”
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Option 2: select “Select Endpoints From Inventory”



Step-by-Step Assessment Walkthrough

Phishing Simulation Assessment 
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• Choose and select an email template
• Click “Preview” and then you can edit the template to customize it if needed 
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Preview how the website would look like if the employees clicked the phishing link in the email template 
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• The first way to include the recipient list is manually
• Choose “Manual entry”, Click “Edit List”, then click “Next”
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• The “Name” and “Email” fields are mandatory
• The email domain for recipients must be the same as your sign-up account or verified domain
• Click “Add Recipient” to add the information of the second recipient, and so on
• Once finished inserting the data, click “Save”
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• The second way to include the recipient list is using a CSV file
• Choose “CSV file” as a data source, select “Import new CSV file” and then select “Add CSV file”
• Upload the file and click “Next”
• Please note that there is a CSV template for you to download
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You can use a previously-uploaded CSV file



73 | ©2023 Trend Micro Inc.

The third way to include the recipient list is using a Third-party data source
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Data source: Azure AD
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Data source: Active Directory (on-premises)
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Data source: Okta
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• Now you finished the “Recipients” step, and you have your list ready (through one of the three ways that we 
mentioned in the previous slides)

• In the “Delivery” step, set the end time of your campaign
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• Allow List Settings
• This is a vital step to ensure that the simulation emails are delivered to the inbox 
• Check the Instructions links
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In this final step, you can turn on the Follow-up Notification, that will allow the phished recipients to receive an 
email with some instructions to avoid any future risks
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Notification Template:

Customize the notification email template if needed 
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You can now monitor the simulation progress
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Expand for more 
details about each 
recipient
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Download the assessment 
CSV report for the full 
simulation results

Filter the results based on 
the response type:

Phishing Simulation Assessment Report
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Security control - Verifying your domain

• A user can send a phishing 
simulation to up to 5 employees 
when first using the phishing 
simulator.

• You can only send a phishing 
simulation to employees with the 
same domain as the Vision One 
user.

• To send a Phishing simulation to 
more than 5 employees the user 
needs to verify their domain. 

• Click “Edit Settings” on the top 
right of your screen and follow the 
instructions to verify your domain
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