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Trend Micro
Centralized On-Premise Security
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Endpoint Security:  Apex One – Single Converged Agent
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Runtime security for server workloads and data centers

Server Security:  Deep Security 
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Email Gateway Advanced Threats Protection

• Anti-spam
• Anti-phishing
• Email/Web Reputation
• Sender Filtering
• End-User Quarantine
• Content Filtering

• Internal Sandbox
• Service Password Analyzer
• Predictive Machine Learning
• Yara Rules
• Time-of-Click Protection
• 3rd Party products integration
• Intelligence Sharing
• Malicious Macro Detection
• Trend Locality Sensitive Hash

• External Sandbox (DDAN)
• Heuristics and Exploit Detection
• Web Reputation Service
• Business Email Compromise (BEC) 

protection
• Social Network Attack and Phishing 

protection
• Detection of Suspicious Objects

Two modules that can be combined Common Features

On-prem email gateway with advanced threat protection
Email Security:  Deep Discovery Email Inspector  
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• Utilizes ICAP, CAVA or RPC depending on manufacturer
• Highly available and scalable scan servers
• Scan Servers can be physical or virtualized

5

1 File access 2 Scan request

3 Scan result4 Access granted or 
denied

Client Storage Server Scan Server(s)

Notify filer clients of infection discovery5

Storage Security:  ServerProtect for Storage  
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OneDrive on-prem 
services 

SharePoint
Server/Cluster

SharePoint
Server/Cluster

SQL on-prem
services

Other query
services

Corporate users External users
• Anti-Malware
• True FileType Blocking
• Web Threat and URL protection
• Data Loss Prevention (DLP)
• Content Filtering
• Supports physical, virtual or private 

cloud deployments

Security Features

Storage Security:  PortalProtect for SharePoint 
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EDR correlation Central monitoring  
and response
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Security Analytics + Threat Intelligence

Storage
StorageProtect / 
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Apex Central:  Centralized On-Premise Security
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Apex Central:  Endpoint Detection & Response


