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7 N ERET S
O T1003-0SERIEHBD X > 7 [TEAZ Y 7T bDX o va— K1z o U v s

OX&H S N7//¥X 7 — F%fE->T” T1003_Demo_Script.zip” Z fZH L .
oY —AFHIHR > TWBIHR T T U A12%2FETT 5
-><Ja /b‘— CHBWTEHEREENEN A > TVWBRETERIZY T FOETART LAREWD
ML THBLBELIHY F7,
Activities : V C:¥Windows¥system32¥cmd.exe
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P Aut tion Center
Mobile Sec| AP T -
&5 Inventory FBADWindows T FiRA 2 M T—F= 2 b+ A —JLU. Endpoint Sensor
i BESEDCHOTVST EEHBLET . FHlCOVTE. oNILTHE
BLTCEEL,

Endpoint In i —— M . )
O FE VT ESISO-FU. T2 R beRiELES.

Email Acco FERDUT roFoO0—F

FoIA S S AN AT I CRESNTOEY

T TrendMicroBAS
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< Suspicious Remote COM Serve
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BEMERE v EFI: §AT

A7 () Workbench ID 4 S N EFIDERE

66 WEB-9 -20211104-00041 Demo - Credential Dumping via Registry

2 77— FORBZHEST O WorkbenchIDZ 27 v L. NBE%FER

Trend Micro Vision One™  wons

=
Bema - Credential Dumping via Registry
A user oblained accou a
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2-1 T 77— FrORBEEZ DOLEED/NAZ A1 -(objectCmd) % HER

(RIfTa~>¥F) A

Demo - Possible Credential Dumping via Registry
Hive

cmd.exe /c echo "reg.exe save hklm¥sam C:¥trend-micro-test¥trend-micro-test.hive"

( 2021-11-04
B2 (objectCmd) cmd.exe /c echo
[ENC
(objectCmd) cmd.exe /c echo “reg.exe

¢ save hkdm\sam Ci\trend-micro-testytrend-
( micro-testhive®

B (processFilePath) C:\Windows\System32\cmd.exe
222 77— FOARREZHER OFET7R77AM4LEFK
(RE7714L) O 7atXxY Y —H5”T1003_Demo Scrlpt bat"%T%7 A& L THES

[T
JAC &= @ Trend Micro Vision One™  wersench - wi-s4s6-20

Demo - Possible Credential Dumping via Registry

Obsenved Attack Technigues (1
Hive

B T1003_Demo_Scriptbat
ES 0S Credential Dumping. Security Z03
count Manager =

- 0S Credential Dumping e
L ——
@® 2021-11-04 2 AR < Creden
(objectCmd) cmd.exe /c ecl
[2 (endpointHostName} dsa2
parentCmd) C:AWindows\Explorer.EXE
processCmd) CAWindows\system32\cmd.exe /...
™ (processFilePath) CA\Windows\System32\cmd.exe
&2 |5 dsa2
SRREAEATOT7 L H

T1003_Demo_Scri...Lbat
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3 Bt O WorkbenchiZR Y. NA ZA4 b-[FRMRAJEHZ Y v 2 —[Isolate Endpoint]Z= 7 U v 7

S

L

DUy TR-FLIE

RESPONSE

T Isolate Endpoint
FHLLMER : — T SindpomtName
WA - T F

wLLws

fsctate Endpont
Start Kemate Shell Sesmon

Run Remote Custom Seript

Isolate Endpoint Task

After isolating, the endpoint immediately loses network access. Do you want to create the isolate endpoint task?
The task applies to the following targets:
Target os Office / Dep

[ dsa2 (192.168.0.105) Windows =f=

Description:

Demo lsolate Endpoin{

Create Cancel
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step | EAE  |@RRE

4 FTEZ77A40%EI OFT70774LVEBERRL AE774)L%EH7 Y v 7 —[Collect File]

Collect File Task

n This task is only applicable to properly licensed endpoints running supported operating systems. Ensure that the target
E‘ Security Agent is upgraded to the latest version and online for this task to complete.

= After the sample is collected, you can download the zip file from Response Management.
T1003_Demo_

YUy FR— FlicaE— Target
BE By 11003 Demo_Scriptbat

M ULMRSE : — (9 SFileFullPath i )

This task applies to the following endpoints:
FULESE : —39 SFileName ~
Endpoint 0s File path

SEIREE [ dsa? (192.168.0.105) Windows Ci\Users\Administrator\Desktop\T1003_Demo_ScriptT10...

Collect File

Totak1 | 1 /1
Submit for Sandbox Analysis

Description:

Create Cancel

X Collect FilelZ 132070 1Z E AN DD B RIBEMED B Y £ 9
D Response Management Trend Micro Vision One™  ges
DORET7 740
40— KAk

SEETET 7 4»@@(%@& iT%ﬁT@“

EEOA Ty MRS OBEIEZ. UTOFIEZERL £,

OTE7 7 4»%#v/#747DAMMWE%ﬁ5

O X%—> 7 74ANICRBENTS, XZ2—VDT v TT—hEeTILAFv o H2FETL, WIS

T
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TRINERTEDL S BIBHEAHIAZHMY. BHDRAFILLRLEY Y —IHhSEBEBET LA LT 2 B TIHEEL LD T, SOCR Y X ICEIRZIKFES
EMAR3

Workbench & OAT®D Med2A_E. A DThreat Hunting® 1T 5

Workbench & OATOMedium U X 7 U k% FAE

THREAT INTELLIGENCE

Intelligence Reports

@ Workbench+OAT+Threat Hunting

Workbenchl3SO0Ch 7 5 — kEE (Z 44 2 7= WorkbenchlZhl 2. WETEBHAINS FO% BHiE Workbench & OATICHI R, £+ &fIntelligence D S 88 X°
BDIZTHA v ANTHEEDSNY R IAET 5 — TEZLTWBEDHOATTY, THDZ D% FHRT MITREDTech|Z & % Threat HuntingZ 1T, U X7 Z[R
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-
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FaxXyh] EEVWET) ICETIEEE. LI, ZOMBOITRTONPFREEIZ. FLY YA 7 akREAXRIE L Y R4 7 0B%AEH-ARF 2 XV FEREHL TWEEZ=EAS
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TRENDMICRO, TREND MICRO, 7 A JLX/NX X —_ InterScan, INTERSCAN VIRUSWALL, InterScanWebManager. InterScan Web Security Suite. PortalProtect. Trend Micro Control Manager. Trend
Micro MobileSecurity, VSAPI, Trend Park, Trend Labs. Network VirusWall Enforcer, Trend Micro USB Security, InterScan Web Security Virtual Appliance. InterScan Messaging Security Virtual Appliance.
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