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Sample Case

FW Log
AttackType_Description: "S A X7t FXHE HY 542 Solf ID/PW S A|AHE Ao 2| 5

Apr 115:00:12 KGFW1 1,2018/04/01 SrclP_AttackType_History: "SSH Brute-Force", "RDP Brute-Force", "Include Injection”

15:00:11,211.218.76.85,165.141.246.183,0.0.0.0,0. ... Persistence Connection: “Y”

FW Log + Threat Intelligence Data

Fne Src IP Src Port S e DstIP AttackType_Description SrclP_AttackType_History

SrclP_Hacking_Tool Persistence Connection

DstPort ‘ DataSize Action ‘ Protocol

IPS Log + Threat Intelligence Data
IPS Log

AttackType: "SQL_Injection"
AttackType_Description: "& Z A7t ZZHEl SQL Query= & s EAMH DB HE FE”

"logDttm": "20180401T175939+0900", "srclp": SrclP_AttackType_History: "SQL Injection", "RDP Brute-Force", "Include Injection"
"126.XX.XX.XX", "count": 1, "category2": SrclP_Hacking_Tool: "BSQL"
"SQL_Injection”, "rawData": Raw_Match: "AND 1=1 UNION ALL SELECT 1?NULL","information_schema.tables",
— ’ ’ "xp_cmdshel*

"SNMP=Default:0| :URL...... Persistence Connection: “Y”

Hacking_group_History:”"Dragonfly”

Time Src IP Src Port Src Geo DstIP

J1Z IDPS 23 AttackType_Description SrclP_Hacking_Tool

DstPort DataSize Action Protocol AttackType SrclP_AttackType_History  Persistence Connectio

RawData Domain URI UserAgent Hacking_group_History Raw_Match
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Sample Case

APT Log

"deviceModel": “-", "eventNm": "Http File Transfer",

"category2": "Execution", "rawData":
"http://96elbadacdwd32x2.fryrids.com/10232",
"signature": "infection-match®......

Time Src IP Src Port Src Geo DstIP
DstPort DataSize Action Protocol

RawData Domain URI FileHash

EDR Log

Apr 1 15:48:10 EDR1 124.66.XX.XX
12312e123125seawd23e1e12e9171 54322 WIN-
4fwefkwkdkkwd 66a64044c27b4dc3ff5671652d4c12e0
60 c:\Windwos\system32\flash.swf 234.exe
File Detection PID:684 High

Time AgentIP FileHash FilePath

Processname EventName PID Severity

APT Log + Threat Intelligence Data
AttackType: "Malicious File Download"
AttackType_Description: “22|& URLE S| H &2 S
Domain_History: "2} 3 E HiZ 0|2 277 =Xf

Filehash_Reputaion:“Rootkit*

File_Pdb_Path:"c:\malware\hack.pdb”

Persistence Connection: “Y”
Mutex:”sdkfhksdlhjf”
Hacking_Group:”"Group123”

J|& APT 21

AttackType

Domain_History Filehash_Reputation

File_Pdb_Path

oY M CHREE A5 EfX|gt

AttackType_Description

Persistence Connection

Hacking_Group

EDR Log + Threat Intelligence Data

DstIP_Malicious_URL_history:"http://sdfngoaeor.ru/sdf.exe, http://sadffelkwjf.com/flash.html"
DstIP_File_Hash_C2:"4b420703c60ad834798b72e6cd1ce4fa, 35910deac00c7203b1dfb4c6de8bcOe0,
9fed2deb88db24caec3ce98574a71276"
DstPort_Desciption:"Not Well_known_Port"
DstPort_History:"2f M1}l = 2 M| A H 3712t 5 L%t PortE

Filehash_Reputaion:"Backdoor RAT"
C2&Port_Hacking_group:"APT28”
Persistence Connection: “Y”
Mutex:”sdkfhksdlhjf’
File_Pdb_Path:"c:\malware\hack.pdb”

DstPort_Description DstPort_History

Processname_Reputation Mutex

C2&Port_Hacking_

g

=

Group ‘

7IZ2EDR 21 DstIP_Malicious_URL_History DstIP_File_Hash_C2
Persistence Connection Filehash_Reputation

File_Pdb_Path
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Intelligence Managed Detection and Response
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