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Shared Responsibility : Cloud

Cloud You

Physical Operating System
Infrastructure Applications
Network Data

Virtualization Service Configuration
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Build, Ship, Run...
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Docker + Container
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Docker 2| A E 2{| 0| M (Orchestration)

http://tm.co:80 http://tm.co:80

tcp:1000 tcp:2000



Docker Orchestration

Source: httos.//containerd.io/



https://containerd.io/

Container

Kubernetes
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Docker &£t
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Docker £ ¢t
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« DS = Amazon ECS, Docker
Datacenter, Kubernetes, Docker
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Docker & ¢t
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- ZH[O|LH O A B K| /AH| ocker
EI_I gl.g H-l-OEI Ol Hlilggl [™ Identified File Details - Google Chrome - m| X

(® 10.52.117.105:8080/WebClient/com.trendmicro.ds.antimalware--AntiMalwareQuarantinedFileViewer.screen

7O:| _?_ Deep SeCU rity Malware Information
O“ A-I A-” —ITI— %3' E X‘Il _g_ Detection Time: March 15, 2017 13:48:56

Infected File(s): Jeicar

— Container ID File SHA-1: COF664616362B02F965A33FETECFF789D37417ER
. = Malware: Eicar_test_file
— Container O|&
| = Scan Type: Real Time
. =
- Conta iner Ol Dl X| O | = Action Taken: Quarantined
° ?_-l E‘” Ol |_1 %;I EE 9_' —I?I— O‘" Computer Information
CH |-h Computer: 10.203.183.98
XI_-I = 7 o Container Name: ecstatic_thompson
_ O| |:|I1|E xl_-| I:EF Container 1D: 4033e82521f64b740b432de29d78d674150149112c8be27929d4980b58f5F10
] Container Image Name: centos
(Syslog = AWS SNS)

— REST API
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the MARKET LEADER in

server security for 7 straight years

Intel
Symantec

Source: IDC, Securing the Server Compute Evolution: Hybrid Cloud Has Transformed the Datacenter, January 2017
#US41867116



Compliance L& (PCI-DSS)

PCI

Responsibility

Install and maintain a firewall configuration to protect cardholder data Shared
Do not use vendor-supplied defaults for passwords or other security parameters Shared
Protect stored cardholder data Shared
Encrypt transmission of cardholder data User
use and regularly update anti-virus software User
Develop and maintain secure systems and applications Shared
Restrict access to cardholder data by business need to know Shared
Assign a unique ID to each person with computer access Shared
Restrict physical access to cardholder data Cloud Provider
Track and monitor all access to network resources and cardholder data Shared
Regularly test security systems and processes Shared
Maintain a policy that addresses info security for all personnel Shared
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