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e TCP SYN Flood

SYN

SYN

SYN

Connection Table



BtAL/S= &4 - Layer 3/4

« UDP (DNS) Amplification Flood

UDP Packet with

spoofed src IP \

src=198.51.100.4
dst=203.0.113.32

Reflectors
203.0.113.32

Large response packet

192.0.2.1 sent to victim

NTP
DNS
SNMP
SSDP

198.51.100.4
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HTTP GET Flood

/

GET GET GET GET GET GET

Attacker(s) G - E - T Web Server

/

Slowloris « POST Flooding

12|, cache-busting attack, WordPress XML-RPC flood &
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4  F&(Transport) NIHE | SE 2t A gl M SYN floods
3  HIE=(Network) gzl A2 2™ =2|H Q2 o =g UDP reflection attacks
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. AWS MH|AFZS TH| Hi K|

2|0|0f 3/4 342 0|57 25 Amazon API Gateway Lt Amazon
CloudFront2l £€2 AWSAH|ASES OfZ 2|04 A THO| HHX| >
e7ls8 8ol d5 & Hobd &

Amazon AP| Gateway”t &5t 7|s:
« User authentication.
« Request throttling.
« Response caching.

« Requests logging.
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AWS Lambda
3. 3HT|I functions
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« VPC2 Internet Gateway

ol

)

_|
(@)
. S0}

<

iz

cl At EciE =2

_
=t

* AFS L2}

A
S

= 7
« Network ACL ##4

13



IP/Port Of CH

ot
Stateful 2}t

14



AWS HOF MH|A - Network ACL
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I Subnet ACL
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VPC MEUl, HOtOE, NACL

TCP:
80/443

ssh
bastion \
Amazon EC2

Hota &

e~ MySQL

2lAo] — I3y
8 A

Amazon EC2
security group

MySQL db
security group

TCP: Outbound

frontend Z2tO|S MEU backend Z2t0[8l A= Ul
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« CloudFront 2|20 Ciot MoteEl M2
- =Z Q3% XY blocking, Origin Access Identity(S3)

« Route 532 S9ll DNS =& HE %43}
« Create hosted zone: www.example.com
« Create A record set
« Create alias to CNAME
* Point alias to CloudFront URL
« Point CloudFront origin to ELB

« 3" party WAFE &9l 0{E2|AH 0| E=
« Request rate limits

. 5% {80l 2% 28
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OWASP Top 10

Rate Limiting

Whitelist / Blacklist (Customizable Rules)
Native Auto Scaling with WAF Sandwich
Learning Engine

Benefits
ACLs 2 B2l & (57t 340t J=X]
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EC2 Enhanced Elastic Load Balancing

Networking & Auto Scaling &7

Hg

g}

Amazon CloudFront&

ol XA9E2 4

Amazon Route 532|
Shuffle Sharding,
Anycast Routing=

¢ 788 g
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Create Auto Scaling Group

You can optionally add scaling policies if you want to adjust the size (number of instances) of your group automatically. A scalin
assign to it. In each policy, you can choose to add or remove a specific number of instances or a percentage of the existing gro
size of your group accordingly. Learn more about scaling policies

Keep this group at its initial size

® Use scaling policies to adjust the capacity of this group

Scale between| 2 |and| 10 |instances. These will be the minimum and maximum size of your group

Increase Group Size

Name: increase Group Size

awsec2-Al
breaches the alarm threshold: CPUUtilization >= 80 for 300 seconds
for the metric dimensions AutoScalingGroupName = AutoScaleGroup

Execute policy when: Group-CPU-Utilization Edit Remove

Take the action: Add v |2 instances v | wnen [gg <= CPUUtIlization < +infinity
Add step (i
Instances need: seconds to warm up after each step

Create a simple scaling policy (i

22
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Standard Protection
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AWS Shield Standard
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AWS Shield Advanced

= 22| Anti-DDoS AMH|A
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= DDoS Response Team (DRT) X| &
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Application Load k Load CloudFront
Balancer Balancer
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Amazon
Route 53
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AWS Shield Advanced
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« Traffic levels
. HBE 22
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- XY HTTP 2F =
« AP FAR

* URLs

* User-Agents
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IP checksum

« TCP valid flags
UDP payload length
DNS request validation
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