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Operating Systems 54.5%

BSD §1.0%

Most popular operating systems

: Darwin | less than 0.1%
change since

© WiTechs.com ~ Usage 1 February 2018 HP-UX |less than 0.1%
1. Unix 67.1% +0.3%
2. Windows 33.0% -0.2%

percentages of sites

Solaris | less than 0.1%

Minix | less than 0.1%

Unknown — 44.5%
W3Techs.com, 15 March 2018

Percentages of websites using various subcategories of Unix
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Linux Kernel NFSv4 nfsd PNFS Denial Of Service Vulnerability (CVE-2017-8797)

*  Linux Kernel2| NFsv4 Z & H E 0] CH 2 Dos | 7
o QA ZAX= FUAMS JIE BlEA A|AHY HA = IjZIS EWHO Z M O = oA

e NFS4.11.30|8} HHH O M= 2 E 0| M S0{ 2= GETDEVICEINFO / LAYOUTGETS| uDP If
ISI=
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8797

>§ ujo
|

...................................

Search CVE List

CVE-2017-8797 Learn more at National VLI|HPI iblllty Database (NVD)
+ CVSS Severity Rating » Fix Information « Vulnerable Software Versions » SCAP Mappir

The NFSv4 server in the Linux kernel before 4.11.3 does not properly validate the layout type when proces
remote attacker. This type value is uninitialized upon encountering certain error conditions. This value is us
knfsd and a soft-lockup of the whole system.
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RFC 40340]| X OIEI NSEC (Next Secure) 2| ZE+&
DNS Security Extensions (DNSSEC) O] Z=7}El
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https://www.ietf.org/rfc/rfc4034.txt
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Cryptocurrency Miner Distributed via PHP Weathermap Vulnerability, Targets Linux

Servers
‘BFHX [0 OFS BIE M LA ot of 2 AL 0/1“//50;7/(/.525/1— KIXFZ] 20 ExF

‘Cacti’s Network Weathermap plug-in S/ 2 2 &/ pHP /<& O/ CVE-2013-2618 = O/&E 3} Linux Web Server
[/AI-OEShe/I Aﬂ EE/ OEE aj A/ollo/cy _.‘:’_E//xﬂgz
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Figure 1. Network intrusion atfempts observed from the crypfocurrency-mining campaign
(December 2017 to mid-March 2018)

Malaysia
Turkey
Brazil

Others 34%

Figure 2. Country distribution of the malicious cryptocurrency-mining campaign
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Microsoft= Windows SMB #4313 & Ad F24H(CVE-2017-
01442} CVE-2017-0145)01 CHgt 2Ot i X| E2|=

~—~

o7 Z1& Shadow Broker EternalBlue exploit & 7

EternalBlue exploit2 O|- &3t WannaCry 2H4t

EternalBlue exploit= O| 2%t Petya 2H4t

EternalRomance exploit= O|& ¢+ Bad Rabbit & 74
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C&C Callback:
HTTP 8o port/216.126.224.%

E ts files, t ti
S A 1 {original filenatne}.ecrypt

web servers & databases

Arrives via exploits

&‘3
E L F Creates CRON task:

/etc/cron.hourly/géanacron

O




SCADA Zt# Zero-Day F 4™ 7t @)Tren s

100

Zero-Day

98% Increase

O Zero-day vulnerabilities
Vulnerabilities %

146% Increase O Zero-day vulnerabilities
(SCADA)

Zero-Day
Vulnerabilities 46 113
(SCADA)
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Intrusion Firewall Vulnerability Application  Integrity Log Anti- Behavioral Analysis Sandbox
Prevention Scanning Control Monitoring  Inspection Malware & Machine Learning Analysis
network attacks
Stzﬁiel 4 vulnerable ’ Lock down systems & Stop malware &
apolications & Servers detect suspicious targeted attacks
PP activity
mM Microsoft openstack
M Hyper-V n penstac egpsgﬁg? ) Google Cloud Platform * docker

c 1|
VCE 2

mmg Microsoft Azure =
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HAFE 2 3B A= 7

Vulnerabilities Covered in | Before 2014
and after 2014 (approx.) (approx.)

oS % Wﬁﬂlﬂol'ﬁ!ﬂ ﬁ%% i@ '321'3‘ Non-Windows OS and Core Services
HERI 2 E20flA] Xt

Web Servers

Application Servers

Web Console/Management Interfaces

Database Servers
DHCP, FTP, DNS servers

Deep Security F 2™ LIS
(CVEZ|E)

v NFS Server (1)
1008802 - Linux Kernel NFSv4 nfsd PNFS Denial Of Service Vulnerability (CVE-2017-87... e February 14,2018 CVE-2017-8797 High
v Web Client Common (2)

1003186 - Adobe Flash Player For Linux ActionScript ASnative Command Execution 9 August 26,2015 CVE-2008-5499 @ Critical
1008139 - Linux Kernel Use After Free Remote Code Execution Vulnerability (CVE-2016-... 9 February 8, 2017 CVE-2016-7117 @ Critical

~ Web Server Apache (4)

1005492 - Identified Suspicious Apache Linux/Cdorked HTTP Request Cookie Header e August 1,2013 N/A @ Critical

1005464 - Debian Linux Httpd Vulnerability e August 14,2013 CVE-1999-0678 Medium
1005642 - Red Hat Linux Apache Remote Username Enumeration Vulnerability Q August 28,2013 CVE-2001-1013 Medium
1000618 - Apache Linux Slapper Worm (.A variant) Probe e February 28,2018 N/A Medium
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File Servers

Other Servers

Command and
Control server

x| XFC} @) TREND

IPS Rules | Suspicious Metwork Activity | |AII - | | By Application Type |

g

C&C Eajml

& A U xpe

[ New - Delete... Properties. . Duplicate | ] Export -

Mame &

Suspicious Client Application Activity ()

1007576 - Ransomware Cryptesla
1007577 - Ransomware Hydra

100757% - Ransomware CryptFile
1007579 - Ransomware HTTP Request
1007581 - Ransomware Lectool
1007601 - Ransomware TCP Request
1007602 - Ransomware Locky

Suspicious Server Application Activity (33
1007533 - Ransomware TCP Request-1
1007580 - Ransomware HTTP Request-1
10074582 - Ransomware Lectool-1
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Ransomware g
Infects
End users

[ B
a—

EndPoints have
mounted file shares

/ @ - Provides early detection
/I B A S AFER

X 7| EFX| K}t

1007596 - Identified Suspicious File Extension Rename Activity Ower Netwark Share
1007598 - [dentified Suspicious Rename Activity Over Wetwork Share

N\

Ransomware  encrypts
files on shares even EI- ‘ |

though the server is not
infected

R U Ie 1007596 - Identified Suspicious File

Extension Rename Activity Over Network Share:
- Detects renames to 50 ransomware related
extensions.

File Server I
-W‘"fgwsbm) Linux R UI€ 1007598- identified Suspicious
amba
Rename Activity Over Network Share :

- Rule to prevent renames after N renames in T1

seconds for T2 seconds.
E.g. if Deep Security Detects 10 renames in 60
seconds stop any rename activity for, say, 24 hrs

(@) TREND
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BEX| & Lock down
(whitelisting)

— e DevOps 2t CI/CD Pipeline &4
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General

© Anti-Malware Application Cont

@ Web Reputation Configuration: ~ On

£ Firewall State:

© Intrusion Prevention Enforcement

=8 (S2AH0le & e &3

trol Events

@ 0n, Blocking unrecognized softw,;

Decision Logs;

v

Maintenance ModeZ & Ol 22| H 0l & ol S

Tog spection

Maintenance Mode

Application Control
While in Maintenance Mode,

M Interfaces Status: On, Indefinitely
£y Settings Turn Off
@ Updates ‘

X, Overrides

changed software w

Now

i & Application Control Event Viewer - Internet E % I:él-l OH % El 9.” Ol IAj ] X |
2 hitps//221132.91.220:4119/com trendmicrods) - A | S| KFEH O HHI E ©asM 2R
= o — ——
General Tags
General Information
Title: Execution of Unrecognized Software Blocked
Time: June 26,2017 12:39:15
Computer: 35.164.131.226
Event Origin: Agent
Ruleset: Local Ruleset
Reason:
Details
Action: ocked
Path: /home/ec2-user/ransom/
File: ffebffc89a0b417e56deadfdce962ee54f7ce00f
MD5: 27D857E12B9BESD43F935B8CC86EAABF
SHAT: FFEBFFC89A0B417ES56DEA3FDCE962EES4F7CEOOF
SHA256: 0B7996BCA486575BE15E68DBA7CBD802B1ES5F90436BA23F802DA66292C8A055)
User Name:
User ID: 1000
Group: ec2-user
Group ID: 1000
Process ID: 5820
Process Name: /usr/bin/bash
Next > Close

Security
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- O (U &9 23), - ED YA LEL ZENA 52 HElE HA

Ci : 52.35.121.123 @
224 RUHE ()

B Overview General  Advanced  Integrity Monitoring Events
rul q
== Anti-Malware i itori
o 7H Web A-I H-I ] Integrity Monitoring
@ Web Reputation Configuration:  On -
© Firewall State: ®  on,Real Time, 18 rules
Enable real-time scan

€ _Intrusion Prevention

® ntegrity Moniorh *  Real Time
il ntegrity Monitoring
HA[ZE 2tE]

— §
&Y Log Inspection |HtngltYSCEI’1
A Z0f| Qo ZHA| o Last Ful Scan For gy
- —l— o Application Control st full Sean For intearity
Sean For Integrity
M interfaces
& Settings Baseline
e { Last Integrity Baseline Created:  August 4, 2017 10:30
Updates
5 Rebuild Baseline View Baseline
X Overrides

AH X Assigned Integrity Monitoring Rules
=

E” Ol E.i gl Assign/Unassign. [=) Properties. Bewot ~  ER columns.
|:| E‘_‘I! 1= E_l NAME ~ SEVERI.. TYPE LAST UPDZ
oy O |_ EH O” H;‘ 74 & 1002766 - Unix - Directory attributes changed for /shin High  Defined  July 29, 200
@ al O'" _O_l 9_" ol u I-I_ o @ 1002770 - Unix - File Attributes Changes In /usr/bin And /ust/sbin Locations High  Defined  June28,20°
_7|(_7| I:él-?_:’ I—|I- H = g I @ 1002771 - Unix - Permissions of log files changed High Defined  October 12, }

0
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Deep Security
Manager

—%

Event handling

Event log

00:00:01 01Aprl7 EventA Medium
00:00:10 01Aprl7 EventB Medium
00:00:20 01Aprl7 EventC Critical
00:00:30 01Aprl7 EventD Low
00:00:40 01Aprl7 EventE Low
00:00:50 01Aprl7 EventF Medium
00:01:00 01Aprl7 EventG Low

Rule: Severity level= Critical

Deep Security
Agent

Security
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Platforms

» Windows (10.3 Agents)
ﬂed Hat Enterprise Linux (10.3 Agentm
» CentOS (10.3 Agents)
» Oracle Linux (10.3 Agents)
e SUSE Linux (10.3 Agents)
= Ubuntu (10.3 Agent)
» Debian (10.3 Agent)
» Cloud Linux (10.3 Agent)

Qmazon (10.3 Agents) /

= Azure (10.3 Agents)
» Agentless (NSX) (10.3 Agents)

PLATFORM

Ubuntu Linux 16 (64 bit)
Ubuntu Linux 16 (64 bit)

Ubuntu Linux 16 (64 bit)

Red Hat Enterprise 7 (64 bit)

Ubuntu Linux 16 (64 bit)

Red Hat Enterprise 6 (64 bit)

https://help.deepsecurity.trendmicro.com/supported-features-by-platform.htmi

STATUS ~

Managed (Online)
Managed (Online)

Managed (Online)

Managed (Online)

Managed (Online)

Managed (Online)

(@) TREND

Anti-Malware Enabled

D260

POLICY

None
None

None

None

None

None

Security
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TrendLabs: Security Intelligence Blog 2

. https://blog.trendmicro.com/trendlabs-security-intelligence/

Trend Micro | About TrendLabs Security Intelligence Blog

. TrendLabs & SECURITY 00000
M INTEI_LIGE Blog

SECURITY NEWS DIRECT FROM THREAT DEFENSE EXPERTS

‘ Home ‘ Categories ‘

Security Predictions for 20

Attackers are banking on network
vulnerabilities and inherent weaknesses
| { to facilitate massive malware attacks, IoT
J hacks, and operational disruptions. The

% I = ‘ ever-shifting threats and increasingly
WannaCry Ransomware Sold in the Middle Eastern and

expanding attack surface will challenge

North African Underground users and enterprises to catch up with
their security.

The Middle Eastern and North African underground is where culture, ideology, and cybercrime meet. Learn Read our security predictions for 2018.

what wares are on display, how much they cost, their real-world implications, and their outlook in the
grander scheme of cybercrime

Business Process Compromise

23
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