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Threat Indicators File Dotails
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1 Throat Probability H Probable Threat Type
. .
i 95% : Ransomware
. .
.

"sssssEssssEEEEEmEEEns
Trend Micro Predictive Machine Leaming uses advanced machine leaming technology 1o correlate threat information and perform in-depth file analysis to detect amerging unknown security risks through digital DNA
fingerprinting. API mapping, and other file faatures

Threat Identifiers

The file uses the following API function calls, which indicate one reason that this file may contain an
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Similar Known Threats
Ransom CERBER BZC
Ransom CERBER C
Ransom_CRYPNISCA SM

unknown thraat

* CopyFileW

+ CreateFileA

« CreateFlleMappingW
* CreateFlleW

+ CreateMutexwW

File DNA
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T O W
Dashboard | Directories + Policies v | lLogs + ] Reports I Updates + Administration ]

L server visibility &

T\ ‘ DLP Incident Investigation H Data Loss Prevention ‘ Compliance H Threat Detection Smart Protection Network DDI Page 11 \ + HT\
> Play Tab Slide Show 3 ab Settings Add Widgets™
_Criﬁcal Threats 2w Control Manager Top Threats 2 - J‘
Last refresh- 03-05-2015 16:00 ) ‘ Last refresh: 03-05-2015 18:33 |
Range 02127/15 ~ 035115 | | Range: |1 Week v 02127115 ~ 03/05/115

Malicious Files ¥ Display:

@ B critical threat types

AZKM_DROPEX,D
TRO)_LAZIOK.B

Threat Type Important Users Other Users SWF EXPLOIT.OJF
Known Advanced Persistent Threat (APT) 1 3 . A4 JS_DLOADR.IBNZ
Social engineering atlack 0 0 ARPV_FAREIT.YOI

p JS_DLOADE.XXPU
Vulnerability attack 3 8

I S _DLOAD.CRYP

LTk ovesany ' " BN TROJ_CRYPWAL.YO!
Potential threats 0 0 IS Tspy WOOLERG.A
C&C callback 5 10 TRO)_MDLINK.A

D anenrmmaars 1 A 0N [=) 18 27 26 45
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