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Network

TCP Session Setup >
TCP/135 Session established | Vulnerable to

BIND to awlnerable Interface
e.g.000001a0-0000-0000...

MS03-026

REQUEST for fuction call (opnum)
OPNUM 4

Buffer Overflow via inappropriate agument

»

WW..long string with shellcode: --WHilename

Cha THEA %) 2hAlo] Exploit Filter = Qt/0|St/zigt 01
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ttai er TippingPoint NG IDS/IPS

X

! TCP Session Setup o
TCP M IZ HAL TCP/135 Session established | Vulnerable to
+ MS03-026
£|OFXI0| Q)= O IE{TH[O| A9} . BIND to awulnerable Interface
BIND ZIA} / |, ©9.00000120-0000-0000..
+
x5 HuNction callS 5t REQUEST for fuction call (opnum)
REQUEST ZHAt / — OPNUM4
+
M 0|2 32 bytes X} Buffer Overflow via inappropriate agument
S HA > YW, long string with shellcode: --¥filename
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MS12-027 SQ1CFEE Eoiol? | /ol SYIMS12-027 HOHF[RFFHS Hoisl? | fH
1300071 O 2| BE| & "1PHe| HEf 2 LRS! % 27,0007 OAle| LE{ F 250 lio| ZEf TR
(5 EXploit S S I ti= 20 R0 LE| X8 Le)

v M512-027 (25)

Filter Specific Info (1:13801) "FILE-IDENTIFY RTF file download request”

1:15587) "FILE-IDENTIFY Microsoft Office Word file download request”™

Filter Name: x) 1:18516) "FILE-IDENTIFY Microsoft Office Word file download request™
1:20486) "FILE-IDENTIFY RTF file magic detected”

Description: | ms12-027 L 1:20795) "FILE-IDENTIFY Microsoft Office Word file attachment detected”
1:20796) "FILE-IDENTIFY Microsoft Office Word file attachment detected™

CVE Id: X 1:21746) "FILE-IDENTIFY RTF file attachment detected”
1:21747) "FILE-IDENTIFY RTF file attachment detected”

Bugtrag id: =)

1:21798) "FILE-OFFICE MSCOMCTL ActiveX control deserialization arbitrary code execution attempt”
1:21799) "FILE-OFFICE MSCOMCTL ActiveX control deserialization arbitrary code execution attempt”
1:21800) "FILE-OFFICE MSCOMCTL ActiveX. control desenalization arbitrary code execution attempt”
1:21801) "FILE-OFFICE MSCOMCTL ActiveX control deserialization arbitrary code execution attempt”
1:21896) "FILE-OFFICE Microsoft Windows common controls MSCOMCTL.OCX buffer overflow attempt”™
1:21897) "FILE-OFFICE Microsoft Windows common controls MSCOMCTL.OCX buffer overflow attempt”™
1:21898) "FILE-OFFICE Microsoft Windows common controls MSCOMCTL.OCX buffer overflow attempt™

Rethink SecOps for IDS/IPS !! :

Search Results (1)

State | Name

0‘ 12232: HTTP: Microsoft Windows Common Controls Buffer Owverflow
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(1:21797) "FILE-OFFICE MSCOMCTL ActiveX control desenalization arbitrary code execution attempt”
(
(
(
(
(
(
(

12
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Z ' o ELM Hom¢ Comn View
o x| #4 | iieudel | I | T
CPU  Private Bytes | "WiokingSeti PID  Description
1684K
2624K 3116K
16K
064 K 572
3516 Shel Infrastructure Host
3808 Windows Explorer
8628 Windows Command Proce
2936 Console Window Host
2 procexp exe 8700 Sysntemals Process Explo
2y procexpbd exe 6 384 Sysntemals Process Explo
FoxtReader exe 8124 Foxt Reader 83

i fontdrvhost exe
winlogon exe

¥ fortdrvhost exe

Get a quick start with ConnectedPDF
a8 conhost exe:

C a disruptive technolog,
CPU Usage: 31.87%  Commit Charge:

reation, sharing, and trac
VMware
Share..

Foxit Reader

s it time to get serious?

The Future Of PDF Integration

1617 AM

A~ B @ a0

15
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G0 ENl
Filter Name : ZDI-CAN-451 Jﬂﬂ'ﬁ'l-OI Blg|=
0-DAY I @ @
A ZDI= 2t M| = Ao
s i fontozyel 2010 3 el
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Recycle Bin

VMware
Workstati.

]

ProcExp

Process
B i nvxdsync.exe

[Elnvscpapisvr.exe
svchost.exe
igfxCUIService.exe
svchost.exe

audiodg.exe
RtkAudioService64.exe

RAVBg64.exe
svchost.exe
svchost.exe
spoolsv.exe
AdminService.exe
IntelCpPHDCPSve.exe
svchost.exe
esif_uf.exe

esif_assist 64.exe
svchost.exe

CEEEEYLE

vmnat.exe
vmnetdhcp.exe
@ WavesSyssSvced.exe
W vmware-authd.exe
W vmware-vmx.exe

vmware-usbarbitrator6d.exe

MsMpEng.exe
IntelCpHeciSve.exe
vmware-hostd.exe
svchost.exe
NisSrv.exe

_ Searchindexer.exe
svchost.exe

CPU Usage: 7.35%

O Ask me anything

0.08
0.29

<0.01

0.04

<0.01

E"J

Private Bytes
10,588 K
2,832K
13,728 K
1,704 K
2,864 K
26,944 K
1,680 K
5820K
3,340K
4,008 K
5896 K
2,664 K
1,424 K
6,416 K
1,608 K
1,008 K
7,292K
1,888 K
7,404 K
5,908 K
4,204 K
536,520 K
2,408 K
121,532 K
1,964 K
27,568 K
1,592 K
15,188 K
26,768 K
4,084 K

g 1

|E 5l 2E|AE I}

ZlVmware Escape 32

Working Set
23,856 K
7,592K
21,960 K
8,052K
9,584 K
35,300 K
7,292K
13,184 K
11476 K
12,776 K
14,460 K
7,752K
7,072K
21344K
6,356 K
3,800K
19,776 K
6,856 K
4,788K
11,872K
11,436 K
2,541,480 K
9,984 K
120,202 K
7,604 K
47,228K
6,760 K
7,828K
23,784K
18,724K

PID Description

1728

1516 Stereo Vision Control Panel
1532 Host Process for Windows S
18761gtxCUIService Module
2008 Host Process for Windows S.
4288

1632 Realtek Audio Service
2192
2248 Host Process for Windows .
2372 Host Process for Windows S.
2484 Spooler SubSystem App
2724 Windows Setup API
2760 IntelCPHDCPSve Executable
2780 Host Process for Windows S..
2812 Intel(R) Dynamic Platform a...
2148
2952 Host Process for Windows S.
2960 VMware NAT Service
2968 VMware VMnet DHCP service
2996 WavesSysSve Service Appli
3032 VMware Authorization Service
5496 VMware Workstation VMX
3040 VMware USB Arbitration Ser.
3064 Antimalware Service Execut
3112 IntelCpHeciSve Executable
3560
3608 Host Process for Windows .
3968 Microsoft Network Realtime

880 Microsoft Windows Search |
1768 Host Process for Windows S,

Commit Charge: 30.64% Processes: 77 Physical Usage: 32.67%

Company Name

NVIDIA Corporation

- Microsoft Corporation

Intel Corporation
Microsoft Corporation

Realtek Semiconductor

- Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Windows (R) Win 7 DDK p.
Intel Corporation
Microsoft Corporation
Intel Corporation

Microsoft Corporation
VMware, Inc.
VMware, Inc.

Waves Audio Ltd.
VMware, Inc.
VMware, Inc.
VMware, Inc.
Microsoft Corporation
Intel Corporation

- Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

2 Al >

User Name
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<unable to open .
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
DESKTOP-6FGLS.
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
DESKTOP-6FGLS.
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
<access denied>
DESKTOP-6FGLS.

==
-3

Image Type Integrity

64-bit Medium

64-bitMedium

64-bit Medium

3:08 PM
3/22/2017
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ZDI-18-151

Pwn20wn

ZDI-18-150

Pwn20wn

ZDI-18-149

Pwn20wn

ZDI-18-148

Pwn20wn

ZDI-18-147

Pwn20wn

ZDI-18-146

Pwn20wn

ZDI-CAN-5345

ZDI-CAN-5344

ZDI-CAN-5343

ZDI-CAN-5342

ZDI-CAN-5341

ZDI-CAN-5340

CVE-2017-7172

CVE-2017-7160

CVE-2017-7162

CVE-2017-13866

CVE-2017-7171

CVE-2017-13870

2018-02-07

2018-02-07

2018-02-07

2018-02-07

2018-02-07

2018-02-07

2018-02-07

2018-02-07

2018-02-07

2018-02-07

2018-02-07

2018-02-07
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- CVE-2017-3289, CVE-2016-0165, CVE-2016-2123, CVE-2016-6814, CVE-2016-8204, CVE-2016-8205, CVE-2016-8206, CVE-2016-8207, CVE-2016-8211, CVE-2016-8341, CVE-2016-8341, CVE-2016-8519, CVE-2017-0011, CVE-2017-
0015, CVE-20170018, CVE-2017-0032, CVE-2017-0047, CVE-2017-0067, CVE-2017-0094, CVE-2017-0155, CVE-2017-0158, CVE-2017-0226, CVE-2017-0228, CVE-2017-0233, CVE-2017-0234, CVE-2017-0236, CVE-2017-0238, CVE-
2017-0240, CVE-2017-0240, CVE2017-0250, CVE-2017-0266, CVE-2017-0285, CVE-2017-0285, CVE-2017-0291, CVE-2017-0291, CVE-2017-0291, CVE-2017-0292, CVE-2017-0293, CVE-2017-0296, CVE-2017-10940, CVE-2017-
10941, CVE-2017-10942, CVE-2017-10943, CVE-2017109: -10945, CVE-2017-10946, CVE-2017-10947, CVE-2017-10948, CVE-2017-10949, CVE-2017-10950, CVE-2017-10951, CVE-2017-10952, CVE-2017-10953, CVE-
2017-10954, CVE-2017-10955, CVE-2017-11209, CVE-20 2017-11 2017-11212, CVE-2017-11214, CVE-2017-11216, CVE-2017-11216, CVE-2017-11217, CVE=. 18, CVE-2017-11219, CVE-2017-11223,
CVE-2017-11224, CVE-2017-11227, CVE-2017-11228, CVE CVE-2017-11231, CVE-2017-11232, CVE-2017-11233, CVE-2017-11234, CVE-2017 7-11236, CVE-2017-11237, CVE-2017-

11238, CVE-2017-11239, CVE-2017-11239, CVE-2017-11241, 1242, CVE-201711243, CVE-2017-11244, CVE-2017-11244, CVE-2017-11245, CV CVE-2017-11249, CVE-

2017-11251, CVE-2017-11252, CVE-2017-11255, CVE-2017- 017-11257, CVE-2017-11258, CVE2017-11259, CVE-2017-11259, C 017-11260, 1, CVE-2017-11265,

CVE-2017-11267, CVE-2017-11268, CVE-2017-11269 71, CVE-2017-11274, CVE-2017-11382, CVE-2017-11383, CV. 11387, CVE-2017-

11388, CVE-2017-11388, CVE-2017-11389, CVI 391, CVE-2017-11392, CVE-2017-11393, CVE-2017-11394, CVE-2017-11 017-11794, CVE-

2017-11800, CVE-2017-11812, CVE-2017-1226 7-12488, CVE-2017-12489, CVE-2017-12490, CVE-2017-12491, CVE-201 , CVE-2017-12496,

CVE-2017-12497, CVE-2017-12498, CVE-2017- 201 -2017-12501, CVE 12502, CVE-2017-12503, CVE-2017- 12504 CVE-2017- 12 0 E-2017-12508, CVE-2017-

12509, CVE-2017-12510, CVE-2017-12511, CVE- 12, CVE 513, CVE 2017-12515, CVE-2017-12516, CVE-2017-12517, CVE~ 20, CVE-201712521, CVE-

2017-12522, CVE-2017-12523, CVE-2017-12524, CVE-2017-12525, 017-12526 VE-2017-12556, CVE-2017-12557, CVE-2017-12558, 2561, CVE-2017-1

CVE2017-12705, CVE-2017-12707, CVE-2017-12710, CVE-2017-12 E-2017-1 983, CVE-2017-13984, CVE-2017-13985, CVE-2017-

14078, CVE-2017-14078, CVE-2017-14078, CVE-2017-14078, CVE- 078, CVE -2017-14078, CVE-2017-14078, CVE-2017-140

2017-14078, CVE-2017-14078, CVE-201714078, CVE-201 -14078, CVE-2017-14078, CVE-2017-14078, CVE-20

CVE-2017-14078, CVE-2017-14078, CVE-2017-14078, C E-2017-14078, CVE-2017-14078, CVE-2017-14078, CV

14078, CVE-2017-14078, CVE-2017-14078, CVE-2017-140 078, CVE-2017-14078, CVE-2017-14078, CVE-2017-14078

2017-14078, CVE-2017-14078, CVE-2017-14078, CVE-2017 14078, CVE-2017-14078, CVE-2017-14078, CVE-2017-14078, CVE-2017-

CVE-2017-14079, CVE-2017-14079, CVE-2017-14080, CVE-20 , CVE-201 2017-14088, CVE2017-14088, CVE-2017-14350, CVE-2017-2354, CVE-20

CVE-2017-2463, CVE-2017-2481, -2491, CVE-2017-2 VE-2017-252 -2526, CVE-2017-2530, CVE-2017-2533, CVE-2017-2534, CVE-2017-6977, C

2538, CVE-2017-2539, CVE-20 2017-2541, CVE 7-2542, CVE-2017-2543, CVE-2017-2544, CVE-2017-2545, CVE-2017-2546, CVE-20172547, CVE-20

2017-2946, CVE-2017-2949, , CVE-20 2017-2949, CVE-2017-2949, CVE-2017-2949, CVE-2017-2949, CVE-2017-2949, CVE-2017-,

CVE-2017-2949, CVE-2017-294 2949 VE-2017-2951, CVE-2017-2959, CVE-2017-2960, CVE-2017-2961, CVE-2017-2962, CVE

2967, CVE-2017-2970, CVE-2017- 6, CVE-2017-2977, CVE-2017-2978, CVE-2017-2979, CVE-2017-2981, CVE-2017-299

2017-3001, CVE-2017-3001, CVE- 7-3009, CVE-2017-3019, CVE-2017-3020, CVE-2017-3021, CVE-20

CVE-2017-3032, CVE-2017-30 035, CVE-2017-3036, CVE-2017-3040, CVE-2017-3042, CVE-2017-30.

3046, CVE-2017-30: -2017-3050, CVE-2017-3051, CVE-2017-3052, CVE-2017-3053, CVI 3 b b

2017-3060, CVE 5, CVE-2017-3080, CVE-2017-3082, CVE-2017-3083, CVE-2017-3084 VE-2017-3115, CVE-2017-3120,

CVE-2017-3121 3122, CV. 3122, CVE-2017-3122, CVE-2017-3123, CVE-2017-3 =4902, CVE-2017-4902, CVE-2017-

4903, CVE-2017~ 017- 017-4911, CVE-2017-4911, CVE-2017-4911, CVE-201 997, CVE-2017-5053, CVE-2017-5059, CVE-

2017-5154, CVE-2C E-2C E-2017-5789, CVE-2017-5790, CVE-2017-5791, CVE-20

CVE-2017-5805, CVE -5806, C 12, CVE2017-5816, CVE-2017-5817, CVE-2017- 5818 -2017-5822, CVE-2017-5823, CVE-2017-

6020, CVE-2017-6023, CVE-2017-6621, 7-6636, CVE-2017-6637, CVE-2017-6669, VE-2017-6991, CVE-2017-7000, CVE-

2017-7001, CVE-2017-7002, CVE-2017-7 , CVE-2017-7091, CVE-2017-7092, CVE-2017 29, CVE-2017-8002, CVE-2017-8002,

CVE-2017-8002, CVE-2017-8003, CVE-20 017-8012, CVE-2017-8013, CVE-2017-8015, CVE- 8455, CVE 2017- 846 -8465, CVE-2017-8465, CVE-2017-

8466, CVE-2017-8467, CVE-20 2017-8496, CVE-2017-8503, CVE-2017-8532, CVE-2017-8547, CV V 2017-8576, CVE-201 , CVE-2017-8578, CVE-2017-8579, CVE-

2017-8580, CVE-2017-859 CVE-2017-8601, CVE-2017-8601, CVE-2017-8624, CVE-2017-863 " 2017-8661, CVE-2017-8676, CVE-2017-8689,
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2017 NSS Labs : NGIPS Group Test Results
Latency & Performance
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ABILITY TO EXECUTE
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