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Security Professionals’ Greatest Concerns
Of the following threats and challenges, which concern you the most?

Phishing, social network exploits, or
other forms of social engineering

50%
Sophisticated attacks largeted

directly at the organization
I 45

Accidental data leaks by end users
who fail to follew security policy
I 21%

Polymorphic malware that evades
signature-based defenses
I 20

Ransomware or other forms of exdortion
perpetrated by outsiders
I 17

Data theft or sabotage by malicious
insiders in the organization
I 16%

Attacks or exploits on cloud services, applications,
or slorage systems used by my organization
I 15%
2~ Black Hat Survey, 2017 78
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DEEP DISCOVERY
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 .EXE, .DLL, .JS, .JSE, .VBS, .VBE, .WSH, .PS

Edit Content Filtering Rule
Rule name: Quarantine message (attachment is executable)

Scanning Criteria

Attachment

File type: Contains selected file types

= ¥ Alltrue file types
=} Executable
COM
EXE
DLL
Java byte code (.cla; .class)
MSI
APK
» Document
» IMAGE
¥ Media
» Compressed files

Microsoft Windows shortcuts

Custom file extensions

exe x com x dl x  bat x js x jse ¥ wbs x wbe x wsh x

I‘l XH @IBEISE" '?';C;r:ilt:yszma
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o
Actions
Action: Block and quarantine
Send notification: None
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100%

Breach Detection Rate
2017

Trend Micro™ Deep Discover

K
W
U 4 :
HE
=~ |G
J& 1
0l 2010
WO R o
olklMlwd 3
TR 5l
1 KIS oo
Irokml =%
Ok or MF 3 oll
=1 o
AT ©  @FIIC
SUBUT  py IH
EIECYRLL s
= Jxﬂ 0B
K = OH | =
O S
wl = nq 3=
- — 1=
ofxTx <l
KFros @l Y,
THURO Ul X
= I
*

RECOMMENDED 4 years in a row



A2 Y EFX] B TREND. | S e

° Tre n d X Siz?: 326144 bytes Siz?: 196380 bytes
. TbY A H O B EHX] ; :
. IY USR5S IHOR S EHOE T AL opeode |
o YHX|X| G2 ofd PELE I AT EHEQJS 5) EHA

1024X1 Vector : 1024X1 Vector

e Macrowave

- RUOAOIAE AFIAE FHAE Hilzd AT
N
1o TrendX
Ransom.Win32 TRX.XXPEOO5
File lcype PE Fille Model (BP for Behavior)

Threat type Threat family
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2] Targeted Attack Against Taiwanese Agencies Used Recent
12

Microsoft Word Zero-Day
2:3 am {UTC-7) | by Trend Micro

[ £ share [l F3 Recommend SETTREEA T NNE- R

Vulnerabilities, particularly zero-days, are often used by threat actors as the starting point for targeted attacks. This
was certainly the case for a (then) zero-day vulnerability (CVE-2014-1761) affecting Microsoft Word. In its security
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— i Risk level:
XD-I _I?I_J'Ll- C)EI 9' _|I- g %-I 'SID'_l _ Notable Characteristics
E T7LOIl O @ Anti-security, self-preservation
DI- X | (C&C% AI_I ’ lLl- =— E’ E l—l- 4# Autostart or other system reconfiguration
= re) () SH O = : : -
Tae Heo AT, FE, s
X"%Al X—|I- %.I ‘(13‘ ) ¢ Hiack, redirection, or data theft

% Malformed, defective, or with known malware traits
IJE-I El _S'_ %:1 x-” X-” +_H E tl—|I- ﬁ 01| A-I {BF Process, service, or memory object change
L= H A ¥ Rootkit, cloaking
o A | L @ Suspicious nefwork or messaging activity
+_H = |:|_I A §| El -6(-3” _?_l E_Dl.xl 7| % L i Other threat characteristics
A e icro™ Deep Discove

HEQT 7|8t &2 Mt S SE s
OC L O|E HHAIO| & EFX| MK RECOMMENDED 100/0
a1 0O Breach Detection Rate
o TT - 2017 -

RECOMMENDED 4 years in a row
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Create a Custom Virtual Analyzer image

Required Applications

‘The Virtual Analyzer image sequires the following necessary applications for threat
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analysis
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TasLe F-1. Required Applications RSy ‘_,,—"' ‘ ngh risk
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APPUCATION DescriTion T PPt « Low risk
IS _d-- — =
Microsoft Office 2003, 2007, or 2010 - " @ Norisk
-
Ensure that macros are enabled. See https // -
support office. com for details. - I‘
Adobe Reader eEhen ! sl A M - hiip://www.eicar.org Yol
\ - ’
y ¥ Trend Micro ecommends instaling the verskon of J T WAx | we 2@ / )
Adobe Reader that is most widely used in your Y T = 7
- O [calibr BRI B 0 W/ [ B3
Townload the most current version of Adobe ==z § = | o=
Refhder. o to hitp /www adobe com/downloads/ SESS B s Uaex x £ A HF Bl D;‘i?x' a2 | |
’
It you have Adobe Reader installed, check Preparing /
Adobe Reader on page F-4 for details. If you do not
install Acrobat Reader, Virtual Analyzer does the e A krkiim@internal.co kr; /
e =] ;
= 3K - BI Y2 WIEA
Automaticaly installs Adobe Reader 8, 9, and 11 on 2yz | l TN - it/ fonew.cicaorg I sEEEs
allimages
Uses all three versions during analysis orasiAa?
WARNING! . o c = a1 B0l =
Ry - i o AMME HJ0 Us TS SoiM TSI 5 AFLICH
resources.
If the image runs Windows XP, install NET SEALSHL]
Framework 3.5 (or later). SArErLIC
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NE.XIT lGIEN
FIREWALL

Check Point

Palo Alto Networks
Blue Coat

Integrated Products/Services

Control Manager Deep Discovery Director Threat Intelligence Sharing Auxiliary

General

Enable Threat Intelligence Sharing to allow integrated products/services to obtain informatior]

Last generated: 2017-11-24 10:36:36 Generate Now

Download file:

https://10.64.1.132/nonprotect/urishare. txt

SIEM NETWORK
IBM Qradar IPS
HP Arcsight TippingPoint TPS
Splunk
AlienVault
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Dashboard

@ Deep Discovery Email Inspector

Detections Policies

here: Administration > Integrated Products/Services

Integrated Products/Services

Alerts | Reports Administration

Last generated:

Download file:

Server Settings

Colirgl Mangoer _ Decp Discovery Direcior fl  Threat Intelligence Sharing Ruxiliary Products/Services
General
Enable Threat Intelligence Sharing to allow i to obtain i ion from Deep Discove

2017-11-24 10:36:36 Generate Now

hitps://10.64.1.132/nonprotect/urlshare.bxt

Share information using HTTP (in addition te HTTPS)

HTTP server port:

Schedule Settings

Scheduled file generation:

Schedule type:

Generate every:

Criteria

© Disabled Enabled
Minute

10 minute(s)

Include objects that match the following criteria:

Object:

Risk level:

Malicious URL detected by Web Reputation Service
Suspicious URL

High only -
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